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ABSTRACT

Smart railway system, which has been actively studied in recent years, is entering the intelligent stage beyond the
automation stage based on ICT (Information & Communication Technology) such as communication technology and
information technology. ICT technology used in smart railways is generally supported by various information protection
technologies as it is vulnerable to information infringement. As a means of high-speed/mass transportation, it is
essential to devise an information protection plan for ICT technology that forms the basis for smartening the railway
system. Therefore, this paper presents the necessity of step—by-step information protection that measures for smart
railway communication by examining potential risk factors of smart railway communication base and considering
information protection factors that can respond to them.
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