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The study of security management for application of blockchain tech

nology in the Internet of Things environment (Focusing on security

cases in autonomous vehicles including driving environment sensing
data and occupant data)

Jang Mook KANG

Abstract

After the corona virus, as non-face-to—face services are activated, domain services that guarantee integrity by embedding
sensing information of the Internet of Things (IoT) with block chain technology are expanding. For example, in areas such as
safety and security using CCTV, a process is required to safely update firmware in real time and to confirm that there is no
malicious intrusion. In the existing safe security processing procedures, in many cases, the person in charge performing official
duties carried a USB device and directly updated the firmware. However, when private blockchain technology such as
Hyperledger is used, the convenience and work efficiency of the Internet of Things environment can be expected to increase.
This article describes scenarios in how to prevent vulnerabilities in the operating environment of various customers such as
firmware updates and device changes in a non—face-to—face environment. In particular, we introduced the optimal blockchain
technique for the Internet of Things (IoT), which is easily exposed to malicious security risks such as hacking and information
leakage. In this article, we tried to present the necessity and implications of security management that guarantees integrity
through operation applying block chain technology in the increasingly expanding Internet of Things environment. If this is used,
it is expected to gain insight into how to apply the blockchain technique to guidelines for strengthening the security of the IoT
environment in the future.
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