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A Study on the Methods of Building Tools and Equipment for Digital Forensics
Laboratory

Su-Min Shin”", Hyeon-Min Park™, Gi-Bum Kim™"

ABSTRACT

The use of digital information according to the development of information and communication technology and
the 4th industrial revolution is continuously increasing and diversifying, and in proportion to this, crimes using
digital information are also increasing. However, there are few cases of establishing an environment for processing
and analysis of digital evidence in Korea. The budget allocated for each organization is different and the digital
forensics laboratory built without solving the chronic problem of securing space has a problem in that there is no
standard that can be referenced from the initial configuration stage. Based on this awareness of the problem, this
thesis conducted an exploratory study focusing on tools and equipment necessary for building a digital forensics
laboratory. As a research method, focus group interviews were conducted with 15 experts with extensive practical
experience in the digital forensic laboratory or digital forensics field and experts’ opinions were collected on the
following 9 areas: network configuration, analyst computer, personal tools-equipment, imaging devices, dedicated
software, open source software, common tools/equipment, accessories, and other considerations. As a result, a list of
tools and equipment for digital forensic laboratories was derived.

Key words : Digital Forensics Laboratory, Digital Forensics, Tools/Equipment, Focus Group Interview, Special
Judicial Police Officer
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