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A Survey on system-based provenance graph and analysis trends

Park Chanil*

ABSTRACT

Cyber attacks have become more difficult to detect and track as sophisticated and advanced APT attacks
increase. System providence graphs provide analysts of cyber security with techniques to determine the origin of
attacks. Various system provenance graph techniques have been studied to reveal the origin of penetration against
cyber attacks. In this study, we investigated various system provenance graph techniques and described about data
collection and analysis techniques. In addition, based on the results of our survey, we presented some future
research directions.
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