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Forecasting the Occurrence of Voice Phishing using the ARIMA Model

Jung-Ho Choo*, Yong-Hwi Joo®, Jung-Ho Eom™**

ABSTRACT

Voice phishing is a cyber crime in which fake financial institutions, the Public Prosecutor’s Office, and the National Pol
ice Agency are impersonated to find out an individual's Certification number and credit card number or withdraw a deposi
t. Recently, voice phishing has been carried out in a subtle and secret way. Analyzing the trend of voice phishing that occ
urred in '18~'21, it was found that there is a seasonality that occurs rapidly at a time when the movement of money is i
ntensifying in the trend of voice phishing, giving ambiguity to time series analysis. In this research, we adjusted seasonali
ty using the X-12 seasonality adjustment methodology for accurate prediction of voice phishing occurrence trends, and pre
dicted the occurrence of voice phishing in 2022 using the ARIMA model.
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Null Hypothesis: D_STATIC_SA has a unit root
Exogenous: Constant
Lag Length: 0 (Automatic - based on SIC, maxlag=9)

t-Statistic Prob.”

Augmented Dickey-Fuller test statistic -1.825868  0.3638
Test critical values: 1% level -3.577723

5% level -2.925169

10% level -2.600658

*MacKinnon (1996) one-sided p-values.

(78 5) 9449 ADF HZAE % @9 #AA}

Null Hypothesis: D(D_STATIC_SA) has a unit root
Exogenous: Constant
Lag Length: 0 (Automatic - based on SIC, maxlag=9)

t-Statistic Prob.*

Augmented Dickey-Fuller test statistic -9.109837  0.0000
Test critical values: 1% level -3.581152

5% level -2.926622

10% level -2.601424

*MacKinnon (1996) one-sided p-values.
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Dependent Variable: D_STATIC_SA

Method: ARMA Maximum Likelihood (OPG - BHHH)

Date: 06/13/22 Time; 19:32

Sample: 2018M01 2021M12

Included observations: 48

Convergence achieved after 4 iterations

Coefficient covariance computed using outer product of gradients

Variable Coefficient ~ Std. Emor  t-Statistic ~ Prob.
AR(1) 0996035 0.012111 8224364  0.0000
SIGMASQ 4969283  12798.07  3.882837  0.0003
R-squared 0.544050 Mean dependent var 2800.939
Adjusted R-squared 0.534138  S.D. dependent var 333.6261
S.E. of regression 227.7134  Akaike info criterion 13.83564
Sum squared resid 2385256.  Schwarz criterion 13.91361
Log likelihood -330.0554  Hannan-Quinn criter. 13.86511

Durbin-Watson stat 2.564291

Inverted AR Roots 1.00

(¥ 8) X-12-ARIMA(, 1, 0)
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