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Supply chain attack detection technology using ELK stack and Sysmon

hyun-chang Shin™ myung-ho Oh", seung-jun Gong”, jong-min Kim™

ABSTRACT

‘With the rapid development of IT technology, integration with existing industries has led to an increase in smart manu
facturing that simplifies processes and increases productivity based on 4th industrial revolution technology. Security threat
s are also increasing and there are. In the case of supply chain attacks, it is difficult to detect them in advance and the sc
ale of the damage is extremely large, so they have emerged as next-generation security threats, and research into detectio
n technology is necessary. Therefore, in this paper, we collect, store, analyze, and visualize logs in multiple environments i
n real time using ELK Stack and Sysmon, which are open source-based analysis solutions, to derive information such as
abnormal behavior related to supply chain attacks, and efficiently We try to provide an effective detection method.

Key-words: Supply Attack, ELK stack, Sysmon, Log Anlysis, Infringement response
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