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The Enhancement of intrusion detection reliability using Explainable Artificial
Intelligence(XAI)

Jung I Ok*, Choi Woo Bin**, Kim Su Chul***

ABSTRACT

As the cases of using artificial intelligence in various fields increase, attempts to solve various issues through artificial
intelligence in the intrusion detection field are also increasing. However, the black box basis, which cannot explain or trace
the reasons for the predicted results through machine learning, presents difficulties for security professionals who must us
e it. To solve this problem, research on explainable AI(XAI), which helps interpret and understand decisions in machine le
arning, is increasing in various fields. Therefore, in this paper, we propose an explanatory Al to enhance the reliability of
machine learning-based intrusion detection prediction results. First, the intrusion detection model is implemented through
XGBoost, and the description of the model is implemented using SHAP. And it provides reliability for security experts to
make decisions by comparing and analyzing the existing feature importance and the results using SHAP. For this experim
ent, PKDD2007 dataset was used, and the association between existing feature importance and SHAP Value was analyzed,

and it was verified that SHAP-based explainable Al was valid to give security experts the reliability of the prediction res
ults of intrusion detection models.
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