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A User Authentication Scheme using Blockchain in Smart Grid—based Edge
Computing Environments
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ABSTRACT

The smart grid system has emerged to maximize energy efficiency through real-time information exchange between
power providers and consumers by combining information technology and power supply systems. The authentication
schemes using blockchain in a smart grid system have been proposed, which utilize an edge server's architecture to
collect and store electric power-related information and process data between a central cloud server and smart grid-IoT
devices. Although authentication schemes are being proposed to enhance security in the smart grid environment, many
vulnerabilities are still reported. This paper presents a new mutual authentication scheme to guarantee users' privacy and
anonymity in a smart grid based on edge computing using blockchain. In the proposed scheme, we use the smart contract
for the key management's efficiency, such as updating and discarding key materials. Finally, we prove that the proposed
scheme not only securely establishes a session key between the smart grid-IoT device of the user and the edge server
but also guarantees anonymity.

Key words : Smart Grid, Smart Contract, Blockchain, User Authentication
A9 (202240 2€ 159), AIAZA L (20224 3€ 29¢) * AUkl [TAXE o Heksal =42
wx SATiSlal [TAZEY o] BoFskal aal <<




72 FFHEAF=EA A227 A1S (2022. 03)

1.4 & ARE Bstr] s EF5ANE ol gshe AA
HFE 71 2vtE a2 Sl ARgARe] L

AREAVEY A8 FF A0S Adgstd] gholH Al oA WS AMEAL AF 71
e Faakeh Ak ko] A AR wiks & Alt@ Atet= 7ol AREE = 7] A
5 oA 2eS Zustels AntE 8= A 4 e sty A, A8, A7) 5o 7] #e
zgo] STk JEUl Ad" dHITFA= WG 2utE HAEHES B3 A a9
g 771E g&dte] Ay A9 sa &, A U, Aldshs 7ol AREAE A 779k A
A oyA, @A S Sol shesiien 2wt A AME deAoR dd AR7E ST
E ggl= A2ES thekdt Akelyl §-28ks)ol TAY AdEAdS RASTE 3S HAFOEA
A =Y~ mE o] bl AT 1, 2] Aersk= 7] BeotgS Stk

~nlE gEE Al AEa 2k sk olx] A o= TS ved 2o 23dA Ve
F¥(Edge Computing) 71&€S A= A7) 2ntE Tg= S48 Y3 9% 7] Al
AWH T 9Tl o] Ea| FA, AFA, YA w7 2w A Al W ARl 33l =
A%l §A4 AT} ~nulE TF= AL AR Alrets e 7IMel s Ak 4=
ElU(IoT) 71719 o171%4, o1&, A4 &4t Abek= 7ol PN Aes wA sk 53l
BE SESAL 717] #Ele §84E =9 == A Aes der
ko] B2 A (Latency)S Y F ArH3].

Hzol= T 2= AH el AntE a=

[oT 7171 Atelelld A5 #d A1
0 AgALshe A ANE Besel Aue

= Al2"S 9% E5AQ 7|He] AREA) < 2.1 71& A7 EAA
< 7IWol At k4, 5] AHEA 1S 71H
S F3 2ntE vEH 2 2uE af= [oT 7]

719F A Mu 3ke] AA7IE YT AT

¥
™
SE,
%
Do
r
r
rg
-

3 2 BN AL AF 7]
HEol AgkE L 9len (8, 9], AvtE aEE S
Aol ARgARe] ZelolHAlE HEsly] 9l
- o

17 ANE £70 AE uek BAL g8 A o
e 20154, Tsai®t Lo+ Bilinear PairingS A&
B9 Ve AT Asde AFAT wa, A oho UrE VTS AR S A4S 9w A
7, AW, AZs= A A ow=st 2] u Au| = ATE A% 7] w3 7PHE AT 10].
gl ARG AsE 49E U 0T Ao o AR o) 9F AHelAE $AAL 2vie
WS BN Agaa ek Az o RIS FESe] ARSI RE A
Argate] A9 9 7 A e sebuE e e e 4 ke Aol Welxvt11]. 20173, Wazi
NAH guE dasieel BEAd sy 4 SRS MO 98AE nAsha A
Agela, 7] A4 BAE AvE AEUESmare > SN 8RE S Gulelsw AL A
Contrachsh A8 ALEA Q1= o] Arsy  FEA T 1S ALALI2). AT, of <
6, 71, % e oteldolAY e dele Ane vy
YA AvlE SRl @geld mege gu o MR AR ] s s
7] 93k Q1= M So] Aoty 9o r B =t} 20184, Mahmood &2 X #H#FH 7]
S, of el AR EeolMAE Siglehe Aoy S re s BAeA Huds nas a9
Ao WEa 9rh B weRe|A ogd % 7] wgh ZRESE AJFYT[13]. sHA, Liang



5% Mahmood %9
ulE mEe HEI|E

9 b

>~
Rl
ofo
N
N
4
o

(o3

o
ELH

2,
X
>
=
lo

T
A Anel 7] #d

1

2 A

Y

il
Wb g =

__}li_l"

2

2

2

o

o B
°

s

(O o Mook
(1 x
ot
o
2

b
(m o

N
rl

_.L;H_‘

X

fo, >
<
J_:ol'
Moy 2
%
o

=

o

j=)

0Q

lmf)lﬂru

o

2

LA

oo o412 9 om

fitl
=)
ki
S
52

SISECICE
Fhe @ 4 Ae ARe AF NS At

2.2 Bilinear Pairing

)

o
o

oot
EE o

5

G & A (Order)7t 425 (Prime) ¢<l
(Additive Group)el®} +i G& 43
o]  FAlT(Multiplicative Group)©] 2}
e: G X GG U 22 A4Ae w3
Bilinear Pairing®]&tal 3t}

@
PP, € G
e(zP,yP) =e(P, P,)" o]t}

@ Non-degeneracy : e(P,, P,) = 1& w3}
= PP, e G7F EAFT
BE PP, e Goll H3t

N

A4 ZHGenerator)

Va,y € Z ol o8,

Bilinearity

@ Computablity :

e(P,P)E A&Ho2 A 5
2 =wollAe g3 oA PaPyPol T
ARE W xyPE AXeE ECDH(Elliptic Curv

of\

o] &3 AL Q1T 7Y 73

e Diffie-Hellman)ZA& 7Nk 2 A 323k A
flate]  Pe G zye 729
PxPyP7t FAARE W e(P,P)"E A4tsh=s B
DH(Bilinear Diffie-Hellman Problem) A&
A&-&eH[15].

= = O
N

o

23 VEY=Z =4

H =R A7fEleE AvtE agE UEYA
s dd= 52 7] (Register Authority, RA), =
vhE WE (Smart Meter, SM), oA Au|(Edge
Server, ES)Z FA "},

O RA: RAY A9 FFAeW RE AvlE
= Alzg Fvhake] AlEr)elth. RAE
e AENEZS ALgste] SMe] D, 7] 74l
7] 5 UESZ e B 5 de A
ZhH=t)

@ SM: SM&

o wE |

AREAFS] oA
e #H ARE ESIA Rudc dvrdo
SME AN Hoz 714 7k ESe AART

@ ES: ES= SMOZHE ARE S35
ol AlolE & & rh deoly A% o
g8 933 TY FHE A dAT o
o, SME] JAFE FYsH7] Y EZSA
EQIo= AZAF | Qi)

EE

oz

rlo

f

=3
olulA o
H

b =)

=



74 FrEQH=EA] A227 #1135 (2022. 03)

oo

Algorithm 1: KMT Initialization

1. contract KMT{
s address owner

3. struct KMTS {
4. bytes32 HID;
5. bytes32 EID;
6. DataTime ET; }

7. KMTS|] public KMT; {
8. constructor KMT() {

9. owner=msg.sender;
10. len=0;
11. return 1; }
12 1}
(a)

Algorithm 2: KMT Update

1. function update KMT (oldHID, HID, EID, ET){

2 if owner#msg.sender then

3. return 0

! else {

5. it Exist(KMTS[i]. HID == oldHID) then
6. KMTS|i]. HID=HID;

7 KMTS[i]. EID=EID;

8. KMTS[i]. ET=ET;

9. return 1; }

10. else {

11. len++;

12. KMTS|len| HID=HID;
13. KMTS(len]. EID=EID;
14. KMTS[len| ET=ET;
15. return 1; }

16. }

(b)

Algorithm 3: KMT _Query

1. function query KMT(HID){

2 if Exist(KMTS[i]. HID == HID) then
3 return KMTS;

4. else;

5 return 0;

6. }

(c)

Algorithm 4: KMT _Revoke

1. function revoke KMT(HID){

2. if owner#msg.sender then

3 return 0 ;

4. else {

5 if Exist(KMTS|i].HID == HID) then
6. for; i<len; i++;

7. KMTS[i] =KMTS|i+1];
8. len—;

9. return 1; }

10. else {

11. return 0; }

12. '}

(D

(29 1) Algorithm of smart contract used in t
he proposed scheme. (a) Key material initializa
tion, (b) Key material update, (c) Query for ke

y material and (d) Revocation of key material
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Smart Meter (SM;)

Edge Server (ES5;)

Select a random r; € ZJ
HID; = h(ID;)

SID! = X; & h(HID,||PW;)
SID; =751ID;

Ric=g™

K; =7-P

Vi=ri - (Pyuy+ SID; - P)

Qi = h(HID,|||Vil|r]| K| TS:)
Auth; = HID; & R,

My =< Vi, K, @i, Auth;, TS; >

EID, = Encp,,, (ID,)
L; =r;- Ry

SK, = h(HID,||SID; ||EID \RHL‘HT%HTS )

Check Auth; =?h(R;||L;[|SK

R =e¢(s;, Vi)

HID! = Auth; & R}

queryKMST (HID]) to obtain (HID;, EI1D;, ET;)
Qi =?h(HID,||Vi||r: || K;]|TS:)

Select random r; € Z,

Lij=r; K;

B =g P

‘?Ix_, = h(HID ||SID;||EID;||R; || L || TS:||TS;)
Auth; = h(R}||L;||SK;)

J.Ig =< A(.L”E_.,"\R_j‘ TS_, >

(¥ 2) Authentication phase of the proposed scheme
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4.1.6 Resistance to the stolen—-device attack
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4.1.8 Resistance to the replay attack
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<3 1> The performance analysis of the proposed scheme
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