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A Study on the Framework of Integrated Vulnerability Analysis of
Domestic Nuclear Facilities

Mi-Joo Shin*, Seong-su Yoon**, Ieck-chae Euom™**

ABSTRACT

Cyber attacks on national infrastructure, including large-scale power outages in Ukraine, have continued in recent years. As
a result, ICS-CERT wvulnerabilities have doubled compared to last year, and vulnerabilities to industrial control Systems are
increasing day by day. Most control system operators develop vulnerahility countermeasures based on the vulnerability
information sources provided by ICS-CERT in the United States. However, it is not applicable to the security of domestic
control systems because it does not provide weaknesses in Korean manufacturers’ products. Therefore, this study presents a
vulnerability analysis framework that integrates CVE, CWE, CAPE, and CPE information related to the vulnerahility based on
ICS-CERT information (1843 cases). It also identifies assets of nuclear facilities by using CPE information and analyzes
vulnerabilities using CVE and ICS-CERT. In the past, only 8% of ICS-CERT's vulnerability information was searched for
information on any domestic nuclear facility during vulnerability analysis, but more than 70% of the vulnerability information
could be searched using the proposed methodology.
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