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ZigBee Authentication Protocol with Enhanced User Convenience and Safety

Ho-jei Yu®, Chan-hee Kim**, Sung-sik Im*** Soo-hyun Oh™***

ABSTRACT

The rapidly growing [oT market is expanding not only in general households but also in smart homes and smart cities.
Among the major protocols used in [oT, ZigBee accounts for more than 90% of the smart home's door lock market and is
mainly used in miniaturized sensor devices, so the safety of the protocol is very important. However, the device using Zig
Bee is not satisfied with the omnidirectional safety because it uses a fixed key during the authentication process that conn
ects to the network, and it has not been resolved in the recently developed ZigBee 3.0. This paper proposes a design meth
od that provides omnidirectional safety to the ZigBee authentication protocol and can be quickly applied to existing protoco
Is. The proposed improved ZigBee authentication protocol analyzed and applied the recently developed OWE protocol to ap
ply ECDH, which has low computational volume and provides omnidirectional safety in IoT. Based on this, it provides the
safety of the ZigBee authentication protocol, and it is expected that it will be able to provide user convenience as it does
not require a separate certificate or password input.

Key words : ZigBee, Authentication Protocol, OWE, Forward Secrecy, Elliptic—curve Diffie—hellman

A5 9(2022d 02€ 239), AANEHL(20224 39 23%) x sk AR R sk} AAAGEARD
e SATEkN QR W S8k} A%A}J,}ﬂ( L= 22D
* “o] RO 2020dE SISk Ao S| s SAUJSLL JH R ES} SRANT-EAAD

A9k Wo} Sl Q1791 (20200829) s SAUNBRIL BT AL AR



82 FrEQH=EA] A227 #1135 (2022. 03)

oo

1L.A 8

-

IoT(Internet of Things)® HE =¥y
ol gl A MAHe=E FEehA AAsta 9

P

Sl S AR W 20204 AHEIENY
A9 Bl EAL Aol nhEel 20209 AFRQIE Y

Z &AL ok 13% 4,637 2 FAHA L
AF717] Eok7F 40.9%9] vFo R Jp AA A
A etk [1]

gk, AFNES T A o] Wrkek 2021
2 A FEIRIA [oT AA Ao =z Zi
gBeet 20213 49 6,6305F @efoll A AH+ 3
1%=Z S713te] 202630l oF 189 H&o ol &
Ao g Awata vt [2] o= IoTollA AME-3h=
gkt 22 T Wi-Figt Bluetooth g2 2
SHAR =2 AGES HoFErh o)iewt ofyt Zi
gBeet ZUMIEE A|S] ~ulE wofgl Fofof A
90%E “F3late AFHNTFES 7|S5sta AT

loTe HFEe s gl
Toll A A3k 74 vESa =
of FAHo] WA 2REZS A
At AREAF Al B2 Q1F
Al idel dth[3] o8 &
ZREZ FAZ F2E 0T
ste] 4k AMu) s AR FAHORE AL
a Aw AN A 0T

At 7b AlGEA dAsta Ak whet

%73011*1 AHEAFe] HOAFE Eolal

=
9 grEsE AFE 5 e

}

H

ft
i

flo
N,

Fo

|m -OXlJ
FIF

L ot o

L
2
o Ho
U
o

oo
L
N
-

oo op 2 1o o

©
of
o
k3
ofo
)
B
i

o
|

6 ro

f oly

EEE 802.15.49} IEEE 802.11 7] E‘lii ‘%}ﬁﬁﬁ sk
oh[4][5] £ =FlAl= loT tulo]2=ol A ALg-3}
= FA UEYIE B 93 A2 ATH
83} 1] F21 [EEE802.11 WPA3(Wi-Fi Pro
tected Access)ollA AH&3k= 205 71 OWE(O
pportunistic Wireless Encryption)E ZigBee©l
Aggtt g, IAE A UEYA A0l
[oT tulelx HeLF HolH #& WAE S
A B dsst el dia Atstast gt

B =Fo FAHo R 280 = 7]E ZigBee X
REZS B8t 71E FH ok dis] dEerh

% ZigBeeol H&3 Wi-Fi OWE ZZEZFS
2335} ECDH(Elliptic-Curve Diffie-Hellman)
o1z TAoA Hgst= WS Folait},
3 E 27olA BAg WS o 7
& ZREZS 7381, OWEZF 349 ZRE

L

44 A= OWEZL 489 Z2EZH 7|E
oFH o] S AE=AE B18t7] $l3] WiresharkE
ggste] fostn, Ao 5= AES
7] g

A=, ALY 0T Aol A AHE 4 &=
FA EYT Z2E R ZigBeetw IEEE 802.1
5.4 XFE 7wt g sy ZREFo|t)

ZigBeex HW 65,536709 AXE A4
Rom Hask Feonk A4S xyste F
HE A dsrt. AME3l= 34+ [EEER02.11¢
Wi-Fio} 22 2.4GHzE AM&3ta, Wi-Fie] 7HA
< 98171913) 915MHz, 868MHz t9S A}43
715 f‘f&E} (6]

F ZigBeew (¥ 13 2ol 4719 AF2o
2 °]—r°124 Attt EHAFH volHgAAF
EEE 802.15.4 745 283t HEY A ASH
%<2 ZigBee Specification®l 7]
—E‘?} ek mete]l A WEA AFT of
Aol AlFolA H& = Urt[7]

) m%
1o ox ¥

ZigBee Stack

Application Layer
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ZigBeeZ AMg&38l= [oT yulo]l27 YEY=
of AZ37] A= (29 2)9F 2] End Devi
ce(loT)¢} tlolElE et WEHAE 74T
7 & Coordinator(AP, Access Point), End D
evice®} Coordinator®] 43 Ret 715 #g s}
+ Trust Center2 A% o]l

ohet Coordinator$} Trust Center”} 2] 5 o]
A= AREAE diarE A4 tRke] 253 Coordi
natorg AHE-shE FA0A AEsta 9lom Uk
AH&-Ak= Coordinatore} Trust Center?}F 371
FER FA ol

(29 2)¢] 4% Coordinatore} Trust Center
7F A A A ] AAFHAEE eI T
o]w] End DeviceZ} HES A AR 7|7HA]= 1
EEE 802.15.4 MAC Association #33} z}419]
AR EZ 48]+ Device Announce 4, AFidt
o] AR E 233= Node Descriptor Request, R
esponse ¥}4< AZ 5 Application Datas
z3}8l7] 913 718 233 dAQ Request Ke
y, Transport Key, Verify Key, Confirm Key 3
Ao] &A%}, olwl Transport Key #82 3%
Network Key& &3 wlz Algo] )

Coordinator(AP), End Device Coordinator(AP), End Device
Trust Center (loT) Trust Center (loT)

MAC Assocition Device Announce

Beacon Request 4—— Device Announce

4 Node Descriptor Req/Resp »

4— Association Request ——

Key Exchange {Link Key)

—— Association Response —)

q Key

A

Key Exchange (Network Key) TransportKey ——»

I = Transport Key - » ' < Verify Key
l l Confirm Key - b

(1% 2) ZigBee 9434

2.1 MAC Association 37
ZigBee ] MAC Association 42 Beacon R

equest, Beacon, Association Request, Associati
on Response® &% IEEE 802.15.42] 4
< w2},

IEEE 802.15.4 #4842 ZigBee ZTEZEZ|A M
AC Az AAEHER BE sf7loA AL&HT)
<% 1>2 IEEE 802.15.4 JFZANA A&5= 2
= ZF ZigBeeolA 2 A}8-%+= Frame Control
deof g Aot}

<3#% 1> IEEE 802.15.4 Frame Control Field

gc A%

Frame Type Frame J-%

Frame Pending o F dlolg] AL A%

Ack Request Ack Si3 41 L o

PAN ID Compression PAN ID ¥3 4]

Dest Addr Mode
Src Addr Mode

MAC %2 E& uh

Beacon Request 3712 End Devicedl 7 ¢l9]
A7tel & A4 Aol daF uf 7P WA HE
3= ) F1o|t}. Beacon Request #|A & &#& F
715 7}A" Broadcast® 371& A3l Beaco
n #jZo] £2E w7hA] RkEgit)

Beacon Request 3718 2 Coordinatore= B
eacon A S H43t). ZigBee o Beacon #FH-&
(19 3)3 o] IEEE 802.15.49} ZigBee Stack
S $AA BUA €} o]u] End Device2] 8Byt
es MACTFA+ Az Al 7oz HAE Aol
A%k Short F4E AAEo YA &2 Adejolrt.

3}k Beacon Request B A& #43F End De
vicet™ Beacon #Z& E3] dA WESZ] PA
N ID¢} Coordinator®] 4Bytes Short Address<}
8Bytes Long AddressE 4% 4 ath

Coordinator(AP),
Trust Center
IEEE 802.15.4
|| Frame control Type = Command | Dest PAN : 0xFFFF |

End Device
(oT)

W Dest Addr : OXFFFF ] Command ID : Beacon Request_|

|EEE 802.15.4

[ Frame Control Type = Beacon Src PAN : 0XABCD Src Addr : 0x0000

ZigBee Beacon

| Stack Profile = ZigBee Home Extended PAN : 90:FD:9F:FF:FE:06:B3:E1

(¥ 3) Beacon Request 3# 3} Beacon |7
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Beacon A& & End Device: AHalo] A}
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=9 FoJslr] 9814 Association RequestE A3
/d3te] Coordinatorol Al d&3teh sl 242
(18 4)¢} o] 5738l Association Request$}
Association Response AFolel] Acknowledge I
713} Data Request |Z o] &5t AL Folst
T ATh

End Device
{loT)

|| Dest Addr: 0x0000 | Src PAN : OXFFFF I Extended Src = 00:12:4B:00:18:D7:13:88 }——~—-———-————~—~)

Comman dID : Association Request | Allocate Addr = True |

IEEE 802.15.4
Frame Control Type = Command | Ack Req = True | Dest PAN : OXABCD |

IEEE 802.15.4
| Frame Control Type = Ack | _Pending = False |

JEEE 802,15.4

Frame Control Type = Comman: d | AckReq = True |
I Dest PAN : 0xABCD | Dest Addr : 0x0000 |
Extended Src = 00:12:4B:00:18:07:1388 | Command ID : Data Request |

IEEE 802.15.4
rame Control Type = Ack | Pending = True ||
Frame Control Type = Command | Ack Req = | Dest PAN : 0xABCD |
Dest Addr : ‘ Extended Src = 068361 |
Comman: d 1D : Association Response | Short Addr = 0x1234 ] iation Status : Successful |

IEEE 802.15.4
1 Frame Control Type = Ack | Pending = False |
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ey(D-TCLK)E “ZigBeeAlliance09” &= 414
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<X 2> MAC Association7}#] 42 AH

Information Value
Coordinator 90:F1:9F:FF:FE:06:B3:E1
Address 0x0000
End Device 00:12:4B:00:18:D7:13:8B
Address 0x1234
ZigBee PAN ID 0xABCD

5A:69:67:42:65:65:41:6C:
6C:69:61:6E:63:65:30:39

ZigBee Trust
Center Link Key

ZigBee Key Exchange 42 Network Key
f3le A I Link KeyE &-f3he 3 o]
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Network KeyE &3l iﬂrﬂv"— Transport
Key 31719+ End Deviceol Al A48} Link Key
= F73l= #4-2 Request Key, Transport Ke
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{EEE 802.15.4
[ Frame Control Type = Data ] Ack Req = True ] Dest PAN : OxABCD | |

ZigBee Network Layer

Frame Control Type = Data | Security = False | Dest Addr : 0x1234 | Src Addr : 0x0000 |

ZigBee Application Support Layer

| Frame control Type = Command | security = True | Counter = 1Byte |

ZigBee Security Header(APS)
~+| Key ID = Key-Transport key | Extended Nonce = True | ---- |

Auth

ZigBee Application Command
»| " Command ID = Transport Key | Key Type : Standard Network Key |
TR, ! Key = 4C:61:4C:32:£2:92:62:94:E5:AD:D3:56:5B:C6:06:71 ‘ ceee ‘

ZigBee Security Header(APS)
B ———
| Message Integrity Code : 4Bytes |

(Z19 5) Transport Key(Send Network Key)

Link KeyZ Ad%38l= Transport Key A&
Network Layer<®} Application Layer”} $& 315
o] Link KeyE d&stAl @t ol (28 6)3
Zo] Network Layer$} Application Layer7} &
<3} 9 MICE 23443k =™ Application Layer
+ Link Key$} Network Key2 2% %315 +=
TxE 7HAAL Stk

IEEE 802.15.4

Frame Control Type = Data | Ack Req = True | Dest PAN : OxABCD | ---- |

ZigBee Network Layer

|| Frame Control Type = Data | Security = True | Secure Router = True | -~ |

| Relay Counter = 1 | Relay Index = 1 ] Relay 1 = 2Bytes |

ZigBee Security )
L #} Key ID = Network Key Extended Nonce = True | Frame Counter = 4Bytes |

ZigBee Application Support Layer

| Frame Control Type = Command | Security = True | Counter = 1Byte |

ZigBee Security Header(APS)

Message Integrity Code : 4Bytes

Auth |+ KeyID=Key-Load Key | Extended Nonce = True | Frame Counter = 4Bytes | ---- |
ul
ENG: t ZigBee Applicati nd
/
ENb\ ,Q Command ID = Transport Key | Key Type : Trust Center Link Key |
(I |
\ 0y =
ZigBee Security Header(APS)

|
! ZigBee Security Header{NWK)
h \ Message Integrity Code : 4Bytes. W

(28 6) Transport Key(Send Link Key)

Link KeyE& & End Device:
Link Key”} Coordinator’} Bl Link Key2l#|
golsl7] YA Key Hash & A8 Verif
y Key #7218 st} ofuf Verify Key A
£ Network Layer®t &3 3}slo] %314 )

Verify Key 371& ®-2 Coordinator+= Key
Hasha’ AZ3ste] A3= Confirm Key 3|zl oz

Falech H15 A7k AFolH Transport Ke
yoﬂ A HA2E Network Key9} Link KeyZS A
sto] FEshstrt, wgh, o] dolH RS dE
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OWE Q5 ZrEZ| A4 H4gL (29 73
2ol Wi-Fi WPA2 A543 2. 1A AP+
F718 o072 2419 A1l Beacon Frame% 234
3le] Broadcast® &gl AP & 3te = St
atione ©]& #<2l35lal Probe RequestE 53 A
Pl AHE t}A] 3 3213t} Probe Request
Z "o AP+= z419] AW E Probe Responses
53] AS$sta o]F ) A|~Elo 2 Authenticat
iong &3t} Association #4e 4% OWE

AE AR FA7IE AEsta ol nEowm
SH71E AAdsHA "t
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Beacon Frame (Broadcast, APS| X &)

Probe Request (Broadcast/Unicast, AP2| HE 2%)

Probe Response (Unicast, APS| % 2%, Beacon Frameit SUSH HE)

Association Request (29 A3 24, STA Z77))
Association Response(2 ¢t ¢ SE, AP 3717|)

4-Way Handshaking(EAPOL)

(2" 7) Wi-Fi OWE 1% Z2EF A4 34

3.1 OWE 7] m3 oA &4
OWE Z2EZF AF5HA4A 71 a4dd 4
o

A2 Association #A ]t} Association ZH4
AAdH MAAA AHEE FEst Yo Q1T W
He Agsts Aoz OWEANAE Z#te] el Y
=4 FNE AEe

M Association Request #|F & & AP+

AFA19] 7i171¢} Station?] F7l712 Shared Sec
ret(SS)& Atk o]F HKDF(HMAC-based
Extract and Expand Key Derivation Function)
= AL8-3le] PMK(Pairwise Master Key)E A
A%t} o]% APX Stationol Al #Ale] FAINE
&3ty AP9] #7715 W Statione PMKE
st APt 53 PMKE AAsH] 918 P
MKZE AA 3= 34 Association RequestE
ks W AP7F AAbshe #A43 FYsith[8]
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wrebs ool E471E B2 § PMKE A
pa

date AL (29 8)3 2t

& il

Association Response(22F 238 S, AP 2747}

v Ext Tag: OWE Diffie-Hellman Parameter
Tag Number: Element ID Extension (255)
Ext Tag length: 34
Ext Tag Number: OWE Diffie-Hellman Parameter (32)
Group: 256-bit random ECP group (19)
Public Key: 18cdee289dd852a91b027d91£92eb5257993c20780cb@6d1b7bd022594echfS

Compute AP Public Key Y

Compute IKE(SS)
APpub * STApqy
Compute PRK
HKDF-extract(STApypy || APpypy || Group, SS)

Compute PMK
HKDF-expand(PRK, "OWE Key Generation")

(19 8) OWE Z2EZ¢ PMK 44 34

A9 FxE Tday] daAAE JE 4w
& stk s OWES) A%
==

r

0S Ubuntu 20.04
Language C++17
Library LibPcap, OpenSSL

LAN [PTime A1000UA

OWEN A AM&-3t+= B 9541-2 RFC5903(Ellip
tic Curve Groups modulo a Prime (ECP Group
s) for IKE and IKEv2)ollA] A58} P-256(256
-bit Random ECP Group)& A}&3lH e}
oA ALgEHE g < 4>9F k(9]

¥ 4> P-256(256-bit Random ECP Group)

Parameters Value
P FFFFFFFF -+ FFFFFFFF
Equation yv2=x3-3x+b

Group Curve b 5AC635D8 -+ 27D2604B

Group Order FFFFFFEF -+ FC632551

Group Seed C49D3608 -+ 819F7E90

Gx 6B17D1F2 -+ D898C296

37BF51F5

Gy 4FE342E2 -

o5 93 OpenSSL #holB.eig]e] =4 (E
C)ell A= “NID_X9_62_prime256v1” & Al-8-3}o]
P-256(256-bit Random ECP Group)& AM&&
g odth wEbA (2F 9)9F 2ol R 317
o HE7E AT 5 Sl

void KEY OWE::init_key

|th15 >ecKey = EC_KEY new_by curve name(NID X9 62 prime256v1)
rror_owe(this->ecKey == NULL, eckey cannot be generated.”

Ilnt ret = EC_KEY_generate_key(this->ecKey); ]
ETTor_owelTet == U, "eckey cannot be generated."”

Ithls >pubKey = (EC POINT *)EC_KEY get® public key(this->ecKey);
T /e[ this->pubKey == NULL, "ec pubkey cannot be generated.

ret = EC_POINT get affine coordinates GFp(this->group,
this->pubKey,
this->pubX,
this->pubY, NULL);
/e(ret == 0, "ec pubkey cannot be generated.");
"Pubkey X", BN_bn2hex this->pubX );
owe ("Pubkey Y", BN_bn2hex this->pubY));

|this->priery = EC_KEY get@ private key(this->ecKey); |
error_owe(this->privKey == NULL, "ec privkey cannot be generated.");
e "PrivKey", BN_bn2hex this->privkey));

|ret = RAND_bytes(this->gmk, SHA256 DIGEST LENGTH ;|
eTToT TET == U, "GMK cannot be generated.™/;
lebu: e("Generate GMK", SHA256 DIGEST LENGTH, this->gmk);

(29 9) OpenSSL el # g e] P-256(256-bit
Random ECP Group) 7] A4

Association #4-& F3 42 Auwte I
71 HKDFE %3] PMKE =&3HA4 ¥4, HK
F+= (29 10)3% #Zo] HKDF-extract®} HKDF
—expandg& €3l 71& &F 4 fFEatA wHoh

void KEY OWE: :compute_PMK BIGNUM * apX, BIGNUM * staX
u8 groupl] = {6x00, 0x13};
u8 salt[OWE ECKEY LEN 0};
u8 apX OWE ENGTH] = {0};
BN bn2bin( &

BN bn2bin( stax, staX);

memcpy (salt, staX, OWE
memcpy (salt + OWE
memcpy (salt + OWE ECKE

ENGTH * 2, group, sueof qroup 7

string tData("OWE Key Generation");
this->HKDF_extract(salt, sizeof(salt , this->ss,
SHA256_DIGEST TH, this->prk, SHA256_DIGEST_LENGTH);
this->HKDF_expand (this->prk, SHA2 GEST_LENGTH, (u8 *)tData.c_str(),
tData.length(), this->pmk, SHA256 DIGEST LENGTH);

(29 10) OpenSSL #}olH 279 PMK
2323 44

o]% 4-Way Handshake IHS %
715 A 2L AFsHA FHo] OWE AZA3A o] nt
FEld
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APQ‘r Station& F@stAth (13 11-13) Stat
iono] APel dZsle= A4S HolFu AP7F A
%314 A48k Beacon FrameS #2 ¥ Probe
Request{-¥] 4-Way Handshaking #37FA] 7]
7F g9 A AR MICE AA 2 ASsEAE
ol e AP Logel (29 12)¢} Station L
0g?¢l (18 13)°|A] Compute TK LogE ®»H ¢
2.3}7]7}F 0x576D6F08A55D8E4D78A6571267804
F452 43 AS & 4 Ut

Beacon frame, SN=8, FN=8, Flags=........, BI=8, SSID=INS-OWE
Probe Request, SN=8, FN=8, Flags=........, SSID=INS-OWE

Probe Response, SN=8, FN=0, Flags=.. ..» BI=B, SSID=INS-0WE
Acknowledgement, Flags=..

Authentication, SN=9, FM-B Flags-

Authentication, SN=8, FN=B, Flags=........

Acknowledgement, Flags=........

Association Request, SN=0, FN=0, Flags=........, SSID=INS-OME
Association Response, SN=0, FN=8, Flags=........, SSID=INS-OWE
Key (Message 1 of 4)

Acknowledgement, Flags=........

Acknowledgement, Flags=.
Acknowledgement, Flags=.
Acknowledgement, Flags=........
Key (Message 2 of 4)

Key (Message 3 of 4)
Acknowledgement, Flags=........
Key (Message 4 of 4)

(19 11) Wiresharkell 41 ¢] OWE 2= A

generate eapol 1) Generate EAPOL-1 Size: 142
capture eapol 2) Capture EAPOL-2, Station Nonce: 75639AE748F032
capture eapol 2) Capture EAPOL-2, Station MIC: 1BD245949F7EGEB7
compute PTK) Compute KEK: 81DB59C6E1AE9A82359857414FA80F41
compute PTK) Compute KCK: 8331BECCC666BB7FD44D764BB14987CA
|com§ute PTK) Compute TK: 576D6FO8ASSD8E4D78A6571267804F45 |
validate MIC) Vaildate MIC: 1BD245949F7EOEB769A9B4500D609854
compute MIC) Generate MIC: 1BD245949F7EOEB769A9B4500D609854
compute MIC) Generate MIC: D55C6DE75D412A34F2FB92DC4A43A7D5
compute GTK) Compute GTK: A787D43BEA079140062EFADO18FF582E
generate eapol 3) Generate EAPOL-3 Size: 198
capture eapol 4) Capture EAPOL-4, Station MIC: C88A23B96DA1OFEF
validate MIC) Vaildate MIC: C88A23B96DA10FEF3F08DOC7C4853024
compute MIC) Generate MIC: C88A23B96DA1OFEF3FO8DOC7C4853024
send recv key) Success Connecttion STA: 705DCCF65EF3

(" 12) AP Logell#¢] <15 34

capture_eapol 1) Capture EAPOL-1, AP Nonce: BO707DF88D6F99B51¢
generate_nonce) Generate Nonce: 75639AE748F0326277BBFOF336C27¢
compute_PTK) Compute KEK: 81DB59C6E1AE9A82359857414FA80OF41
compute PTK) Compute KCK: 8331BECCC666BB7FD44D764BB14987CA
|compute PTK) Compute TK: 576D6FO8A55D8E4D78A6571267804F45 ]
compute MIC) Generate MIC: 1BD245949F7EOEB769A9B4500D609854
generate_eapol_2) Generate EAPOL-2 Size: 164

capture_eapol_3) Capture EAPOL-3, AP Nonce: BO707DF88D6F99B51¢
capture_eapol_3) Capture EAPOL-3, AP MIC: D55C6DE75D412A34F2Ft
capture_eapol_3) Capture EAPOL-3, GTK: A787D43BEA079140062EFAL
validate MIC) Vaildate MIC: D55C6DE75D412A34F2FB92DC4A43A7D5
compute MIC) Generate MIC: D55C6DE75D412A34F2FB92DC4A43A7D5
compute MIC) Generate MIC: C88A23B96DA10FEF3FO8DOC7C4853024
generate_eapol_4) Generate EAPOL-4 Size: 142

(L9 13) Station LogolAl9] 1% A

i
co
S|

4. /A ZigBee S5

k Key7} =€t o] n4d% 7|258E &
717F FEYE A AW A e AFsiA] X
3to] Offline Dictionary Attack % thekst Z ok

ol AT F gl
olg dAsty] As B =AM At )
¥ ZigBee 9% ZZEZL ECDHE 443514
[e]

al o =
A RS BET 5 Ak

L

ZigBee 05 ZZEFA AlE3}= Network
Key: %3 Coordinatoret 4249 & X7
2o Keys AR

wkeF Network KeyE ECDH=Z #=3HA4 ®tt
W 2E ZFA7F Y23 Network Key@} Link
KeyE 7FAAl ®Hof wj¢ vlZ&Zolrt. whebA
Zﬂ?_i%}% 0l ZREE JTZEE 7]€ ZigBee 9

Z2EFIA Link KeygE F19= 344 E
H #4& F718tt

4.1.1 A|¢t3}+= Request Key +F

Link Key 2% #3120 Request Key #Zle]
(19 14)9} #o] Key Type< 256-bit Random
EGP Groupl & ®WZsla sglol 371718 A
st s A g

v ZigBee Application Support Layer Command
Frame Control Field: Command (©x21)
Counter: 12
v ZigBee Security Header

Security Control Field: ©x20, Key Id: Lin
Frame Counter: 0
Extended Source: Jennic_00:02:6d:ef:e9 (0
Message Integrity Code: 23baf96e
[Key: 5a6967426565416c6c69616e63653039]
[Key Label: ]

v Command Frame: Request Key

Key Type: 256-bit Random EGP Group(19)

EC Public Key: 001122334455 --- AABBCCDDEEFF

(18 14) Aetsl= Request Key #|Z +x%
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oo

712 Request Key #7119l Key Typed <%
5>9F o] 67HAZ EREC. mEk 71E Key
Typed}t AAA L= Ox060.2 MEL Key Ty

pes olaEth

<HE 5> ZigBee Key Type

Value Key Type

0x00 Trust Center Master Key
0x01 Standard Network Key
0x02 Application Master Key
0x03 Application Link Key

0x04 Trust Center Link Key
0x05 High-Security Network Key
0x06 256-bit Random EGP Group(Add)

OWE® A= 7] Association S|Z12] )¢l
ZANE F7 AgstsE A A8 )
w2l OWES} #Ho] Request Key 3|79 wjx|
el IANE Astr] 93 2L Fieldg A

oste] g 4 v,

4,1.2 A|¢td= Transport Key 7%

Request Key #1712 %3 End Deviced] 7l
715 w2 Coordinatori= (¥ 15)9} o] OWE
oA PMKE AA43sts A4S 73

WA gkl F71717F 256-bit Random EGP
Groupoll L= =4 Flgt) o]F A% 256~
bit Random EGP Group #7471, /N971& A
3lal Common Secret2 A7 s #HA19]
MA7IeF ddwre] FA7IE F3)

ol A" Common Secrete End Device
9} Coordinator7t 543t #-S AAG3HA Hrh o
24 Common Secretlo.® T3% 7|9 AZ3+&
Ast] MZ 2 718 A A FAs
F A "k

OWEd A= ol2fgt B4 & KDF(Key Derivat
ion Function) %3l 256 Bytes2] KCK(Key Co
nfirm Key)9} 265 Bytese] PMKE A4 3o} u}
A B =FoAx= KDFE AF&3te] KCKeF P
MKE A3t KCKE S3 PMKE HSE 4

o)
b

Coordinator(AP),
Trust Center

Request Key(Coordinator Z707])

End Device
(loT)

v Command Frame: Request Key
[Key Type: 256-bit Random EGP Group(19) |
|EC Public Key: 001122334455...aabbccddeeft |

Compute IKE(SS)
Coordpy, * 10Tpy,

Compute PRK
HKDF-extract(1oTp,uy || Coordpyy || Group, SS)

I
Compute KCK and PMK
HKDF-expand(PRK, "ZigBee KCK and PMK")

I

Compute PMK Compute KCK
KCK_and_PMKI[256:511] KCK_and_PMK[0:255]

I
(g 15) Atsl= ZigBee PMK A4 7174

ZE 3}AS vkF Coordinators AHAle]l T
71% End DevicedlAl AAEsfof gt} o] & 913
(29 16)3 #+o] Transport Key 3|719] Key Fi
eldg o]-&3sto] AFE3ot.

v ZigBee Application Support Layer Command
Frame Control Field: Command (©x21)
Counter: 84
v ZigBee Security Header
Security Control Field: ©x38, Key Id: Key-Load
Frame Counter: 77827
Extended Source: SiliconlL_ff:fe:06:b3:el (90:fd
Message Integrity Code: 06104288
[Key: 5a6967426565416c6c69616e63653039]
[Key Label: ]
v Command Frame: Transport Key
Command Identifier: Transport Key (©x85)
[Key Type: 256-bit Random EGP Group(19)
|ECPubﬁcKey:AABBCCDDEEFF"-A1BZC3
Extended Destination: Jennic_00:02:6d:ef:e9 (04
Extended Source: SiliconlL_ff:fe:06:b3:el (90:fd

(¥ 16) A¢tstE Transport Key oA F+x%

Transport Key 3{71¢] 4% 7]&l Key Typ
e Field¥} Key Field7} A48l Request Keyol
A A3k Key Typedt o] 0x06(256-bit Ra
ndom EGP Group)S AH&3sted A$d 4 9t

4.1.3 A ¢td= Verify Key 7%

Transport Key 3§38 ¥-2 End Device¥ Co
ordinator7} Request Key #31& wko}l zp2le] 7Y
171¢F Aol F7I=5E KCKéS PMKE
At S FYsAl 9%ttt ojwf End D
evicetx Request Key Aol A58 F717] 0l
h-&-3h= 7Hel7]9F Transport Keyol o9& C
oordinator®] #7712 KCKe} PMKE A4 3k,



AR oA g ool At ZigBee 915 TREZ 89

o]% Verify Key 3z& 437 f13] MIC
= AA ok et MIC+= (29 18)3} 7Fo] Verif
y Key 3|74 MIC FieldZ 022 & T 3
F #3719 BytesE &l A4tsln] HMACH KC

& Agste] E&sA Hkh

void KEY OWE::compute MIC(u8 * packet

int checkSize = sizeof(struct eapol hdr

+ sizeof(struct eapol wpa key);
u8 data[checkSize] = {0};
memcpy (data, packet, checkSize);

HMAC (EVP_shal(), this->kck, OWE EAPOL KEY LENGTH,
data, checkSize, this->mic, NULL);

(g 17) Alrst= ZigBee MIC A4 214

P Tz AL (29 19 o] 7|FEd 9
= MIC FieldE A8 4 312 Request Key
ol A Alg3t= Key Types ARgEgth

Key Sequence Number: @
Message Integrity Code: 78bc9c42
[Key: 4c614c32e2926294e5add3565bc60671]
Key Origin: 24
v ZigBee Application Support Layer Command
Frame Control Field: Command (©x01)
Counter: 17
v Command Frame: Verify Key

Command Identifier: Verify Key (@x0f)
[Key Type: 256-bit Random EGP Group(19) |
Extended Source: Jennic_00:02:6d:ef:e9 (00:15
[Key MIC: 001122334455 --- AABBCCDDEEFF |

(g 18) #|stsl= Verify Key 3 +%

4.1.4 AYs= Confirm Key 7%

Verify Key 3|Z1-& ¥2 Coordinatore A}410]
&% KCKE Al&3te] MICE Al4tsta A5st
o Tk Verify Key #l|Zlol A w2 MIC$}F Coor
dinator”} A4FsE MIC7F st A% A3 2=
£ BEUEth

Confirm Key A& 7]¥ ZigBee 15 3A
A MICE Hs3stal A5 A3E dgase 3l
© 2 Status Field7} &A%t} U’—}F/PH (29 19
9} o] 7] FieldE® &4

v ZigBee Security Header
Security Control Field: ©x20, Key Id: Link
Frame Counter: 77829
Extended Source: SiliconlL_ff:fe:06:b3:el (9
Message Integrity Code: bd7a@c6f
[PMK: 001122334455 --- AABBCCDDEEFF |
[Key Origin: 520]

v Command Frame: Confirm Key, SUCCESS
Command Identifier: Confirm Key (0x10)
Status: SUCCESS (0x00)

[Key Type: 256-bit Random EGP Group(19) |

Extended Destination: Jennic_00:02:6d:ef:e9

(g 19) Akl Confirm Key #Z F+%

4,2 /A9 ZigBee 9% TEEE T4

ZigBee 9% ZREZL 7|E0] AHHo] =
?L?_Eiﬂﬂ Python®] Scapy gholH.zlglol] &)t
t}. &3k PyCryptoDome lo]E.2g]= Pythonoﬂ

A ERIEAER ohet thd e
A Qg wEkA] 2 =EolA Algtste 7H/ﬂ%_ 7
igBee Q1% ZREZ 3d IHLE <F 6>
2t}
<} 6> OWE Q= Z2E&Z 3 374
0S Ubuntu 20.04
Language Python 3.6
Library Scapy, PyCryptoDome
LAN [PTime A1000UA
WA 7]E FHE Scapy?l ZigBee Layerol A

(¥ 20)3 #o] 256-bit Random EGP Group
Key Type< F7}alioF dhc}.

_TransportKeyKeyTypes = {
0x00: "Trust Center Master Key",
0x01: "Standard Network Key",
0x02: "Application Master Key",
0x03: "Application Link Key",
0x04: "Trust Center Link Key",
0x05: "High-Security Network Key",

0x06: "TCLK with 256bit Random EGP Group"ii

}

(28 20) Custom ZigBee Protocol Key Type
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o]lF HE R ALEE F ArF Hoje
Key Type& #43}1 Request Key #1712} Tra
nsport Key |71l 64Bytes 7] Zol&
ledEs (18 21)3 #o] Frigih

class CustomZigbeeAppCommandPayload(Packet):
name = "Custom Zigbee Application Layer Command Payload"
fields_desc = [
ByteEnumField("cmd_identifier", 1, {...}),

ConditionalField(

StrF1xedLenF1eld(”pub key”, None, 64),
lambda pkt: pkt.cmd_identifier == 8),

(¥ 21) Custom ZigBee Request Key

Qlel o] FHZl FxE FAHL HASE dF
ste] sf7l 2~ =91 WiresharkE 3l +74
B Hze A 4 9k A% Wiresharkol
A 71E AHgstE R FA8 S o9l At
s T TREZS 99T £ itk

=)
o
Y

y o

3
=5 A= Wiresharke] 4~az3=
WA Key Types F7}3t
7] 98l “packet-zbee—aps.h/c” T (29 2
2)8} 2ol N2 Key Typed F713+9t).

h packet-zbee-aps.h 1.,M @

57 0x00
58 0x01
59 0x02
60 0x03
61 ( 0x04
62 1 Y HI ’VH SEC NWK 0x05
63ﬂ [ :tdeflne ECC 0x06 |

(29 22) Wireshark ZigBee Key Type *7}

56-bit Random EGP Group KeyE& A}

)
83} 49 64Bytes 718 A ¢ JE=E (I
| 2

1585

1586 else if (key type == APS CMD KEY ECC

1587 [proto_tree add item tree, hf zbee aps cmd_ecc key,]tv!
1588 offset += 64;

1589

1590

(29 23) Wireshark Request Key 4

=
L =
3 Wiresharkol| A A|F3h= ZigBee Q15 Z2E
25 Fstd (o9 24)9F Zo] WAHRHE S
g o St
No. Time Source Destination Protoco
21 0.038504 0x1234 0x0000 ZigBee|

» Frame 21: 122 bytes on wire (976 bits), 122 bytes captured (976 bits)
» IEEE 802.15.4 Data, Dst: 0x0000, Src: 0x1234
~ ZigBee Network Layer Data, Dst: 0x0000, Src: 0x1234
» Frame Control Field: ©x0248, Frame Type: Data, Discover Route: Enable, ¢
Destination: 0x0000
Source: 0x1234
Radius: 5
Sequence Number:
[Extended Source: 98 fd:9f:ff:fe:06:b3:el1 (90:fd:9f:ff:fe:06:b3:e1)]
Origin: 13
~ ZigBee Security Header
» Security Control Field: ©x28, Key Id: Network Key, Extended Nonce
Frame Counter: 12
Extended Source: 90:fd:9f:ff:fe:06:b3:el (90:fd:9f:ff:fe:06:b3:e1)
Key Sequence Number: @
Message Integrity Code: fd66075c
[Key: 4c614c3202926294e5add3565bC60671
Key Origin: 11
~ ZigBee Application Support Layer Command
» Frame Control Field: Command (©x21)
Counter: 250
~ ZigBee Security Header
» Security Control Field: ©x20, Key Id: Link Key, Extended Nonce
Frame Counter: 12
Extended Source: 90:fd:9f:ff:fe:06:b3:el (90:7d:9f:ff:fe:06:b3:e1)
Message Integrity Code: ©151ce3d
[Key: 5a6967426565416c6c69616e63653039]
[Key Label: Default Trust Center Link Key]
~ Command Frame: Request Key
Command Tdentifier: Request Key (@x08)
Key Type: TCLK with 256bit Random EGP Group (@x06)
eccKey: 480879b2aed60d2dd97ec02b355e721ed84d752170b6bTbf61e64e18f10f]

(19 24) OWEE A8 Request Key #7l

4.3 NAH ZigBee 215 Z2EE HAS

Wiresharkol'= %7] ZigBee <1534 A}
43} Trust Center Link Key<l “576D6F08A5
5D8E4D78A6571267804F45(ZigBeeAlliance09)”

(2% 25)¢F o] Yeatd RE S B3

stelj = 7ol =4

Wireshark - Preferences x

wcep
WebSocket

* ZigBee Network Layer

Security Level | AES-128 Encryption, 32-bit Integrity Protection  ~
WHOIS ‘ ity B grity.

Wi-Fi DPP Pre-configured Keys | Edit...
WINS-Replica

Pre-configured Keys %

Key Byte Order Label
5A:69:67:42:65:65:41:6C:6C:69:61:6E:63:65:30:39 Normal Default Trust Center Link Key ‘
9631b77a688c7a9b895b48e23493b00f Normal New Security ZigBee Protocol PMK

(¥ 25) Wireshark Pre—configured Keys 949

T 7leS &851H Wiresharkoll A= A&

55 B353tE yES BmoFEr wa
AR =Rl A Zﬂ?l'ﬁ}% E2EFL 7] Trust
Center Link KeyE 9435y el=e 353171 87}
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2 E=EolA AdsteE A ZigBee % X
2EZS Wiresharkell 4] A#rA (27 26)7
Zo] s ste dolEE HEsletA] Kate] Unde
coded® FAIHE AL AT 4 Ut}

Kagius: o
Sequence Number
[Extended Source 99:fd:9f:ff:fe:06:b3:el (90:fd:9f:ff:fe:06:b3:e1)]
Origin: 19
» Source Route, Length: 1
~ ZigBee Security Header
» Security Control Field: ©x28, Key Id: Network Key, Extended Nonce
Frame Counter: 15
Extended Source: 90:fd:9f:ff:fe:06:b3:e1 (90:fd:9f:ff:fe:06:b3:e1)
Key Sequence Number: ©
Message Integrity Code: 35c172f1
[Key: 4c614c32e2926294e5add3565bc60671]
Key Origin: 11
~ ZigBee Application Support Layer Command
» Frame Control Field: Command (©x21)
Counter: 250
~ ZigBee Security Heade
» Security Control Fleld 0x20, Key Id: Link Key, Extended Nonce
Frame Counter: 15
Extended Source: 90:fd:9f:ff:fe:06:b3:e1 (90:fd:9f:ff:fe:06:b3:el)
Message Integrity Code: 1f4e2689
» [Expert Info (Warning/Undecoded): Encrypted Payload]
v Data (11 bytes)

(29 26) %

27F
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sAw ZeEd $3 BgelA] PMKE el
49 (29 203 o] 253
b EE A FT 5 Ak webA Alekeks Zi

A AAH S WEHT

[oRNNR S WA

v ZigBee Security Header
v Securlty Control Field: 0x20, Key Id: Link Key, Extended Non
.0 0... = Key Id: Link Key (6x0)
1 = Extended Nonce: True
Frame Counter 15
Extended Source: 90:fd:9f:ff:fe:06:b3:e1 (90:fd:9f:ff:fe:06:
Message Inteqrity Code: 1f4e2689
[Key: 9631b77a688¢c7a9b895b48e23493b00F]
[Key Label: New Security ZigBee Protocol PMK]
v Command Frame: Confirm Key, SUCCESS
Command Identifier: Confirm Key (0x10)
Status: SUCCESS (0x00)
Key Type: Trust Center Link Key (0x04)
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