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A Study on Threat Detection Model using Cyber Strongholds

Inhwan Kim*, Jiwon Kang®*, Hoonsang An™** Byungkook Jeon™***

ABSTRACT

With the innovative development of ICT technology, hacking techniques of hackers are also evolving into sophisticated and
mtelligent hacking techniques. Threat detection research to counter these cyber threats was mainly conducted in a passive
way through hacking damage investigation and analysis, but recently, the importance of cyber threat information collection and
analysis 1S increasing. A bot-type automation program is a rather active method of extracting malicious code by visiting a
website to collect threat information or detect threats. However, this method also has a limitation in that it cannot prevent
hacking damage because it is a method to identify hacking damage because malicious code has already been distributed or
after being hacked. Therefore, to overcome these limitations, we propose a model that detects actual threats by acquiring and
analyzing threat information while identifying and managing cyber bases. This model is an active and proactive method of
collecting threat information or detecting threats outside the boundary such as a firewall. We designed a model for detecting
threats using cyber strongholds and validated them in the defense environment.

Key words : Cyber Strongholds, Cyber Threat Intelligence, Threat Detection, Advanced Persistent Threat
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