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Study on Security Policy Distribute Methodology for Zero Trust Environment

Sung-Hwa Han", Hoo-Ki Lee™

ABSTRACT

Information service technology continues to develop, and information service continues to expand based on the IT
convergence trend. The premeter-based security model chosen by many organizations can increase the effectiveness of
security technologies. However, in the premeter-based security model, it is very difficult to deny security threats that occur
from within. To solve this problem, a zero trust model has been proposed. The zero trust model requires authentication for
user and terminal environments, device security environment verification, and real-time monitoring and control functions. The
operating environment of the information service may vary. Information security management should be able to response
effectively when security threats occur in various systems at the same time. In this study, we proposed a security policy
distribution system in the object reference method that can effectively distribute security policies to many systems. It was
confirmed that the object reference type security policy distribution system proposed in this study can support all of the
operating environments of the system constituting the information service. Since the policy distribution performance was
confirmed to be similar to that of other security systems, it was verified that it was sufficiently effective. However, since this
study assumed that the security threat target was predefined, additional research is needed on the identification method of the
breach target for each security threat.
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2) Restart Web Server
- Web Server Path :
C:\Program Files\Apache Group
‘\Apache2'\bin\httpd.exe

3) Restart Web Server
- Web Server Path :
fusr/local/apache2/bin/httpd

4) Restart Web Server
- Web Server Path : /usr/apache/bin/httpd
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Apache Web | Security
Server Agent
Windows Server 1) Security policy Set
Command : Restart Web Server
Apache Web | Security Policy
Server Agent Server
Linux Server
Security Manager
Apache Web | Security
Server Agent
Solaris Server
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Security security policy Policy
Agent Agent
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2) Get security policy object

C\ 1) Security policy Set

Policy

3) Send Security Server

Policy

policy object

4) Search enforce policy Security Manager
with security policy object

Object Table
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|Stanby recv security policy. |
|Stanby recv security policy.

|stanby recv security policy.

[Recv security policy.

|-Windows Web Server (0x4571) restart.

inux (Cent0S) Web Server (0x4571) restart.

inux (Ubuntu) Web Server(0x4571) restart.

Create Policy Structure.

|start send policy.

|send policy completed.

|Stanby recv security policy.

|stanby recv security policy. v
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# root@centos? /home/essay

Listen security object. o
Listen security object.

Listen security object.

Recv security cobject : OXZEZT

Security policy deccde

pol (0x0081) :sys: OXOB(Wan trg:0x4571,cmd: 0209 (rst)

pol (0x0093) :5ys5:0x07 (1nx c),trg:0x4571, cmd: 0209 (rst)
pol (0x0121) :sys:0x03(1nx u),trg:0x4571, cmd: 0x09 (rst)
./policy agent.sh: line 11: ehco: command not found
Listen security object.

Listen security object. v
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Wait recv enforce security policy. A
Wait recv enforce security policy.

ERecv enforce security policy.

|~pol (0x0093) :trg:0x4571, cmd: 0x09
|Target:/usr/local/apache2/bin/httpd
|Cmd:systemctl restart

[Enforcing...

Enforcing completed.

[Wait recv enforce security pelicy. v
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Wait recv enforce security policy. )
Wait recv enforce security policy.

Recv enforce security policy.

-pol (0x0083) :trg:0x4571, cmd: 0x09
===policy is not for this system.

-policy system :0x0093

-this system :0x0121

Wait recv enforce security pelicy. v
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Security policy distribute model
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