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A Study on Cybersecurity Data Sharing System Model with a Hierarchical
Structure for Effective Data Sharing

Ho-jei Yu*, Chan-hee Kim**, Ye-rim Cho™**, Sung-sik Im***, Soo-hyun Oh****

ABSTRACT

Recently, the importance of collecting, analyzing, and real-time sharing of various cybersecurity data has emerged in order
to effectively respond to intelligent and advanced cyber threats. To cope with this situation, Korea is making efforts to expand
its cybersecurity data sharing system, but many private companies are unable to participate in the cybersecurity data sharing
system due to a lack of budget and professionals to collect cybersecurity data. In order to solve such problems, this paper
analyzes the research and development trends of existing domestic and foreign cyber security data sharing systems, and based
on that, propose a cybersecurity data sharing system model with a hierarchical structure that considers the size of the
organization and a step—by-step security policy that can be applied to the model. In the case of applying the model proposed
in this paper, it is expected that various private companies can expand their participation in cybersecurity data sharing
systems and use them to prepare a response system to respond quickly to intelligent security threats.
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