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ABSTRACT

With current battlefield environment relying heavily on Network Centric Warfare(NCW), existing weaponary systems are
evolving into a new concept that converges IT technology. Majority of the weaponary systems are implemented with
numerous embedded softwares which makes such softwares a key factor influencing the performance of such systems.
Furthermore, due to the advancements in both IoT technoogies and embedded softwares cyber threats are targeting various
embedded systems as their scope of application expands in the real world. Weaponary systems have been developed in
various forms from single systems to interlocking networks. hence, system level cyber security is more favorable compared
to application level cyber security. In this paper, a secure real-time operating system has been designed, implemented and
measured to protect embedded softwares used in weaponary systems from unknown cyber threats at the operating system
level.
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