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A Study on the Image-Based Malware Classification System that Combines

Image Preprocessing and Ensemble Techniques for High Accuracy

Kim Hae Soo' - Kim Mi Hui'

ABSTRACT

Recent development in information and communication technology has been beneficial to many, but at the same time, malicious attack
attempts are also increasing through vulnerabilities in new programs. Among malicious attacks, malware operate in various ways and
is distributed to people in new ways every time, and to solve this malware, it is necessary to quickly analyze and provide defense techniques.
If new malware can be classified into the same type of malware, malware has similar behavioral characteristics, so they can provide
defense techniques for new malware using analyzed malware. Therefore, there is a need for a solution to this because the method of
accurately and quickly classifying malware and the number of data may not be uniform for each family of analyzed malware. This paper
proposes a system that combines image preprocessing and ensemble techniques to increase accuracy in imbalanced data.
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Fig. 1. Proposal System

Table 1. Image Width for Various File Sizes[4] FF 25 F8 80 00 10 FF 25 F4 80 00 10 FF 25 D8 80

File Size Range Image Width 00 10 FF 25 E8 80 00 10 55 8B EC 83 EC 10 A1 00
{ 10kB 32 90 00 10 83 65 F8 00 83 65 FC 00 53 57 BF 4E E6
10kB~20kB 64 Fig. 2. Example of Malware Byte File
20kB~60kB 128
60kB~100kB 256
100kB~200kB 384
200kB~500kB 512
500kB~1000kB 768
1000kB < 1024
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Fig. 4. Process of Convert'ing LBP[9]

Fig. 5. Image Converted Into LBP : Ramnit

Fig. 6. Image Converted Into HOG : Ramnit
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Table 2. Structure of CNN model

Layer parameters values output
Input Layer 224 %224 224x224x1
filter 32
Convolution. [y * 1”1z 3x3 224x224x32

Layer_1
strides 1
filter 128
Convolution 74 * - 1”1z 3x3 | 224x224x128
Layer_2
strides 1
Max Pooling | | 17 2x2 | 112x112x128
Layer_1
filter 128
Convolution [y * 1" iz 3x3 112x112x128
Layer_3
strides 1
Max Pooling pool_size 2%2 56x56x128
Layer_2
filter 256
Convolution kernel_size 3x3 56x56x256
Layer_4
strides 1
Dropout Layer rate 0.5 56x56x%256
Max Pooling | | o 2x2 28x28x256
Layer_1
Flatten Layer 200,704
units 512
Dense Layer — 512
activation relu
units 256
Dense Layer — 256
activation relu
units n_classes
Dense Layer - - n_classes
activation softmax
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Table 5. BIG 2015 Experiment Results Accuracy Table

Accuracy (%) | CNN | CNN Ensemble CNI;ﬂj;ib]iTM
RAW 96.45 97.51 97.97
LBP 97.14 97.64 98.11
HOG 95.2 97.18 96.91

Table 6. Malimg Experiment Results Accuracy Table

Accuracy (%) | CNN | CNN Ensemble CNgnj:iinTM
RAW 97.57 98.43 98.49
LBP 97.95 98.7 98.3
HOG 97.3 97.84 96.23
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