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How to Protect Critical Nodes of Megacities
in Preparation for the Digitization of Spatial Information
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Abstract As the technologies of the 4th industrial revolution develops, spatial information is becoming digitized.
Now, even with a smartphone, we can easily identify the location of national & military critical facilities located
in the mega cities. As a result, mega cities' national & military critical facilities were exposed to not only
traditional threats, but also non-traditional threats such as terrorism, cyber hacking, and criminal activities. This
study suggests a way to protect national & military critical facilities of mega cities from such threats.
Considering limitation of time & resources, protecting perfectly all national & military critical facilities is
impossible, so we should focus on their critical nodes. Specifically, We suggest ways to protect the critical
nodes by converging some measures such as design & arrangement in harmony with the surrounding
environment, underground construction & covering, and visual deception. Transparency of digital spatial
information will further increase with the advent of urban air mobility and autonomous vehicles in the future.
Therefore, in order to prepare for future threats, we should take measures to minimize the exposure of critical
nodes.
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Figure 1. Simulation of North Korean Attacks
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