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Abstract

The main purpose of the article is to determine the role of the
digitalization phenomenon (its positive and negative sides) as a
means of anti-corruption policy in the healthcare sector of
Ukraine and provide practical recommendations for transforming
the domestic healthcare sector based on digitalization through the
implementation of organizational and legal measures. The
definitions of such concepts as: corruption in the healthcare
sector; digitalization; digitalization of the healthcare sector; e-
medicine. A typology of reasons for promoting the development
of corruption in the healthcare sector of modern Ukraine is given.
As a result of the study, a number of scientific tasks were
implemented. The negative side of the introduction of
digitalization in the healthcare sector has been identified and
illustrated. The types of e-services in the healthcare sector are
systematized, each of them is characterized and the fundamental
directions of their development are indicated. The existing
problems of technostress are characterized (techno-overload;
techno-invasion; techno-complexity; techno-insecurity; techno-
uncertainty). In the context of considering digitalization as a
means of anti-corruption policy in the healthcare sector, practical
organizational and legal measures are proposed for
implementation.
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1. Introduction

The antisocial phenomenon of corruption is a
modern challenge for a large number of countries in
the world. Today's Ukraine is no exception. Despite
the existing domestic system of anti-corruption
legislation, which is more in line with European
principles, standards and requirements, in the
Ukrainian state, according to data from Transparency
International, there is a high level of corruption in
almost all spheres of public life, including healthcare.
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This still relevant metaphor meaningfully illustrates
the fundamentality and significance of corruption for
any society and country, because objectively, a
disease at a late stage of its development is much
easier to recognize than to cure. That is why most of
the anti-corruption measures of the Ukrainian state,
following the example of the developed countries of
the world (Germany, Sweden, Denmark), should be
aimed precisely at preventing corruption by all
possible modern means, among which the
digitalization phenomenon has recently taken a
leading place [1].

Today, digitalization in the healthcare sector is an

important and indispensable condition for the
creation and competitive functioning of the medical
services market. It should be patient-oriented and
sectoral in nature and take into account the
established global approaches to digitalization.
Thus, the purpose of the article is to determine the
role of the digitalization phenomenon (its positive
and negative sides) as a means of anti-corruption
policy in the healthcare sector of Ukraine and
provide practical recommendations for transforming
the domestic healthcare sector based on digitalization
through the implementation of organizational and
legal measures.

2. Methodology

To achieve the goals set in the study, we applied
the following methods: induction and deduction,
comparison and systematization; synthesis and



IJCSNS International Journal of Computer Science and Network Security, VOL.22 No.7, July 2022 321

analysis;  abstract-logical -  for theoretical
generalizations and conclusions of the study.

3. Research Results and Discussions

In the field of providing services to the

population, the modern healthcare system is one of
the main corrupt areas of Ukrainian society. Due to
the presence of corruption schemes in the healthcare
sector, people often either do not receive, or receive,
but at the same time poor-quality and incomplete
medical care. When it comes to human life and
health, such situations pose a serious danger. The
price of corruption in the medical field is paid in
human suffering, ill health, or even life itself [2].
The Basic Law of Ukraine enshrines the right of
citizens to protect their health. According to Article
49 of the Constitution of Ukraine, everyone has the
right to health care, medical care and health
insurance. Health care is provided by state funding of
relevant socio-economic, medical and sanitary and
health-improving and preventive programs. The state
creates conditions for effective and affordable
medical care for all citizens. In state and communal
health care institutions, medical care is provided free
of charge; the existing network of such
establishments cannot be reduced [3]. The state
promotes the development of medical institutions of
all forms of ownership. The state works for the
development of physical culture and sports, ensures
sanitary and epidemic well-being. But, as practice
shows, citizens do not have the opportunity to fully
exercise this constitutional right, since health care
workers receive property or non-property benefits
from patients. Since in the mass consciousness the
profession of a medical worker is associated with
selflessness and mercy, and health is seen as a
priority good, the reaction of the population to
corruption abuses is most acute in the healthcare
sector.

Public  authorities, officials of relevant
organizations, within the limits of their authority, are
responsible for ensuring guarantees in the field of
healthcare established by the legislation of Ukraine.
However, domestic realities show that neither the
existing Ukrainian legislation nor law enforcement
practice can yet effectively resist corruption in
general, and in the healthcare sector in particular.
Therefore, citizens are forced to pay extra for free
healthcare for a number of different reasons.

The current Law of Ukraine "On the Prevention of
Corruption" provides such a definition of the concept
of "corruption" - the use by the person specified in
the first part of Article 3 of this Law of the official
powers granted to him or related opportunities in
order to obtain an unlawful benefit or accept such a
benefit or accept a promise / offering such a benefit
for oneself or other persons or, accordingly, a
promise/offer or provision of an unlawful benefit to a
person specified in the first part of Article 3 of this
Law, or at his request to other individuals or legal
entities, in order to induce this person to illegally use
the official powers granted to him or opportunities
associated with them [4].

Corruption in the healthcare sector is a recurring
complex negative socio-legal phenomenon that is in
constant development, expressed in the selfish use by
medical workers of their official position in the
public and private healthcare system, with the aim of
illegally obtaining material, intangible benefits and
advantages, as well as in illegal granting such
benefits to individuals or legal entities, which has
caused or is capable of causing significant harm to
the interests of society and the state in the field of
public health, and also destroys constructive social
relations in the sphere of realization of citizens' rights
to health care and receiving medical care [5].

Today, among the broad strata of the Ukrainian
population, there is a widespread opinion that such
factors as: the ongoing large-scale armed aggression
of the Russian Federation against Ukraine;
introduced martial law; the concentration of citizens
on the problems of personal protection and lack of
money; reduction in the availability of educational,
medical and other services, etc. is a guarantee that the
complex problems of preventing and combating
corruption are not in the focus of the priorities of the
Ukrainian state. However, as the facts show, the
Ukrainian politicians, even in such difficult times for
the country, are aware that one of the main means of
minimizing corruption, including in the healthcare
sector, is the constant improvement of the relevant
regulatory framework. In this regard, the Verkhovna
Rada of Ukraine adopted in the second reading and in
general the Law of Ukraine "On the Fundamentals of
the State Anti-Corruption Policy for 2021-2025"
(registration No. 4135), which determines the
directions of the state anti-corruption policy for the
coming years [6].
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The purpose of this law is to achieve significant

progress in preventing and combating corruption, as
well as ensuring the coherence and consistency of
anti-corruption activities of all public authorities,
primarily through the approval and successful
implementation of the Anti-Corruption Strategy for
2021-2025. The approved anti-corruption strategy for
2021-2025 will allow Ukraine to provide all public
institutions with a reliable anti-corruption index and
tools. Therefore, further proper implementation of
the Anti-Corruption Strategy will reduce the level of
corruption in Ukraine, in particular by eliminating or
minimizing corruption risks, reducing the number of
corruption and corruption-related offenses, reducing
the corruption experience of citizens and businesses,
increasing the number of public servants, citizens and
businesses that are ready and actually report cases of
corruption known to them, as well as a decrease in
the tolerance of public servants, citizens and
businesses to corruption [7]. One of the five
principles of anti-corruption policy defined by law
for 2021-2025 is the discovery of data and the digital
transformation of the exercise of powers by public
authorities. The strategy defines the priority areas of
public administration, including healthcare. This
regulatory document provides for the introduction of
an electronic accounting system for medicines and
medical devices in all state and municipal healthcare
institutions, information from this system will be
published in open data format, etc.
In order to effectively implement the principles and
provisions of the anti-corruption strategy, its
executors need to be clearly aware and understand
the typology of the main reasons that contribute to
the development of corruption in the healthcare
sector [8].

The Table 1 shows the typology of reasons for
promoting the development of corruption in the
healthcare sector in modern Ukraine.

Table 1: The typology of reasons for promoting the de

velopment of corruption in the healthcare sector in modern Ukraine.

Type Characteristic

The growth of prope
d1ffer§nt1at10n alrjnqggrt[%,e
opulation (stratification of the
omestic healthcare sector: “for
the wealthy”, “for the middle
class”, “for the poor”); increase in
the cost of medicines and
treatment; unstable situation in the
domestic economy

Economic

Insufficient development of
political and public interaction
and, as a result, public control.

Political

Dissatisfaction of the population
with the clluaht of "free" medical
care; relatively low salaries of
medical workers in the public
health sector (especially among
oung professionals), which,
according to medical workers, do
not correlate with their
contribution to the health of the
population; low level of social
protection of healthcare workers.

Social

Insufficient efficiency of control
.and revision measures;
miscalculations in personnel
policy; shortcomings in the
regulation of the activities of
healthcare workers; lack of
truthful statistical reportmrg on
corruption crlmest in the healthcare
sector.

Organizational

_ Insufficient protection of the
rights to receive free medical care;
the presence of gaps in the
relevant legislation that provide
opportunities for corrupt practices.

Legal

Despite the variability of the above types of
reasons for promoting the development of corruption
in the healthcare sector of modern Ukraine, the state
is still trying to find effective means of preventing
and combating corruption in the relevant area. In our
opinion, ubiquitous digitalization can become one of
such means.

In the broadest sense, digitalization is usually
understood as a process of socio-economic
transformation initiated by the massive introduction
and development of digital technologies.
Digitalization is the introduction of digital
technologies into various spheres of public life [9].
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Digital transformation is the meaningful feature that
today distinguishes the Ukrainian state from
countries with economies in transition. Ukraine of
the modification of the 20s of the XXI century is
gradually building a digital state that becomes a
service - without bureaucracy, queues and the
dominance of corruption. The digital transformation
of Ukraine is, first of all, the convenience of its
citizens, it is anti-corruption, it is the opportunity to
ensure equal access for all Ukrainians to the
resources they need, it is changes, simplification,
transformation, liquidation of certain areas of activity
of public authorities and relevant organizations. That
is why it is important today to build effective
management at the level of the entire state, which
will lead to the transformation of the state into a
convenient online service.

Speaking about digitalization, it should be noted
that the ever-changing changing world and global
fleeting trends are both challenges that need to be
answered and opportunities that can be used by
creating and implementing innovations in the sphere
of being of Ukrainian society. Digitalization of the
healthcare sector is a systematic and comprehensive
introduction of modern information technologies into
the relevant processes of the medical industry, both
public and private commercial medicine; this is
efficiency, a new quality, a decrease in the influence
of the human factor and the corruption component.
Among the main prerequisites for the digital
transformation of the healthcare sector are:

Among the main prerequisites for the digital
transformation of the healthcare sector are [10]:

1) global informatization and mobility - actively
using the global Internet, mobile gadgets, social
networks and applications for communication at a
convenient time, people are no longer limited by
geographical barriers in communication;

2) patient orientation - client-patients are becoming
more demanding, as a result of which the medical
services offered to them should be of better quality,
affordable and convenient to receive;

3) scientific and technological progress -
opportunities are being created for the wide
application of the achievements of science and
technology in medicine, for example, the
introduction of electronic medical records and
devices for remote monitoring of patients using Big
Data;

4) data-centricity - analytical tools are created for
making decisions based on a lot of data on the state
of health of citizens.

The global response to the SARS-CoV-2 acute
respiratory disease COVID-19 has accelerated the
use of digital tools and tools in the domestic
healthcare  sector. However, their effective
application has often been hampered not by technical
but by social constraints: procedural, legal and
financial barriers[11].

World technological progress already now
provides the healthcare sector with a whole range of
both hardware and software tools that facilitate the
work of the doctor and the leading staff of the
medical institution and reduce the cost of medical
care. However, there are now a number of obstacles
preventing  widespread  deployment of the
aforementioned facilities [12]. In Ukraine, there is
now a clear lack of funding for state and local
projects in the field of healthcare informatization at
the all-Ukrainian and local levels. And digitalization
in the healthcare sector can lead to meeting the needs
of the population in medical care, optimizing it,
improving quality control, reducing various costs and
minimizing corruption.

Electronic medicine deserves special attention in the
context of digitalization of the healthcare sector.
Electronic medicine (e-medicine) is also a new
phenomenon for the Ukrainian state. Today, one of
the main approaches to the processes of reforming
the domestic healthcare industry is  the
implementation, precisely on the basis of the
collection of preliminary data from preventive
examinations, the creation of electronic identification
of patients in healthcare institutions, an integrated
unified information and analytical system for
recording the state of health of citizens for the
purpose of further use in statistical, expert, analytical
systems. .

The concept of "E-medicine" includes a wide
range of interconnected integrated systems and
services located at the intersection of information and
communication  technologies, healthcare  and
medicine. The main types of e-services in the health
sector are systematized in Table. 2.
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Table 2: Types of e-services in healthcare

Type E-service

Consist of healthcare
professionals who collaborate
and share patient information
through digital equipment (eg,

web conferencing).

Virtual medical
teams

Electronic access to providing
or changing prescriptions,
prmtlng prescriptions for
patients, and sometimes
electronic transfer of
prescriptions from physicians
to pharmacists.

Electronic
prescription

Allows the transfer and
exchange of patient data
between different medical
professionals.

Electronic health
records

Use of electronic resources on

Informing the medical issues to inform

population patients, ensuring public
awareness of health care.
Specialized programs for
) scheduling doctors'
Medical appointments, managing
Information patient data, managing work
Systems schedules and other

administrative tasks related to
healthcare organization.

Includes the use of mobile

devices to collect data on the
ph¥51cal or ps%lchologlpal state

. o of the patient, transmitted to
Mobile medicine doctors or researchers, as well
as real-time monitoring of the

patient's vital organs, direct

assistance (using mobile
telemedicine).

The subject area of e-medicine
providés modern methods for
diagnosing, monitoring (control
and self-control) and assessing

the state of human health,
helping to determine changes in
the state of the body dependin
on various externaland interna
factors.

Developing Your
Own Diet

The main task of e-medicine is to ensure effective
interaction between healthcare institutions, medical
professionals and patient-clients through modern
information and communication technologies. The
fundamental directions for the development of e-
services in the healthcare sector are [13]:

1) improvement of the development of the system for
monitoring the state of health of the population;

2) creation and implementation of disease prevention,
new computer technologies, diagnostics, provision of
medical processes;

3) introduction of information automated industry
systems for the purpose of maintaining medical
records in electronic form;

4) development of telemedicine;

5) creation of electronic publicly available medical
resources, etc.

The main advantages of introducing digitalization in
the healthcare sector include [14]:

1) for healthcare institutions - increasing the level of
efficiency in the provision of medical services
through the use of new methods (methods) of
examination, treatment of client patients; improving
the organization in the field of health care due to the
infocommunication processing of a huge amount of
data;

2) for doctors and the medical community -
improving the quality of medical care by reducing

medical errors, broadcasting operations
(telemedicine), discussing possible methods of
treating patients with colleagues, introducing

electronic medical records and case histories and
other benefits, in particular, the use of 3D printing
technologies human organs;

3) for patient-clients - increasing the level of
accessibility of medical care, in particular, in rural
areas; examination of patients in a remote format
from a medical institution; the possibility of
obtaining additional consultations on the disease in
the implementation of programs for remote
monitoring of the health status of patients.

So, modern digital technologies blur the boundaries
of time and space on the organization of work, offer a
means to update gender roles and new forms of
control.

One of the main vectors for building a digital
society in Ukraine should be directed to the
healthcare sector and aimed at global changes that
will bring medicine to a qualitatively new level of
development. These changes are associated with the
widespread introduction of advanced digital
technologies. Modern digital medicine is not only a
record in health care via the Internet, but also
telemedicine, artificial intelligence, augmented
reality, Block Chain, etc. This will reduce the amount
of financial investments and lead to minimization of
the level of corruption in the domestic healthcare
sector [9].
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In the context of considering digitalization as a
means of anti-corruption policy in the healthcare
sector, we propose the following organizational and
legal measures for implementation [15]:

- active introduction and use of a variably possible
range of modern digital and information and
communication technologies (including in rural
areas), which will speed up the process of obtaining
quality medical services and reduce the level of
corruption;

- creation of a set of conditions that, in their totality,
make it impossible to falsify official medical
documents; introduction of appropriate algorithms of
anti-corruption actions in healthcare institutions;

- formation and systematic development of the legal
culture of medical workers and their digital skills;
implementation of a strategy for the formation of
zero tolerance for corruption;

- strengthening the material and technical base of
healthcare institutions, especially on the territory of
the newly territorial communities, in order to
effectively use medical information systems,
electronic medical passports of patients. This will
contribute to the elimination of paperwork and the
receipt of the services of medical professionals in any
relevant medical institution;

- study of thematic foreign experience, both positive
and negative.

Therefore, the transformation of the domestic
healthcare sector based on digitalization should be
comprehensive and systemic in nature for all
dominant concepts of the anti-crisis management
system and cover the system of functional activities
of healthcare institutions, intra-organizational
management, as the basis for the development of a
motivational mechanism for managing personnel of a
security institution. health, resource provision,
competitive positioning in the medical services
market in compliance with the institutional sequence
and synergistic interaction of healthcare institutions
in providing a wide range of services to patient
clients.

4. Conclusions

According to the current purpose of the study,
we consider it appropriate to note the following
substantive provisions:

- the problem of domestic corruption is closely
connected, first of all, with the mentality of

Ukrainians, which has recently been rapidly changing
due to the large-scale invasion of Russian troops into
the territory of sovereign Ukraine. However, the
situation in which the necessary issues are resolved
with the help of a certain type of bribe still satisfies a
large number of Ukrainians, who often consider a
bribe as a necessary gratitude for improving the state
of affairs. And the quality of the provision of medical
services and the improvement of a person's health,
like nothing else, is directly related to the size of the
bribe. As a fact, in the modern healthcare sector, the
laws of the “market of corrupt services” continue to
operate, when demand generates supply. Against the
backdrop of the need to protect Ukraine, bribery of
members of military medical commissions has
recently taken place in the corruption market.

- it should be noted that the construction in Ukraine
of a full-fledged digital society focused on the
implementation of the social policy of the state,
including in the field of healthcare, is possible with
the formation of a different system of values based
on legal education, control over the legislative and
executive activities of public authorities and
discussion the most pressing issues related to the
corruption of society with the involvement of the
possibilities of digitalization, digital communication
and information and communication technologies.
The country should develop social anti-corruption
advertising, agitation and information-propaganda
work with the population. In general, the state needs
an atmosphere of severe rejection of corruption in all

spheres of public life.
- today, one of the most important stages in the
digital transformation of domestic healthcare

institutions is the timely training of personnel,
increasing the level of their qualifications on the
principles of consistency, the formation of the
necessary competencies among specialists of various
profiles, as well as the planned training of employees
for the use of new technologies in their professional
activities.

In this regard, we consider the following promising
areas for further theoretical and practical research in
this area:

- improvement of a comprehensive mechanism for
the development of digital competencies of
healthcare workers in modern Ukraine;

- the main directions of transformation of the
processes of digitalization of the healthcare sector in
the context of armed aggression and martial law.
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So, the article formulated and proposed a solution to
an urgent scientific problem in the field of public
administration, which consists in determining the role
of the digitalization phenomenon (its positive and
negative sides) as a means of anti-corruption policy
in the healthcare sector of Ukraine and providing
practical recommendations for transforming the
domestic healthcare sector based on digitalization
through the implementation of organizational and
legal measures.
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