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Object Recognition Using Convolutional Neural Network in military CCTV

Jin Woo Ahn - Dohyung Kim - Jaeoh Kim'

There is a critical need for Al assistance in guard operations of Army base perimeters, which is exacerbated
by changes in the national defense and security environment such as force reduction. In addition, the possibility
for human error inherent to perimeter guard operations attests to the need for an innovative revamp of current
systems. The purpose of this study is to propose a real-time object detection Al tailored to military CCTV
surveillance with three unique characteristics. First, training data suitable for situations in which relatively small
objects must be recognized is used due to the characteristics of military CCTV. Second, we utilize a data augmentation
algorithm suited for military context applied in the data preparation step. Third, a noise reduction algorithm is
applied to account for military-specific situations, such as camouflaged targets and unfavorable weather conditions.
The proposed system has been field-tested in a real-world setting, and its performance has been verified.
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(Army Headquarters, 2014) o3t Mg}t S S
GOP A|%e] AAZHS +@5t7] 93] ‘GOP }stat
ZAA X 2~E(GOP Scientific Guard System)-Z 20094
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A7 (Convolutional Neural Network)2 o]
vl S, Ao S HlEet ek 3
w4 Rofo] A gEl: A A5k wele] Aol

t}. 20124 Krizhevsky et al.(2012) ©] ILSVRC2012
BRG] 4TS ETFAEGE ARgSto] oufz] &
FAAA & AES AE £, GoogleNet(Szegedy et
al., 2015), ResNet(He et al., 2016)%5-2] ZdEo] ¥-4S
A5t CNN7|5E oju|x] Ze] melo] Zgih7] AJ2t
Silck. A AW JlEe] eed AZuully
connected neural network)7} o|u| R Q] ZHARE k5
31x] Eatrhs TS §12517] 95 LeCun et al.(1999)
o] Akt o2 9] A ZE|(convolution filter)
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Fig. 13} o] 45 S5 A8 Y= AlS(input
layer), SPAIEZE], £33 (pooling) AJSI(activation
function) © 2 o]F0]Zl 2|72} u]A3 #|Z(non-linear
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AR CCTV Zix| QA

E

C3:f. maps 16@10x10
S4: f. maps 16@5x5

C1: feature maps
INPUT
6@28x28
32x32 S2: f. maps
6@14x14

Subsampling

Convolutions

Convolutions ~ Subsampling

\
‘ Full connection ‘ Gaussian connections

Full connection

Fig. 1. Image classification using CNN. The features extracted at each convolution layer are used as input for the
subsequent convolution layers, followed by the final fully connected layers for class prediction.
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Fig. 2. Sample military CCTV sample images demonstrating
the need for small object detection in military uses.
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(a) Crop, Rotation, Flip, Hue,
Saturation, Exposure, Aspect.

(d) Mosaic (e) Blur

Fig. 3. Visualization of various data augmentation techniques
(Bochkovskiy et al., 2020)
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Table 1. Summary of datasets used with size and characteristics of each dataset.

Dataset Images in Images ..
e Name dataset used* Characteristics
largest open source image dataset currently in existence
N ~ « contains image-level labels, visual relationship annotations, large
Open Image 2,000,000 | ~100,000 number of object classes (600) in addition to bounding box and
segmentation
Pascal VOC 11,540 8.566 benchmmk 1mage datasetbcommonly used to evaluate performance
of object detection algorithms
Open designed for pedestrian detection in wide range of scenarios
source WiderPerson 13,382 13,382 contains depiction of persons across wide range sizes and object
density
designed for tiny (person) object detection from a distance in
TinyPerson 1,610 1,610 massive background; contains images taken from a high altitude
perspective
ExDark dataset established for object detection in low-light conditions
(Exclusively 7,363 609 collection of indoor/outdoor and 10 environments of varying
Dark) brightness
Military Proprietary ~10.000 ~10.000 consists of proprietary images collected from several military bases
purpose | military images ’ ’ under conditions specific to perimeter security operations
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Fig. 4. Sample CCTV sample images demonstrating the need
for small object detection.
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Fig. 5. Visualization of YOLO v3 architecture that utilizes Darknet-53 backbone and makes inferences at 3 varying scales
(Mao et al., 2019)
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A7) B0l 2ok o] 15 o4 WAl YOLO
v20] H8) 2 AAE wAskE b Aokt ol gl
2o A7) WA o sl

Type Filters Size Output
Convolutional 32 3x3 256 = 256
Convolutional 64 3x3/2 128 x 128

Convolutional 32 1x1

1x| Convolutional 64 3x3
Residual 128 x 128
Convolutional 128 3x3/2 64 x64
Convolutional 64 1x1

2x| Convolutional 128 3x3
Residual 64 x 64
Convolutional 256 3x3/2 32x32
Convolutional 128 1x1

B8x| Convolutional 256 3x3
Residual 32 %32
Convolutional 512 3x3/2 16x 16
Convolutional 256 1x1

Bx| Convolutional 512 3x3
Residual 16 % 16
Convolutional 1024 3x3/2 8x8
Convolutional 512 1x1

4x| Convolutional 1024 3 x3
Residual 8x8
Avgpool Global
Connected 1000
Softmax

Fig. 6. Detailed model architecture of YOLO v3 CNN
(Mao et al., 2019)
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z2do] 22 ZAubo| o5l Z+ A& =(confidence) UA X
of thet =l S AARE 5 HolZ precision-
recall 5419] o] & 9] golo|tt. & A= BA
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Precision-Recall Curve

1.0

0.9

0.8

Precision

0.7 1

0.6

0.5

T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0
Recall

Fig. 7. Sample precision-recall curve. Plotted above is
precision and recall values corresponding to different
probability thresholds for prediction. Performance of the
model is evaluated based on Intersection Over Union (IOU)
between prediction and ground truth bounding boxes.
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Table 2. Summary of performance metrics of baseline vs.
our proposed model evaluated on full dataset (public + military
images) and military images

Evaluated on Model | mAP | Precision | Recall
Full dataset Baseline | 0.394 | 0472 | 0.468
(public + military) | Ours | 0.457 | 0.769 | 0.508
Military images Baseline | 0.336 | 0.467 0.455
only Ours | 0.740 | 0.877 | 0.764
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