J. Internet Comput. Serv.

ISSN 1598-0170 (Print) / ISSN 2287-1136 (Online)
http://www._jics.or kr

Copyright (© 2022 KSlI

A W] )k kA wlzzt i P2P AIZE] AT
Study on Threshold Scheme based Secure Secret Sharing P2P System

4 A a
Cheong-Hyeon Choi

Q o

B =R /N 222 2E S48 A48 Y ok uERZ FH A2 S ASith B A A AES FgA 4]
o] ol &B&A pop A ALEE AQketh T HEFR 5 ALKE A pop B4 WAE ARESY Tk £ AFE 7150l
sty FAA0) B AL 829 EAE pop A 129 O ZREZS AMESte] EAE A 27t Al YA Ak E(Shamir
D 27te] Hol 58 AA S E A3s JA A2 ¥E 27 FF71%8 (Threshold Shamir Secret Sharing Scheme)S A1 2<# o]
A3 A gF FEAA ] A IHS AFEste] bty e g a5l Algal S gt ¢k d B b
ol X V7R 45t wIE YA719 ALY BEA IR HAEE stk FS FEVIY dATIE A S
AARE AR S AFEIER 7] kEoA bdsith 5] E Ak AAEle] 5L A BAIHE £84 ERE pp
A A 2”el] A WAgle] AHA O R A ggith FAl B ALY EEAQ AN A LT AR vEatd {5 71d
4E BASI AATE I deA o R PHEA wEE 2 AIAEE R §F VIR AR 54 58] 7t
o] AT U AFA S FHoE 52 ALAAE AL & ok

= FAo] A E A v 27h FE5AS A2 45y

ABSTRACT

This paper is to suggest the secure secret sharing system in order to oufstandingly reduce the damage caused by the leakage of
the corporate secret. This research system is suggested as efficient P2P distributed system kept from the centrally contfrolled server
scheme. Even the bitcoin circulation system is also based on P2P distribution scheme recenly. This research has designed the secure
circulation of the secret shares produced by Threshold Shamir Secret Sharing scheme instead of the shares specified in the torrent file
using the simple, highly scalable and fast fransferring torrent P2P distribution structure and its protocol. In addition, this research has
studied to apply both Shamir Threshold Secret Sharing scheme and the securely strong multiple user authentficafion based on
Collaborative Threshold Autentication scheme. The secure tfransmission of secret data is protected as using the efficient symmetric
encryption with the session secret key which is safely exchanged by the public key encryption. Also it is safer against the leakage
because the secret key is effectively alive only for short lifetime like a session. Especially the characteristics of this proposed system is
effectively to apply the threshold secret sharing scheme info efficient torrent P2P distributed system without modifying its architecture
of the torrent system. In addition, this system guaranttes the confidentiality in distributing the secret file using the efficient symmetric
encryption scheme, which the session key is securely exchanged using the public key encryption scheme. In this system, the devices
to be taken out can be dynamically registered as an user. This scalability allows to apply the confidentiality and the authentication
even to dynamically registerred users.

= keyword : Shamir Threshold Secret Sharing; Schnorr Encryption Scheme; Collaborative Threshold Authentication
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