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[Abstract]

In this paper, we propose a general-purpose fault injection system for Linux loadable kernel modules.
The fault injection system enables software developers and testers to inject various kinds of faults easily
into user-specified kermnel modules in user-controlled manner. The proposed system also provides
workload generation in order to make injected faults be exposed effectively, By experiments, we show
that the fault injection system correctly injects faults into Linux kernel modules. The proposed system
can be utilized as a useful tool for testing during kemel module development It is also useful for

studies on kernel behaviour analysis and fault isolation and recovery.
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II. Preliminaries
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III. Fault Injection System

1. Overall structure of fault injection system
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Fig. 1. Fault injection system
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2. FaultGen module
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IV. Experiments

1. Fault injection command
29 7le= HAESY] 9o A Ad e
=193 5}\— ™ 7}7;] K{oﬂ?ﬂo irhEoﬂ q1 H }\1oJoH
t}. 7)ol 712 $H4 kmalloco| 9] W2 2] ot A
ZE, kmem_cache_alloc &504Q] tza] o U
ZE, alloc_pages F4olAQ] mo]x] & Z2E, I
kfreeoﬂAM g w2 siA 2E 5o 5
> 0E gsa Ad Y9 wwa] #d
I R8Y 2E& AAl 718 4 & ode FHz U
Bhd 4 o o] 539 E2ES0 Hisll A E
oA BT 2 e 712 2] WARE2 o3t 2.

e Use potential NULL pointers returned from

N l‘l

routines
e Use freed memory
¢ Dereference user pointers
e Leak memory by updating pointers with
potentially NULL "realloc” return values
* Do inconsistent assumptions about whether a
pointer is NULL
» Allocate large stack variables ( > 1K ) on the
fixed-size kernel stack
¢ Allocate insufficient memory to hold the type for
which you are allocating
e Exceed bounds of array indices and loop bounds
derived from user data
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L
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(command-line) 7]¥r°] ©®& faultinj
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Table 1. faultinj command
option function
module module name
module type module type
fault type; 0 for kmalloc, 1 for
fault t '
ault type kmem_cache_alloc, 2 for alloc_pages
. max number of times that the
fail-times .
process may exit
. number of successful hits between
interval . .
potential failures
. probability of potential failure. Valid
r bilit .
probability value range is from 0 to 1000
. number of successful hits before the
fail-space . .
first failure
. duration of fault injection session in
total-time . .
ms(mili-second) unit
. full pathname of device for the fault
device-path ull pathna y
target module
workload workload program name
command line options for workload
workload-args
program

2. Demonstration
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Table 2. kmalloc fault injection test

Test kmalloc fault test
L After injecting a fault into target module,
Criteria ) .
verify that a fault occurs in the system.
Procedure
(1) Steps

® Compile the test device driver pobox using CONFI
G_POBOX_MAIN=kmalloc
$ vi Makefile # set CONFIG_POBOX_MAIN=kmalloc
$ make modules # compile the module
@ Install the target module
$ make modules_install
® After unloading (if any) existing module, load the
newly-installed module
$ rmmod pobox; modprobe pobox
@ Inject the fault into the target module
$ faultinj -m pobox -t 0 -i 200 -s 200 -c 30000 /
opt/faultinj/bin/pobox_workload

(2) Commands

* pobox: Target device driver module for sending
and receiving messages using circular queue

e pobox_workload: User program to generate
workload for target module pobox

(3) Verification

e By identifying the values of ‘Probe hits” and ‘Failed
times’, confirm that the fault is correctly injected
according to fail-times, interval, and total-time.
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of o] »8 At fig. 49k &tk B B AL O
4 252 pobox, 2E EQJ2 kmalloc, 2E £ A&}
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e KME %&6}51 ﬂce_% %, 27 10| Probe

ze 290 H*ﬂﬂoﬂw sroigct. 1 At

552, Failed times& 29t ZE

2000111, ZE 7FA0] 2000]7] mjzol| 5
2

shson@shson: ~

[root@shson]# faultinj -m pobox -t © -i 200 -s 200 -c 30000 /opt/faultinj/bin/po
box_workload > faultinj_TC_001_result.txt

Pass 1: parsed user script and 49 library script(s) in 310usr/10sys/319real ms.
Pass 2: analyzed script: 10 probe(s), 35 function(s), 3 embed(s), 13 global(s) i
n 570usr/840sys/1417real ms.

Pass 3: using cached /root/.systemtap/cache/db/stap_db7d20aebf3fobeadas099bie7ad
5c43_17331.c

Pass 4: using cached /root/.systemtap/cache/db/stap_db7d20aobf3fobea0as099ble7a4
5c43_17331.ko

Pass 5: starting run.

Pass 5: run completed in Ousr/3@sys/30058real ms.
[root@shson]#

[root@shson]#

[root@shson]# lsmod | grep stap_
stap_db7d20a6bf3f9bea®a4099ble7a45c43_17331
[root@shson]#

[root@shson]# D

426492 1

Fig. 4. Demonstration of kmalloc fault

}8-2 kmalloc_cache_alloc OV\Oﬂ Z2ES FYUsI=
Ade 28 AR A W& Table 31 2.

Table 3. kmem_cache_alloc fault injection test

Test kmem_cache_alloc fault test
- After injecting a fault into target module,
Criteria ) .
verify that a fault occurs in the system.
Procedure
(1) Steps

® Compile the test device driver pobox using CONFIG
_POBOX_MAIN=kmem_cache_alloc
$ vi Makefile # set CONFIG_POBOX_MAIN=kmem

#_cache_alloc

$ make modules # compile the module

@ Install the target module
$ make modules_install

® After unloading (if any) existing module, load the
newly-installed module
$ rmmod pobox; modprobe pobox

@ Inject the fault into the target module
$ faultinj -m pobox -t 1 -i 200 -s 200 -c 30000 /
opt/faultinj/bin/pobox_workload

(2) Commands
* pobox: Target device driver module for sending

and receiving messages using circular queue
e pobox_workload: User program to generate
workload for target module pobox

(3) Verification

e By identifying the values of ‘Probe hits” and ‘Failed
times’, confirm that the fault is correctly injected
according to fail-times, interval, and total-time.

o] Aol o8 Aub= fig. boF L) W ASE Al of
D52 pobox, ZE E}YE kmem_cache_alloc, Z
A AR AJA 200, ZE 714 50, 4388 A7 3022
A5t AlEsict ZE =0l ngo| HAA o g uhso]
%K] sholst & 2 7 1 9] Probe hits 3t

EE =

542,
24 AR ’\Vgﬂ ol
{tAo] 500]7] mjzof 5429] hits7} LAY
] &ojo} &h=d]|, Failed

%o] H/\Hﬂi 01301

shson@shson: ~

[root@shson]# faultinj -m pobox -t 1 -1 200 -s 50 -c 30000 /opt/faultinj/bin/pob
ox_workload > faultinj_TC_002_result.txt

Pass 1: parsed user script and 49 library script(s) in 310usr/10sys/332real ms.
Pass 2: analyzed script: 10 probe(s), 35 function(s), 3 embed(s), 15 global(s) i
n 550usr/850sys/1452real ms.

Pass 3: translated to C into /tmp/stapIts8XL/stap_03f2ff7dae3686cce84296c89c0e75
b4_18041.c in 480usr/860sys/1364real ms.

Pass 4: compiled C into stap_03f2ff7dae3686cce84296c89c0e75b4_18041.ko in 4480us
r/500sys/5573real ms.

Pass 5: starting run.

Pass 5: run completed in 10usr/40sys/30052real ms.
[root@shson]#

[root@shson]#

[root@shson]# lsmod | grep stap_
stap_03f2ff7dae3686cce84296c89c0e75b4_18041
[root@shson]#

[root@shson]# I

427772 1

Fig. 5. Demonstration of kmem_cache_alloc fault

5+ alloc_pages &40 2ES Fok= AP 4

A3k PR A

Table 4. alloc_pages fault injection test

Test alloc_pages fault test
L After injecting a fault into target module,
Criteria ) .
verify that a fault occurs in the system.
Procedure
(1) Steps

® Compile the test device driver pobox using CONFI
G_POBOX_MAIN=alloc_pages
$ vi Makefile # set CONFIG_POBOX_MAIN=alloc
# _pages
$ make modules # compile the module
@ Install the target module

$ make modules_install
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® After unloading (if any) existing module, load the
newly-installed module
$ rmmod pobox; modprobe pobox
@ Inject the fault into the target module
$ faultinj -m pobox -t 2 -i 200 -s 200 -c¢ 30000
/opt/faultinj/bin/pobox_workload

(2) Commands

* pobox: Target device driver module for sending
and receiving messages using circular queue

¢ pobox_workload: User program to generate
workload for target module pobox

(3) Verification

¢ By identifying the values of ‘Probe hits’ and ‘Failed
times’, confirm that the fault is correctly injected
according to fail-times, interval, and total-time.

o] A9 #°8 Zie fig. 61 ) TP A Al
AF B52 pobox, ZE ERRJL alloc_pages, ZE £
AAE A1 100, 2E 74 100, A% 49 A7 3052 A
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shson@shson: ~

[root@shson]# faultinj -m pobox -t 2 -1 100 -s 100 -c 30000 /opt/faultinj/bin/po
box_workload > faultinj_TC_003_result.txt

Pass 1: parsed user script and 49 library script(s) in 320usr/10sys/337real ms.
Pass 2: analyzed script: 12 probe(s), 37 function(s), 2 embed(s), 15 global(s) i
n 570usr/850sys/1428real ms.

Pass 3: using cached /root/.systemtap/cache/ff/stap_ff44b16666bbe596d158fcfd1abd
95f_18781.c

Pass 4: using cached /root/.systemtap/cache/ff/stap_ff44b16666bb0596d158fcfdiabd
95f_18781.ko

Pass 5: starting run.

Pass 5: run completed in Ousr/2@sys/30055real ms.
[root@shson]#

[root@shson]#

[root@shson]# 1lsmod | grep stap_
stap_ff44b16666bbe596d158fcfd1abdo5f_18781
[root@shson]#

[root@shson]# I

429756 1

Fig. 6. alloc_pages type fault

V. Conclusions
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