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A study on the method of measuring the usefulness of

De-Identified Information using Personal Information

Dong-Hyun Kim*

*General Researcher, Korea Internet & Security Agency, Naju, Korea

[Abstract]

Although interest in de-identification measures for the safe use of personal information is growing at
home and abroad, cases where de-identified information is re-identified through insufficient
de-identification measures and inferences are occurring. In order to compensate for these problems and
discover new technologies for de-identification measures, competitions to compete on the safety and
usefulness of de-identified information are being held in Korea and Japan. This paper analyzes the
safety and usefulness indicators used in these competitions, and proposes and verifies new indicators
that can measure usefulness more efficiently. Although it was not possible to verify through a large
population due to a significant shortage of experts in the fields of mathematics and statistics in the
field of de-identification processing, very positive results could be derived for the necessity and validity
of new indicators. In order to safely utilize the vast amount of public data in Korea as de-identified
information, research on these usefulness metrics should be continuously conducted, and it is expected

that more active research will proceed starting with this thesis.

» Key words: Big data, Personal Information, De-Identification, De-Identified Information usefulness
measurement, De-Identified Information usefulness indicators
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I. Introduction
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1. PWSCUP in Japan
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2. De-Identification Competitions in Korea
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3. Implications for domestic and overseas
De-Identification competitions
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Table 2. Six usefulness indicators used in the Japanese PWSCUP competition

# name meaning object
Difference in the mean absolute value of all sensitive attribute values in the sensitive
U1 meanMAE . ) o .
original dataset and the de-identified dataset attribute
Difference in the mean absolute value of the sensitive attribute values uasi-
u2 crossMean corresponding to several(designated) quasi-identifiers in the original dataset .q .
. . identifier
and the de-identified dataset
U3 crossCnt Difference in the number of records for several(designated) quasi-identifiers quasi-
in the original and de-identified dataset identifier
Difference in the average absolute value of the Pearson's correlation sensitive
ud corMAE - .\ . .
coefficient for all sensitive pairs attribute
. . . sensitive
Average of formalized difference values between the original dataset and the attribute
us IL de-identified dataset, which are part of the re-identification measurement :
tool proposed by Domingo-Ferrer[15] and quasi-
identifier
Ué nrow Difference in the total number of records in the original and de-identified dataset NA

2) EC(Equivalent Class)2 H#5tH, d= 4

P
k-oHHS 283 ZQ

ZAEAIL SU W Us F2O 22[16)
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Table 3. Seven usefulness indicators used in the Korea De-Identification competition

# name meaning object ranking year
MA Difference in the mean absolute value of all sensitive attribute nsitiv 2018
UK1 (Mean values in the original dataset and the de-identified dataset astirifmtees Ascending 2019’
Attribute) * Japan PWSCUP, U1: same as meanMAE
MC Difference in the average absolute value of the Pearson's .
) - . . sensitive . 2018,
UK2 (Mean correlation coefficient for all sensitive pairs attributes Descending 2019
Correlation) * Japan PWSCUP, U4: same as corMAE
. Cosine similarity[17] for the vector values Xi and Yi belonging .
CS(Cosine e . ; . - sensitive .
UK3 Similarity) to the specified numerical attribute i of the original dataset tribut Descending 2019
Y X and the de-identified dataset Y @ utes
Divide each quasi-identifier(QI) for de-identified dataset by sensitive
MD_ECM . . o .
UK4 (Mean equivalent class(EC), calculate the variance of the specified attributes, Ascending 2018,
S sensitive attributes(SA) within each EC, and calculate their quasi- 2019
Distribution) . . -
average and apply it to all Qls, calculate the overall average identifier
Average of formalized difference values between the original sensitive
IL dataset and the de-identified dataset, which are part of the .
. . A attributes, . 2018,
UK5 (Information re-identification measurement tool proposed by . Ascending
. quasi- 2019
Loss) Domingo-Ferrer[15] identifier
* Japan PWSCUP, U5: same as IL
NA—EC.SM The total number of records in an de-identified dataset ser?smve
(Normalized . . attributes, . 2020,
UKé6 divided by the total number of equivalent class(EC) sets, . Ascending
Average EC divided by the representative k value of k-anonymity[18] quasi= 2021
Size Metric) y P ymity identifier
NU_EM (Non- . . . sensitive
. As a measure of information loss for k-anonymity, a .
uniform . . . attributes, . 2020,
UK7 representative privacy model, usefulness is measured and . Ascending
Entropy . . quasi- 2021
; calculated using the Non-uniform Entropy method[19] . -
Metric) identifier

(o] H
(Scalar)gd)ate] 372 & &A% AArsit SAt: Fig. 2. Non-uniform Entropy formula
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IV. Proposal and validation of new
usefulness indicators

1. Proposal of new usefulness indicators
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Table 4. Three usefulness indicators suggested

# name meaning object ranking
LD . . . .
. Use the Levenshtein algorithm for two strings to quantify the number  character .
NU1 (Levenshtein . . . . . . Descending
. of insertions, deletions, changes, etc. to determine their usefulness  attributes
Distance)
ED_SSE Using Euclidean distance, the difference in attribute values
NU2 (Euclidian between the original dataset and de-identified dataset is sensitive Closer to 0
Distance_Sum of calculated and determined as the standard deviation. attributes
Squared Errors) * Comparison with de-identified dataset between participants
AR(Anonymisation Determined by calculating the total number of records between
NU3 Ra)t/io) the original dataset and de-identified dataset as a ratio all record Ascending
= Comparison with de-identified dataset between participants
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2. Validation of new usefulness indicators
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Table 5. Results of feasibility study of the proposed
new indicator

# Question Ave
Score
Is it reasonable to use a Levenshtein
NU1 algorithm to measure the similarity of 3.5
strings
Is it reasonable to use a clustering
NU2 algorithm to measure the usefulness of 45
de-identified dataset by calculating its '
own distance?
Is it reasonable to measure usefulness
NU3 by utilizing the record deletion rate 50
between the original dataset and the '
de-identification dataset?
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Table 6. Complements final indicators based on validation results

# name meaning object ranking
* This indicator is used to measure the possibility of re-identification String .
NUT LD of de-identified dataset attributes Ascending
NU2 ED_SSE same as Table. 4 NU2 sen.smve Closer to 0
attributes
NU3 AR same as Table. 4 NU3 all record Ascending
Based on k-anonymity, an algorithm called UBDSA (Utility Based Approach
NU4 for Data Stream Anonymization) is used, and the information loss rate is all .
NU4 . ) . Descending
(CAIL) measured using a new distance measurement method called CAIL attributes
(Cardinality Aware Information Loss)[24]
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Table 7. Contest score reflection ratio reflecting
new indicators

# name ranking Rate
UK1 MA Ascending 5
UK2 MC Descending 5
UK3 CS Descending 10
UK4 MD_ECM Ascending 10
UK5 IL Ascending 5
UKé6 NA_ECSM Ascending 15
UK7 NU_EM Ascending 15
NU1 LD Ascending 10
NU2 ED_SSE Closer to 0 10
NU3 AR Ascending 5
NU4 NU4 Descending 10

Total 100
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