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ABSTRACT

Recently, cyberattacks are using hacking techniques utilizing intelligent and advanced malicious codes for non-face-to-face
environments such as telecommuting, telemedicine, and automatic industrial facilities, and the damage is increasing.
Traditional information protection systems, such as anti-virus, are a method of detecting known malicious URLs based on
signature patterns, so unknown malicious URLs cannot be detected. In addition, the conventional static analysis-based
malicious URL detection method is vulnerable to dynamic loading and cryptographic attacks. This study proposes a technique
for efficiently detecting malicious URLs by dynamically learning malicious URL data. In the proposed detection technique,
malicious codes are classified using machine learning-based feature selection algorithms, and the accuracy is improved by
removing obfuscation elements after preprocessing using Weighted Euclidean Distance(WED). According to the experimental
results, the proposed machine learning-based malicious URL detection technique shows an accuracy of 89.17%, which is
improved by 2.82% compared to the conventional method.
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