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ABSTRACT

In 2021, ransomware attacks became popular, and the number is rapidly increasing every year. Since PowerShell is used
as the primary ransomware technique, the need for PowerShell-based malware detection is ever increasing. However, the
existing detection techniques have limits in that they cannot detect obfuscated scripts or require a long processing time for
deobfuscation. This paper proposes a simple and fast deobfuscation method and a deep learning-based classification model
that can detect PowerShell-based malware. Our technique is composed of Word2Vec and a convolutional neural network to
learn the meaning of a script extracting important features. We tested the proposed model using 1400 malicious codes and
8600 normal scripts provided by the Al-based PowerShell malicious script detection track of the 2021 Cybersecurity Al/Big
Data Utilization Contest. Our method achieved 5.04 times faster deobfuscation than the existing methods with a perfect
success rate and high detection performance with FPR of 0.01 and TPR of 0.965.
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Table 1. Python Style Pseudocode of

Deobfuscation

def deobfuse(script):
# get parsed obfused command
# which is input of Invoke-Expression
parsed_script = parser(script)

# base64 check
if base64_encoded:
return base64_decode(parsed_script)

# get deobfused script

p = sp.Popen(f"'powershell echo
{parsed_script}”.split(" "), stdout=sp.PIPE,
stderr=sp.PIPE)

out, err = p.communicate()

rc = p.returncode

return out
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Table 2. Experiment Environment Specification

experient tool version
python 3.10
pytorch 1.7.1
gensim 4.0.1
VMware Workstation Player 16 16.1.1
pandas 0.25.3
numpy 1.19.5
jupyter notebook 6.0.2
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Table 3. Obfuscated PowerShell Script(top) and
Seperated Script Blocks(bottom)
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Separated
Script Blocks

block (1]
iNVOKE-ExpRessioN

Table 4. Success Rate and Execution Time by
Deobfuscation Method

deobfuscation | execution time | success rate
method (s/script) (%)
Ours 0.648 100%
AMSI 3.267 85.2%
PSDecode Failed 0%
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Table 5. Performance comparison for detection.

Standard deviations are less then 0.012 on
TPR, 0.0011 on AUC, and 0.0004 for FPR

model AUC | TPR | FPR | throughput
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