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ABSTRACT

As drones are widely used, attack attempts using drone vulnerabilities are increasing, and drone security is growing in
importance. This paper derives security requirements for reconnaissance drone delivered to government office through threat
modeling. Threats are analyzed by the data flow of the drone and collecting possible vulnerabilities. Attack tree is built by
analyzed threats. The security requirements were derived from the attack tree and compared with the security requirements
suggested by national organizations. Utilizing the security requirements derived from this paper will help in the development
and evaluation of secure drones.
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Table 1. DFD Components

Element Description Example
Indicates out
External boundary User
Entity component of drone (Contral
system
All proc.esses must £ condt aut
Process have input and ; F\iqhtd
output data. _emmne
Data Data packet among
Flow process, data store,
external entity
Data Stores log data or O
Store video data
T Tgpien
Trust Indicates the same : Moduta
1
Boundary level of trust l !
L I e
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3.3 2 zlo|Eaz| = ALA40 T http header bof (37)
AL41 I data leakage (37)
34 Folzelele Y Alawls B o — integer oyerflow | 31
< tac 0
o 323 o o]~ ZHog o= BA a
== FA HlelEMolast & Ao g whE w47t AL44 | D ipvé flooding (37)
ol 23| %vHEMC dele] AnE ds F S AL45 [ S. T | remote file deletion | (37)
g} (36). 3.14% 3.2464 BAg gl ue} AL46 D post request (37)
7z}, GPSE% 5 A% =2 AR e & AL4T | D ,ntetYfVOfk Conﬁgt (37)
aoh B APYES AT 5d ol BEA $3 etworks traffic
g nek Bl EFol} #7 AsjAs ne Bm AL48 | I sniffing 87
I, githubel 2% ALHEE A A 2+ AL49 T stack bof (37)
thstael Axstn, AFastaes] gEow 4 AL5S0 E command injection (37)
o - N v w el s AL51 | T, E | firmware downgrade | (37)
A Sles vhelZRANE A ZRAEAA 75 AL52 | T, E command injection (37)
ZE 34 goluygE Faste] do|ewo] ~3}s} ALS53 E command injection (37
rb (37). Table 2% 7heilztells HhAdt 4 gl AL54 | S B root shell (37
Aok, Table 3& GPS Alse] =at Hebq, ALS9 | D A
stabilization
Table 4+ Hlololr WA 7153 Hebd, Table AL68 | T algorithm (37)
5 vjleEy JIETA Al G st=sgefeld
A 5 9E Fkd, Table 62 UEY= Z2E Table 3. Attack Library(GPS)
FAo|A] wHAlE 4 9l= FHekdo AdE X~ 44,
g\;;] ;7; Ei Tfé ; -r]]okxq ]joﬂ ;17‘] 034 % No Type Attack Method Ref
T T R BA R 54 E . .
8078l Aot ;o AX]‘_};E} a AL1 S inducing off-path (19)
R 3
s T : AL2 S inducing off-path | (20)
_ AL4 S drone hijacking (7)
Table 2. Attack Library(Camera) - -
ALS S inducing off-path (9)
No | Type Attack Method Ref AL14 | 1, T drone hijacking (37)
AL25 | T inaiizti ;ffctess (37) AL64 | S drone hijacking | (16)
AL26 | S control (37) AL69 | 8 inducing off-path | (17)
AL2T inadequate access (37) AL74 S force landing (14)
control ALT9 | T inducing off-path | (18]
AL28 use after free (37) N D duc oath 20
- inducing off-pa
AL29 | 1 weak crypto (37)
algorithm
AL30 | 8 E inadequate access (37) Table 4. Attack Library(Firmware)
’ control
AL31 | S, E root shell (37) No Type Attack Method Ref
remote code AL10 T custom firmware (37)
AL32 S execution (37) AL11 1 protocol reversing (37)
remote code AL12 T, 1 sensor data error (37)
AL33 S . 37 :
execution (37) AL16 E root shell (10)
AL34 S remote f:ode (37) AL19 | [ E video leakage (37)
execution AL20 E root shell (37)
AL35 B remote .code (37) AL21 E change drone config | (37)
execution . ALT1 E malware (26)
AL36 I local Information (37) ALT2 E ‘a‘pplicati‘on SDK (14)
Leakage ALT6 E killing main process (26)
memory information inad t
AL37 I 37 inadequate access
leakage (37) ALTT | R control (26)
AL38 S directory listing (37)
AL39 D http header dos (37)
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Table 5. Attack Library(Hardware) 3.4 2" 24
No | Type Attack Method Ref 3 04e|x T35 Ho|E32Ee] xaAs o]
ALIS | 1 () |  setting sensor | ooy HE2$ 5 7 240 s STRIDE W& 44
information sle] WAE 4 it 19L #Asjsdel. Table 7
AL22 I unencrypted packet (37 o] AAF At} 7] = 106709 $JEo] === 9
AL23 D acoustic injection (37) Su o]E 3.349 FAzfe|lr e} wjAsI)
data Information At Fo s el ZRAR P6.1o] et
al2d |1 Leakage 87 BAZZEZS o4 A% B4 W] #EHAY
ALGT T acoustic injection (22) ool Slgel sidk A =2 A =20
A3 RE e %3 T R2A| A9 Ho|HAAAE W
ALT0 T supply chain attack | [26) v Hiell 4 l =2 ] 17 N
o] Q%% Wb ebshchn e die]
ALT5 T acoustic injection (23] Ad TAT o] s wEo| gk AL WY o)A
ALT8 D ban take-off (26) A ¢)3ksdch
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No Type Attack Method Ref 27 el ZTAER DAs] s 2ed =
AL3 I packet decryption (7) 2 W E5S 276 ue} Edez x383 Zlold)
packet sniffing B =rolAe 348004 e 98 24 dAE
AL ! (control, video) (8) ufglo g © 2 nigy oAk Ho] Zgol oigk
AL6 deauthentication (37) A EefE A4l Table 8~11= 34 =2F
X HAom AN oz A ERE sy ¢
ALT data blocking (9) N rer ° 24371 1
@ nx 34 Susl 74 B 348l A
AL9 deauthentication [9] 311_ _?/]3334_ 0‘_&—"1—7(]%’}\1:]- 501_241 %J‘?i% %/\5]_(-5]_7] _?/]311_
ALI5 | S, T man in the middle (10] zAL Fo FRACE ey e AL o
AL17 S custom controller (10) A7) $1% orx7, AAL andx7E e}
2 = = plaiAl s
AL18 | I, E | mac address Spoofing | [11) o5 5o, Table 89 1.1 =29 A& vsiAld
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. E FE37] fdlA= 1.1.1 gpsel A8k 345
ALbS5 S message injection (37 o olast 4 97 s 2AL Arsr] 94
ALS6 I memory information (37) e 1.1.1.1 33 9 =29 A= dofdo}
leakage 1.1.1.2¢] siesls GPS A5 Aol AF7e
ALS5T7 D heap bof (37) AIAA itk =26 g 34 53XE Table
ot plale Az o5l _‘:
AL5S8 D integer overflow (37) 8;};‘:—1‘ ‘?1 }_E]E %;H:Z] o—rhﬂ] ;J—L Taﬂblijrf)L
V= ‘/I:}L‘Z %‘7 ‘l‘l‘%x7l\f%‘°oxo‘7 i
ALG60O S, T d hijacki 37 _ =
rone hijacking | (37} A" TAZE Table 10& Aol BAe 24
aLgl | 1| location information | (1, E¥ Table 11& 279 Weldl 2A%E2 =4
eakage - - =
wh2 pHste] 24 E2E e
AL62 | S, 1 man in the middle (12)
AL63 D deauthentication (5)
ALGS D SYN flooding (6]
ALG6 replay attack (13)
ALT3 D Vldeo ch.annel (14)
jamming
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Table 7. Threat analysis
DFD | Threat SS‘}IE{I Description AL no.
T1 q The threat that unauthorized person sends mission flight B
command
T2 T The threat that mission flight command modifies by malware -
P11 T3 R The threat that user avoids responsibility of mission command -
' T4 I The threat that the information about mission flight command B
leaked via process memory
D — —
E — —
...... omit
T37 q The threat thfit receiving unauthenticated packet via ALLS
unnecessary service
T38 q The threat that communicate with custom controller (MAC ALLT
address spoofing)
T39 T The . threat that receiving modified packet via unnecessary ALLS
service
The threat that repudiates received data packet changing
T40 R . -
physical address
- . i R AL3,
P61 T41 I The threat that packet sniffing with protocol vulnerability AL29
AL9,
T42 D The threat that deauthentication attack AL63,AL
65
The threat that gain root shell and kill main process via | AL16,AL
T43 E .
unnecessary service 20,AL76
T44 E The threat that malicious backdoor installed ALT1
T45 B The threa‘.u that develop elevating previlege C&C application ALTO
via analyzing manufacturer SDK
T46 S The threat that controlled by abnormal controller ALG0O
T47 T The threat that drone hijacking ALG0O
6.2 T48 R The threat that repudiates received control command -
’ T49 I The threat that sending unencrypted location information AL61
T50 D The threat that jamming flight control channel -
T51 E The threat that deauthentication attack ALG6
...... omit
The threat that unauthenticated person exploits
T102 T authentication process of Xbee protocol and MITM attack ALB2
DF3 T103 I The threat tha.t attacker exploits encryption scheme of Xbee ALG2
protocol and sniff network packet
D —
T —
DF4 | T104 I The threat that the leakage of drone GPS information
D —
o T105 S The threat that unauthenticated person control drone
T106 R The threat that repudiates responsibility of drone control
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Table 8. Attack Tree (flight control) Table 9. Attack Tree (video)
Atta | Attack Atta
ck Subgo Attack Method Tg,fe ck Sél%agzl Attack Method Tg,fe
Goal al Goal .
T30, T18,
1.1.1.1 get current T75, 2.1.1.1 cam T19,
drone location T76, 2.1.1 control disability T20,
1.1.1 T104 causing T80
””””””””””””””””” T79
eps T72. 91 camera ‘ ,
1.1.1.2 jamming or | T73, rocor error 2.1.1.2fexp101t ?gé
spoofing gps signal | T77, ding camera firmware '
. T90
T78 failur -
2.1.2.1 video
T30, € 2.1.2 channel jamming T101
1.1.2.1 get current | T75, causing ! T17
1 drone location | T76, it | 2.1.2.2 dos attack | T25.
au.to | TI04 i via network T36,
fAicht 1.1.2 1.1.2.2 gain sensor | T60, error T83
fl.g * | sensor hardware info T64 221 2.2.1.1 storage
ailur | 000 e T T95
o T66, 2.2 storage access
1.1.2.3 cause Té7, fake | 2.2.2 2.2.2.1 spoof | Tl4,
Sensor error T68, video | streami streaming packet T15
T71 ng
113 1.1.3.1 exploit 2.3.1 2.3.1.1 memory T16,
caﬁéra camera stabilizing T88 2-3 memory leak T82
algorithm video T24,
. T1 leaka 2.3.2 2.3.2.1 network T35,
1.1.4 1.1.4.1 man in the T4 ge network sniffing T54,
Uninte middle T10,2 T89
ngli;rﬁil 1.1.4.2 install T2,
malware T65 Table 10. Attack Tree (log)
T5, Atta | Attack —
1.2.1 1.2.1.1 custom T6, ck Subgo Attack Method
authen controller T7, Coal al at
ticatio T105 A1l T62.
" 1.2.1.2 replay T48, 411 dfohé s‘?(frcszz 97,
bypass Ea i
yp attack T47, modify T98
1.2 T56 saved T3,
4.1 4.1.1.2 access
manu T31 log T92,
al 199 1.2.2.1 jamming T50' log controller storage T93
flight | commu control signal TlOb Zilnrllg 412
ilur | nicatio i
falelm o 1.2.2.2 T32, 10;*‘51{1:"” 4.1.2.1 exploit -
failure drone-controller T42, inform audit process
deauthentication T51 .
ation
1.2.3 1.2.3.1 man in the | T28, 4921
uninte middle T102 4o | service | 4211kl audit | .
ntional 1.2.3.2 install o7 inéuff termin process
flight malware T icient ate
4.2.2
data . 4.2.2.1
design T58
error manufacturer
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Table 11. Attack Tree (firmware)

Table

12. Security

reconnaissance drone

requirement of

Atta | Attack Thre
ck Subgo Attack Method at No Security Requirement Attack
Goal al ) 7 method
3.1.1.1 gain TH7, Drone should detect or
31 31 firmware info | T59 SR1 react against GPS based 1.1.1.2
unau custom . T55, - attack
thori firmwa 3.1.1.2 build T61 Flight control channel
zed re firmware T62¥ SR2 should be able to respond 1.2.1.2
upda i to jamming attacks
te 312 3'1-2'_1 tampering T55, Flight control protocol
downgr | during normal | T6L, SR3 | should not allow replay | 1.2.1.2
ade update process T62 attack
391 3.2.1.1 install T33 Video channel should be 9191
3.2 backdo malware SR4 able to respond to 2’ 1’ 2’ 2’
et or 3.2.1.2 T45 jamming attacks T
oot manufacturer 1.2.2.2.
3.2.2.1 unnecessary | T39. Drone and controller 19231
shell service T43 SR5 should connect to a D
(incl | 3.2.2 secure network 2122,
uding | exploit T84, 2321
rce) | service 3.2.22 1—.d‘ay T85, Vulnerability of sensors 1.1.2.3,
vulnerability T81, SR6 mounted on drone should | 3.2.2.1,
T91 be unknown 3.2.2.2
1.1.3.1,
= = Vulnerability of camera 2.1.1.1,
C2 HOIQIALSH C&
V. E2 H227AME &5 SR7 mounted on drone should | 2.1.1.2,
be unknown 3.2.2.1,
470 M+= 3 A 3t g rdaEs ke 3.2.2.2
AAL 24 dg Bele AR &3kl It should be difficult to
L1ANAE & RN BEY HELTARE A SR | onoors andl ohipe e on | 1122
AlBlaL, 4 280 = Fale izl Sl g the drone
T2 afoln] HQF slolEe A|AE Rl FA}E ) The flight software
B o=Rox £33 9 TALS wweldn). SR9 running on drone should 1.1.3.1
be secure coded and safe
No malware is installed
4.1 EE HOIQTALE in operating 1.1.4.2
SR10 system(including 1.2.3.2
B amelde 3580 4% 37 Exlel 7 firmware) on drone and | 3.2.1.1
o controller
A His AT ¢ fes 34 =l s = SRI1 Only authenticated user 1911
ol FA ukdol digt ez 24709 HeER can operate drone o
FARSe w=3slgdc). AAe =2 A A Table - Dr%nelznél conttrolller };121;
N - o - shou 0 mutua 2.2.2,
12¢] wekeatels aefshl & =l FAlst authentication 1.2.3.1
2 A flgly) FAoERE okddA] A =2 Communicating location 1111
S Hrpsk 4 9lr} SR13 information should be 1' 1' 2’ 1‘
encrypted o
SR14 Recorded video data 2211
should be encrypted 2.3.1.1
SR15 Video should not be 2221
leaked by memory 2.3.1.1
Firmware should be hard LLLL
SR16 . 1.1.2.1,
to analyze and modify 3111
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Only authenticated 3119 5 Bd ZFdE sElE =829 selr=R FHFs)
SR17 | administrator can update 3' 1' 2’ 1‘ =, B =RoiMe A =28 galez i)
firmware 7] W] s} oA JRAERe) xFEE T4 &
Updating firmware should 3112 - sLslod
SR18 be kept integrity like 5197 Al EFelct
digital signature T T WA= 7lole el AS HelteFAlE) =&
Operating system and Ao 7+ w7} E@Aolt}. slol=alele] Bakg
SR19 firmware should not 3.2.1.2 - o Abs 1o
operate vulnerable service T EE s dund 24 229 919 A
Saving log data should be | , g oA AA FHebdo| gk ¢3S AlHsiel ot
SR20 reliable timegtamp and 4'.1'.1'.2' |25E g HolgFARgle] 3# 24 ®EF
location ) orofr}
Log data should contain N ’ . R : .
SR21 |  sufficient information | 4.1.2.1 R, 2 el BEd SRl £
with tracebility QA ko) slol=elglea] AAEF FESE =27)
System need to monitor if EAA AW St w8 FA Aol Wigk A Ak
SR22 | the log process is running | 4.2.1.1 w
normally EZ 0E A FF 39 J)E, Zele|wA, =E A
Log data should contain 28 Al g a7ARdelot =87 A4 A
SR23 sufﬁ(.:ient infor.rr.lation 4.2.2.1 ok v FAFE FE 39 75 dEiAs
with traceblhty ’E“ 1‘5_":01]/(‘] EH}‘]'OE /\]__9‘ ]47\]_ ‘:101 EB_J]____ O‘J
Cryptographic algorithm 1111 o .
SR24 used in network protocol 1' 1' 2’ 1' T TEA G 7l W'k Bokagalge]
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Table 13. Drone security countermeasure assessment

Lt Requirement 0o/- Assessment
category
secure update O identical to SR17.
hardware & respond to tampering O identical to SR18.
software - - - -
security respond to malware O identical to SR10.
secure 3rd party library O identical to SR19.
. i s communication between drone not
drone identification - . . .
henticati considered in this paper
authentication user authentication O identical to SRI11.
mutual authentication O identical to SR12.
rf signal protection O identical to SR3.
secure commumgatwn chgnnel / O identical to SR2.
oY jamming reaction
communication
data packet protection O identical to SR5.
message detection code O identical to SR5.
auto flight O included in DFD
. alternative method of gps O identical to SRI.
flight safety . B . . .
restricted area - physical safety not considered in this
collision avoidance - paper
key management O identical to SR24.
secure algorithm O identical to SR24.
cryptography
secure random seed - -0
secure crypto module O included in DFD
saved data protection O identical to SR14. SR20.
. operating data protection O identical to SR13.
data protection access control O identical to SR20.
privacy - privacy not considered in this paper
log data O identical to SR21. SR23.
audit . designing process not considered in this
monitoring -

paper

SR6. Vulnerability of sensors mounted on
drone should be unknown

SR7. Vulnerability of camera mounted on
drone should be unknown

SR8. It should be difficult to know which
model of sensors and chips are on the drone

SR9. The flight software running on drone
should be secure coded and safe

SR15. Video should not be leaked by memory

SR16. Firmware should be hard to analyze
and modify

SR22. System need to monitor if the log
process is running normally
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