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ABSTRACT

Machine learning such as deep learning have been widely used in recent years. Recently deep learning is performed in a
trusted execution environment such as ARM TrustZone to improve security in edge devices and embedded devices with low
computing resource. To mitigate this problem, we propose TPMP that efficiently uses the limited memory of TEE through
DNN model partitioning. TPMP achieves high confidentiality of DNN by performing DNN models that could not be run
with existing memory scheduling methods in TEE through optimized memory scheduling. TPMP required a similar amount
of computational resources to previous methodologies.
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gk DNN & 3] 7|94 24 7]¢

= DNN =24 AHxe gigt 34 A=Ex st
3ltt(8). DNN(Deep Neural Network)== #
H2F DNN9| A= AR, 759 22 vss
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< AR Fe 1 FH Foll= model extracti
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2.1 Deep Neural Network (DNN)
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2.2 ARM TrustZone

ARM TrustZone A tjujo]xefA] ] A}
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=9 7 A8 3 34 7)Ee]t13). ARM
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2.3 Model extraction attack
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2.4 Gray-box and Black box attack
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Normal World(REE) Secure World(TEE)
Input TPMP Manager \
. ® Model partition ————— ® Model Execution
Command @ ®| Calculation
* Weights > >
(-weights) P1 P2 P2 TPMP
+ CFG(cfg) b i
. Damsotlog) [ § g r Migrator .
«

Fig. 1. A diagram of the TPMP framework.
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. TPMP+= wlzstA oA, 2de] 71229} TEE
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+48 F3 487 f53k= MIA(Membership
inference attack)(12)¢} #& F4& 4% +
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o]x1 o174l DarkneTZelAe TEE® secure
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A REE =& TEECA 39 AZY AHiE
partitione|ztz Aok}, wepd shie F2 o
A S ofg] 7] partitionel] vrel FEtm
2 TEE secure memorys &8&3° 2 A4g 4
oAl H}, wlebd g2 o] AEE 7RE mdle]
2} partitiono® He]dt, TEES AH&slo] x
33 4 glt}. HAlo] REE] 4k =& AlZo] A
oA=& Attack Surface ®=3 &4 4 9ok
TPMP+ Fig. 1| 8l& TPMP Manager$}
TPMP Migrator$} #e] zZA F 714 &2 F
A=leiglct. TPMP Managere 438 gtelA e
59 AZ size®: <R TEE Weld dard
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strategys el (Fig. 1 @©,@). strategy
£ st partitiondl E¥EE A= A, A
WA 2 AT AZ WMEE AAs, o
partition®] Aol wElAl strategyell wheh
DNN <libe $35l=dl@), 3 F2 AZ(Ln)e]
strategyel X3 chd TPMP Migrators &3l
qF A5 TEER AL3c}@. TPMP Migrator
= TEE Wel4] DNN =d A4l =38 93t A
A2]@e DNN <d4ikEe] F5% F Normal
World® &383k& A3 93 FAH=HOE 9
gk}, TPMP Migratord] AAz2]G+ Managerel
A BAE strategys 7Hkew 7 AL AAE
I DNN aiHer& 3gie}, a9 partition
o odxte] Tt o]F secure memory AbellA]
partition®] #FAF A2 w74 o]2]e] vz
AZe wWiAsE Bdas ARE BT bk
7} memory 37+ #x3c}l. Partitiond] "H]
o AZ WHss o AlS e 2H3 96
AHG-EILE o] F Migrator®] s2te] FEEW v
AZolAt the partition®] A REE ¢ & o
FYH®. o= &3, TEEW 3‘4’\" Fe] AZRt
AE 4 9t o]#d TPMPY 2 7l8%E Fig.
Lol vieht o ‘ﬂr 7zt g g E‘:} ApAIEE A&
of tslx= TPMP Manager+= 5.114, TPMP
Migrators 5,264 Aw 3},
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V. #+ ©
5.1 TPMP Manager

TAHeZ TPMP Manager+ 274 <&,
DNN  Model partition, DNN  Model
Execution2 3%}, DNN Model partition
< DNN =9 2A3 strategy 243+ DNN
Model Execution DNN A <&lite] 528
F3s strategyel Wl TEEY TPMP
Migrators &&3te] dibs sl g}

5.1.1 DNN Model partition

Model partition IHoAE= AP E5E
DNN =299 configuration fileZ 3}4
(parsing)sle] DNN =2ele] 7Z+ A=2 m7]5 &
Z¥cH(Fig.29]  line 18). DNN =4

Configuration File> DNN AZ¢ &7, i<,
g9 vz} A4k 3 3eE Z ) of
o, DNN9| <d4te] zled== <=4 zZk A
(LIn))<s =A%}, wke
TEE startell sl9slx = A

A%(L(n)) partition WIS 028 A3
t} (Fig. 2 line 23) partition HZ(e)7} 022
AHE BE 71]%8 REEe®lA —’F?"BE‘:} o] &
partition W= (e)7} 1 o] AL BF TEE
oA G =H 74]7 partition W3 (e)7} vigdel o}
2} TEEWeNA 4385 partitiond £47F &z}
Ak @Al partitionelld F3E AZFe] =]
(sum)”} TEES] secure memory =Z7|¥c} 2}
W L(n)e #A partition(e)dl IdF=cH(Fig. 2
line 28). olw, ¥ partitionel o]xe] A%
(Ln-1), [(Ln-2) -7} &A1k sum =

b
nSL’
S

2L
OXL ‘:F; o[N'

18

%

; Jw
of 22

o

Jobe 9

iO

rn‘r

Initialization:

Total number of layer: N

Array of the layer: L

Number of the first layer in TEE: TEE_start
Total memory size of TEE: TEE_Memory Size
Current layer index: n

Current partition index: e

Memory size of the partitien: sum

WONOU B W

=
-]

Input: ModelConfigurationFile, TEE_start, TEE_Memory_Size
11| Output: finalized partitioning strategy of all layer

12
13| DNN Model Partition
14le = 1

15| sum = @

16
17| % make DNN

18| Parsing CFG(ModelConfigurationFile)
19
20| for n=0 to N-1

21| X Partition_Number = @ means Calculated in REE
22 if n < TEE Start

23 L[n] » Partition_Number = @
24
25| % Calculated in TEE
26 else
27 sum += n + Layer_Size
28 if sum < TEE_Memary Size
29 L[n] + Partition_Number = e
30
31| X Partition defined
32 else
33 sum = L[n-1] » Layer_Size
34 sum += L[n] - Layer_Size
35 L[n] - Partition_Number = ++e
Fig. 2. Algorithm of TPMP Manager
1 |DNN Model Execution
2
3 |for n=6 to N-1
4 if L[n] -> Partition_Number = @
5 % Partition @ will be calculated in REE
6
7 if L[n] -> Partition_Number > ©
3 h += MIGRATOR(L[n] -> Partition_Number)
9 X _Remaining partition will be calculated in TEE

Fig. 3. Algorithm of DNN Model Execution
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gk DNN & 3] 7|94 24 7]¢

Ln-2) + Ln-1) + L(n) °lc}. o|FA sh}e]
partition® TAsk= FAL partitione] Z3H
= AZ4 memory Z7]¢ F(sum)e] TEE®]
secure memoryXxtt 7 wj7bx] 2L} sum
o] TEE secure memoryXrc} AW (Fig. 2
line 32) ©h& partition® =HEL S
partition® 7% %7] sum® =715 L(n-1)¢
712 Z7)3eke}. A2 partitionell4] <14be]
FE= Af, dA ASe o/d AZ(Ln-1)9
outputg Fwsled F3s}r]  wFoll,  secure
memory ‘ol sl v EAF £ = o
g5 g4 = F87t ook (Fig. 2 line 33) €]
& ke vl o 2 partitionS AAE}. oA A
A== vl LIN)S strategy® A ogich,

5.1.2 DNN Model Execution

Model Execution> DNN<| 44l 555 e
gt 5.1.1FM A= strategy (LIN))E 74
° 2 DNN< At o]¥A AA4% DNN2 A
> SMdE e "lx AF(Ln)E
partition M7} 0 AASolr+= REECIA (Fig
3 line 4), 1 <&« 7§—°r A AZ(L [n])%
TPMP Migratorell 23l TEEA $3¥==
= gth(Fig. 3 line 7). partitione] Z3% =&
AZzo] F3)o] k8% 73§ strategys Hx3}o
2E DNN 9aks 33ty 238 298 A,
s AELhn+1)E TEERZ Adsle] o
partition® <aA] AAg}  o]z]dt DNN
Model Execution %2 IHES A7
(run-time)ell 3= 2+ A& sty 2703}
F2kel)

l

5.2 TPMP Migrator

Migrator+= DNN<9| <14+s TEEe|A 3
& QR i HSEe] AxES Sesla TEE 141
42l DNN <4t o]F FA2& Fafisto],
A8 AAE AR AA=(Fig. 4 line 7)
TEEA AZe A4 F38%  J=F AF
gA3kgtt.  TPMP  ManagerZ%¢ Ak
strategy (LIN))E EWHZ strategyel A4
29| £A9} Age] wel A=Y outlined A
(Fig. 4 line 9)&t}. AZ9] 7FHA= hadheo]

X rlo o rlr —{

glomg Azl FAdx B33 (Fig. 4 line 10)
g}, o]¥A TEEANA A3 715215 &A3sh=
IAE AA R Ao} o|gA A3 ASS
calculationel #%&g}. calculation TPMP
Migrator®] A& Fa AZe] &A= o)F
DNN <d4H& 438 (Fig. 4 line 17)3= #Ao|c}.
AZ outlinee] EWt2A THEolA] glojok A& s}
A DNN® <d4ke #gsd 5 glen =&
calculation %2> TEElA 3=} o]F
calculation IS F3 o4kl E33Le AAS
o} mkek &wt partition®] TR AlZe] A A
DNN <d4ke] wiz|t AlZelwl F42](Fig. 4 line
20)E 53] DNN <l4ke] 2378 oA REE &
g3t} o] strategy’t Bl TEEe ol gl

= 243 AEE AA(Fig. 4 line 21)8c}. wF
s p rt1t10n°] 18 A9 partition
of EAgte v AlFE ALl B AFe v
W45 AAlg) A7 AlE2 o} partition
ol E£3=m, T3 partition®] <dite] A<
o)A partition®] w7 A% vragSe] A
o,

1 (Initialization:

2 |Array of the weights: W

3 [Array of the outputs: O

4

5 [MIGRATOR

6

7 |% PREFIXION, make DNN and decrypt Weights in TEE

8 |while n <= last layer of partition e

9 Parsing CFG(n, ModelConfigurationFile)

10 TEE « load W[n] & decrypt W[n]

11 n++

14{for n to last layer of current partition e
16|% CALCULATION, calculate Layer L[n] in tee
17 forward network calculation(L[n])

18 return O[n]

20|% POSTFIXION, free used lLayer, return the outputs
21 free layer TEE(L[n], .. , L[last layer of partition-1])

23 return REE « O

25|% return REE and proceed next partition or end the DNN

Fig. 4. Algorithm of TPMP Migrator
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241}

TPMP7} DNN A e w BbYslE
overhead$} A= &4 284S Hriskt. TPMP

9} 7]2¢ ARM TrustZones  #g3l=
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DarkneTZ =E9S A}143}w Fine-Tuning %
AlexNet(Fig. 5ol ozt F2& F3ygh}
TPMP2} DarkneTZ+= Y3t A4 DNNS
33t TEE WellA dab H= AF 7§ 4
CPU A 87t 9 memory AR&#S =33t} qf
2t AlZ=RE] TrustZoneol 43 7}53F ojy-&
AL #3338, olel+ Fully Connected A=
SoftMax A%, Maxpool Al%e] =l 7]&
DarkneTZ® ¥]Z&4<2 memory AH-& 7HAgH
TPMPY E&4S RoFa, o2 s WA=
CPU A7t overheadd A& AlAZt}
Open portable TEE(OP-TEE)Z F&3}7] 93
1.4Ghz® %2Fsk= ARM Cortex-A53%t 1GB
SRAMC. 2 A%l Raspberry Pi 3 B+E& AR
gt} TEE secure memory®] Z7]+= TEE e}
o] TAo| memorys & u AAE =72 2
A= TPMPY 7% memory &84 ¥ ARg=F
H71e 98 4 AMiBe} 3MiBE Algtsle] &
< 3kt DarkneTZ® 7% TEE secure
memory+ 4MiBZ A&t}
A Al 2o AR 2l AlexNet 5709

DNN Architecture

AlexNet C96-MP-C256-MP-C384-MP-C256-MP-
FC512-D0.5-FC512-D0.5-FC512-SM

Fig. 5. Architecture notation: Convolution
layer(C);the number of filters, 3x3 of filter size.
Fully connected(FC); the number of

neurons(output). Dropout layer(D): dropping
rate

airplane .2&-{- ? » .-E*:
automobile E aﬁﬂh%
bird :@';u ﬂ:*\ 'H
cat Ea.ﬁé!
OISR RS
s  MESnBRE R

o [ I O R
we HEERORERER
v e Eel=EED e
ek o e B S S D S R

Fig. 6. Cifar-10 Dataset (21)

Convolution A% 3719 Fully Connected 7l
SO o]Fofx glrh. FEo g o g AMgH= o
oJeAl-& CIFAR-10 (Fig. 6) (21) & A}-&3}sic).
o] Hlo]e] AEE 32x32 =719 60000702 °]n|x]|
2 o]folA glrt. = 10749 Fam Rt
upepx] Zefzmtel 6000702 olwA|Z FAFIC) o]
%, 50000702] o]n| A= Ehszell AM8-E] = SheruolE
o 1}mz] 10000712] oWl A= F2of AHE-E=
oJgje]ct,

6.1 Memory AI22f

Fig. 7= 24 DNN9 % memory AH&-o]
t}. Fine-tuned® AlexNet& AHM3ldor x5
2 TEE ellA 3= AlSe] 7gelH, o] =
A AZHE] FAE ARFolct. o] AlexNetellA+=
13709 AlZe] F3=v] TEECNA 6719 AFol
FayEhd 8l yE 13W7pR]9] ASE AXlerks
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