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ABSTRACT

Existing network cryptography systems are threatened by recent developments in quantum computing. For example, the Shor 
algorithm, which can be run on a quantum computer, is capable of overriding public key-based network cryptography systems 
in a short time. Therefore, research on new cryptography systems is actively being conducted. The most powerful cryptography 
systems are quantum key distribution (QKD) and post quantum cryptograph (PQC) systems; in this study, a network based on both 
QKD and PQC is proposed, along with a quantum key management system (QKMS) and a Q-controller to efficiently operate the 
network. The proposed quantum cryptography communication network uses QKD as its backbone, and replaces QKD with PQC at 
the user end to overcome the shortcomings of QKD. This paper presents the functional requirements of QKMS and Q-Controller, 
which can be utilized to perform efficient network resource management.

Keywords: secure communication, quantum key distribution, quantum key management system, Q-controller, post quantum 
cryptograph, quantum cryptography
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1. INTRODUCTION

Existing network security methods are at risk due to 
the development of quantum computing. The Shor al-
gorithm, which can be run on a quantum computer, can 
endanger the security of RSA (Rivest-Shamir-Adleman) 
public key cryptography systems in a short time (Arute 
et al., 2019; Shor, 1994). Therefore, studies on quantum 
key distribution (QKD) and post quantum cryptography 
(PQC) are being conducted to improve existing network 
security methods and prevent network threats caused by 
quantum computing. QKD is the most powerful security 
method because it can use quantum properties to detect 
eavesdropping by attackers during the process of distrib-
uting keys (Bennett & Brassard, 2020). PQC improves on 
existing algorithms to prevent network security threats 
from quantum computers by increasing the level of com-
putational complexity.

Due to the influence of quantum computers, cases 
of networking with QKD have been studied worldwide. 
Typical examples of quantum cryptographic networks are 
Defense Advanced Research Projects Agency (DARPA) 
(2004) in the United States, Secure Communication 
based on Quantum Cryptography (SECOQC) (2008), 
Tokyo QKD (2010, 2013, 2015) in Japan, and the Beijing-
Shanghai backbone quantum cryptographic network 
(2016). The DARPA Quantum Network (2002-2007) was 
the world’s first QKD network, operating ten optical nodes 
across Boston and Cambridge. The SECOQC network 
consists of a trusted private network and Quantum Back 
Bone (QBB). QBB provides quantum channel commu-
nication between QBBs and operates as a trusted private 
network, making it easy to register new end nodes in the 
QKD network. Tokyo QKD is a quantum cryptographic 
network configured using the Key Management System. 
Finally, China’s Beijing-Shanghai backbone quantum cryp-
tography network combines ground and satellite links to 
form a total of 4,600 km of quantum cryptography com-
munication networking.

Various studies have shown QKD to be safe from quan-
tum computers; therefore, a variety of QKD protocols are 
being investigated (Sasaki, 2011).1 QKD can provide stable 
communication; however, it has many drawbacks with re-
gard to network configuration. First, there are limitations 
on distance. Measurement-device-independent (MDI)-
QKD is the QKD protocol with the longest distance of 

1 See also: Chen et al., 2009; Elliott et al., 2003; Elliott & Yeh, 2007; European Commission, 2017; Han et al., 2010; Langer, 2013; Peev et 
al., 2009; Qiu, 2014; Sergienko, 2005; Shimizu et al., 2014; Travagnin & Lewis, 2019; Wang et al., 2014; Wang et al., 2010; Wu et al., 2009; 
Zhang, 2017; Zhang et al., 2018; Zhao, 2019.

all QKD protocols that have been studied; it has a limit 
of 160-200 km. In addition, QKD is only capable of 1:1 
communication because keys are distributed and divided 
between devices. Finally, construction costs are high be-
cause a quantum channel must be created for each device. 
Because of these drawbacks, it is impossible to create a 
national network using QKD.

The field of PQC is being studied to resolve the short-
comings of QKD, prevent security threats from quantum 
computing while using already-built networks, increase 
the computational complexity of existing algorithms, and 
develop new cryptography algorithms so that encrypted 
data cannot be decrypted by algorithms executed on 
quantum computers. However, PQC currently has the 
drawback of long encryption and decryption times be-
cause it increases computational and temporal complexity.

Therefore, in this study a network that combines QKD 
and PQC was designed and a network structure that uti-
lizes the advantages of QKD and PQC is proposed. The 
network structure was configured using KREONET as a 
model, and there are plans to use it in the future. However, 
there are many limitations to designing a network that is 
safe from quantum computing using only QKD and PQC. 
In particular, because QKD performs only 1:1 communi-
cation and has a short communication distance, designing 
such a network incurs significant costs.

To overcome these drawbacks, we propose a QKD net-
work structure that uses a quantum key management sys-
tem (QKMS) and a Q-controller system. QKMS receives 
the symmetric key from a QKD and provides the key to 
the services that need encryption. During this process, 
QKMS creates a service key to efficiently use the symmet-
ric key received from QKD, and the key lifecycle is man-
aged to control these keys. In addition, QKMS overcomes 
the distance limitation by making it possible to relay keys. 
The Q-controller manages key relays and the QKMS.

2. QUANTUM KEY DISTRIBUTION AND POST 
QUANTUM CRYPTOGRAPHY

This section discusses QKD and PQC, which are 
needed to create a secure communication architecture us-
ing quantum cryptography. The network structure that is 
proposed in this paper provides a cryptography method 
for not only the backbone network, but also the user; 
therefore, it is necessary to improve the physical security 
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of the backbone network that uses QKD and the security 
of the user terminal that uses the PQC.

QKD uses quantum properties to safely distribute 
symmetric keys between ‘Alice’ and ‘Bob.’ It has been ex-
tensively studied as a means of reliably distributing sym-
metric keys and is now the most actively researched area. 
The most typical QKD protocol is single photon-based 
BB84, which was developed in 1984 by Bennett and Bras-
sard (Shor & Preskill, 2000). The BB84 protocol encodes 
information in the polarization of protons and transmits it 
through a quantum channel. Thereafter, the information 
is compared to obtain the same key. The polarization state 
of the proton changes due to measurement according to 
the principles of quantum mechanics; therefore, the error 
rate increases during the process of comparing informa-
tion, and it is possible to determine the presence of an 
eavesdropper. In addition to this, QKD protocols are be-
ing studied in the form of various methods such as MDI-
QKD and continuous-variable (CV)-QKD, along with 
satellite-based QKD systems. The following Table 1 sum-
marizes the contents of various QKD protocols. Criteria 
for KREONET application were defined and each QKD 
protocol was analyzed.

The QKD to be used in the Secure Communication 
Architecture proposed in this paper is not limited because 
it should be applied in various environments. However, 
there should be an interface and standard to obtain the 
key generated by QKD (ETSI, 2019, 2021; Länger & Len-
hart, 2009). This is covered in detail in Section 3, QKMS.

PQC is being studied to resolve the shortcomings of 
QKD. It refers to a cryptography algorithm that can use 
existing network structures and cannot be decrypted by 
quantum computers. Because of these advantages, the 
National Institute of Standards and Technology (NIST) 

has been verifying various PQC algorithms, after a public 
call for standards in 2016 to standardize PQC. The types 
of PQC algorithms that are being studied include multi-
variate, code, grid, isogeny, and hash-based cryptography. 
Table 2 below shows the three round algorithms selected 
by NIST.

In the secure communication architecture proposed 
in this paper, the PQC algorithm is used in the user and 
institutional sections. The PQC algorithm is used among 
the algorithms selected in the third round of NIST. The 
reason for analyzing the selection of NIST before select-
ing the PQC algorithm is to apply it as a standard for the 
PQC algorithm in the future. Various services cannot be 
provided if a non-standard PQC algorithm is used in a 
quantum cryptographic communication network that will 
provide various vendors and services. Therefore, in this 
paper we will apply TLS v1.3, which can apply the PQC 

 Table 1. QKD protocol

BB84 E91 SARG04 DPS-QKD COW-QKD TF-QKD MDI-QKD CV-QKD

Distance (km) 70 - 90 260 125 550 390 140

Star topology Middle Low Low Middle Low Low High High

Complexity Middle High Middle Middle Middle High High Low

Cost Middle High High Middle Middle High High Middle

Utilization Low Low Low Low Low Low Low High

Key rate 3×10-7 5×10-7 1×10-5 1×10-38 9×10-5 2×10-6 5×10-6

Difficulty Middle High Middle Middle Middle High High High

QKD, quantum key distribution.

Table 2. PQC algorithms on 3 round NIST

Finalists Alternates

KEMs/Encryption Kyber Bike

NTRU FrodoKEM

SABER HQC

Classic McEliece NTRUprime

SIKE

Signatures Dilithium GeMSS

Falcon Picnic

Rainbow SPHINCS+

PQC, post quantum cryptography; NIST, National Institute of Stan-
dards and Technology.

http://www.jistap.org
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algorithm, and then apply the PQC algorithm in future 
work. In addition, the PQC algorithm is applied to TLS 
v1.3 and used for sections where QKD cannot be installed.

Therefore, to design a cryptographic communication 
structure that uses quantum cryptography, research must 
be conducted on not only QKD but also PQC applica-
tions. In this paper, we propose a method that uses QKD 
to set up completely safe intervals and the PQC algorithm 
to decrease costs and increase network users in the future.

3. QUANTUM KEY MANAGEMENT SYSTEM

This section discusses the QKMS in detail. The QKMS 
receives symmetric keys from the QKD, generates service 
keys for an efficient key usage rate, and provides keys that 
are suitable for service security requirements. In addition, 
the QKMS performs key relay functions to allow long-
distance QKD communication and performs key manage-
ment to provide a stable cryptography service. Table 3 lists 
the required functions of the QKMS.

As shown in Fig. 1, the QKMS is an essential compo-
nent for creating a network with QKD. The structure of 

Table 3. Function of QKMS

No. Function Description

1 Key Management ·  Receives quantum keys from QKDE and stores, deletes, or checks them.

2 Life Cycle Management 
(Quantum Key)

·   Defines the quantum key’s life cycle state transition diagram and manages the quantum key 
life cycle.

3 Service Key Management ·   Generates a service key based on the quantum key when the QKD application service’s 
cryptography key is requested, and provides functions for allocating, updating, deleting, and 
verifying keys according to the service security requirements.

·  Manages service keys and sets policies in response to insufficient quantum keys.

4 Life Cycle Management 
(Service Key)

·  Manages service key life cycle.

5 Adapter ·  Supports the QKD application service manager and QKD application service adaptor for 
linking various QKD application services (e.g., supports all URI/IP address format service 
key requests, etc.).

6 Routing Table ·  Generates a route setting table by making requests and receiving responses from the 
Q-controller when a route setting item for a given destination is missing (Manual/Auto).

7 Key Relay ·  Relays quantum keys (that were generated by the quantum random number generator) 
between trusted nodes until reaching the requested destination based on quantum keys 
generated between QKMSs on a route.

·  Performs key synchronization and saves and manages key states during the key relay 
process.

8 QKDE Management ·  Registers, deletes, and checks QKDE.
·  Controls (initializes, restarts, stops) QKDE.
·  Sets up QKDE, controls polices, and checks information.
·  Supports QKDE adapter.

9 QKMS Management ·  Controls (initializes, restarts, stops) QKMS.
·  Sets up QKMS modules, controls policies, and checks information.

10 State Management ·  Detects physical and software disruptions in quantum cryptography communication 
network components.

·  Stores and checks disruptions, classifies disruption types, and notifies of disruptions.
·  Provides recovery or restart functions via a database when disruptions occur.

11 Monitoring ·  Checks QKDE performance (raw key creation rate, QBER).
·  Sets up and checks QKD network and QKMS network topology.
·  Checks QKMS-related channel (public, quantum) state information.

QKD, quantum key distribution; QKMS, quantum key management system; QKDE, quantum key distribution entity.
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the QKMS was designed as shown in Fig. 1 to perform the 
required functions listed in Table 1. The essential compo-
nents of QKMS are Key Management Agent (KMA), Key 
Supply Agent (KSA), and Key Relay Agent (KRA). The 
KMA is a module that receives symmetric keys from the 
QKD and reformats the keys for efficient key usage. In 
addition, it is necessary to perform functions such as en-
suring storage space using key life cycle management and 
reducing the error rate when synchronizing keys. To reli-
ably perform the functions, the QKD protocol abstraction 
layer must perform an adapter role to receive keys that are 
generated by the various types of QKD, so that the Quan-
tum Key Distribution Entity (QKDE) manager module 
can receive information related to QKD and maintain 
a stable network. A key receiving protocol based on the 
ETSI QKD 014 standard must be configured to allow the 
adapter to receive stable keys. The KSA is a module that 
provides keys suitable for service security requirements. 
To provide these keys, the KSA must be designed to sup-
port various services through an network entity (NE) pro-
tocol abstraction layer, and to perform all tasks related to 

the service keys. Finally, the KRA is a module that relays 
keys for long-distance quantum cryptography commu-
nication. To efficiently relay keys, the KRA must use the 
QKMS manager to check the state of the components and 
the topology and set up of key relay routes.

Fig. 1 shows that the QKMS requires various modules 
in addition to KMA, KRA, and KSA. QKMS has a 1:N 
structure that can be linked to multiple QKDs; therefore, it 
must be able to distinguish keys generated by each linked 
QKD, and the messages for sending and receiving keys 
must be in the same format. Therefore, the messages sent 
by heterogeneous QKD devices are converted to the ETSI 
QKD 014 standard format in the QKD protocol abstrac-
tion layer, and the keys are sent to the KMA. The system 
manager controls the QKMS itself and manages each of 
the modules. Finally, the state agent ascertains the states 
of the QKMS-linked QKD, the QKMS, and the channels, 
as well as monitoring their performance and key states. In 
addition, the QKMS-QKD section is defined as a security 
setting zone, and the QKMS-User section can be safely 
key transferred by applying the PQC algorithm.

http://www.jistap.org
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Fig. 1. QKMS structure. QKMS, quantum key management system; QKDE, quantum key distribution entity; KMA, key management agent; 
KSA, key supply agent; KRA, key relay agent; RNG, random number generator; OTP, one time password; NE, network entity; PoTN, 
packet optical transport network.
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Table 4. Function of Q-controller

No. Function Description

1 QKDN Management ·  Registers, deletes, and checks QKDN components.
·  Provides QKMS settings, policies, control, and information checks.
·  Recognizes quantum cryptography communication network topology.
·  Uses a least-distance algorithm based on weights (available resources, etc.) to calculate routes 

for relaying quantum keys from the source QKMS to the destination QKMS based on quantum 
cryptography communication network topology information when a route request from a QKMS 
occurs.

·  Relays route setting messages to all QKMSs on a route based on calculated route information 
and reflects this in each route setting table.

·  Provides authentication and security between QKDN components and interface/protocol.

2 Key Profile Management ·  Registers, changes, checks, deletes, activates, and deactivates key generation profiles that are 
shared between domains.

·  Provides the user with an environment that can be set up in the Q-controller and QKMS.

3 Key Relay Route 
Management

·  Generates all available key relay routes between QKMS according to the key generation profile.
·  When key relay routes are generated, the relay cost is calculated using the number of quantum 

key resources.

4 Policy and Settings 
Management

·  Sets and checks the system’s key provision policies.
  * Provision policies: service key validity time, quantum key size, minimum number of quantum 

keys held, maximum number of quantum keys held, and maximum number of service keys that 
can be provided at one time.

5 Service State Management ·  Manages key generation states for each key generation profile.

6 QKDE Device Management ·  Registers, changes, checks, and deletes QKDE devices in the system.
·  Initializes, restarts, and stops QKDE devices that are registered in the system.

7 QKMS Device Management ·  Registers, changes, checks, and deletes QKMS devices in the system.

8 QKDN Topology 
Management

·  Sets and checks the QKMS registered in the system and the topology information of QKMS.

9 Channel State Information 
Check

·  Receives QKDE device channel (public/quantum) state information from QKMS.

10 Performance Management ·  Sets information for each performance index, such as the collection period, reporting period, and 
URL of the server to report to.

11 QKDE Performance 
Information Collection

·  Collects performance information, such as throughput, response delay, quantum key error ratio, 
quantum key loss ratio, and availability.

12 QKMS Performance 
Information Collection

·  Collects system resource performance information, such as CPU usage rate, memory usage rate, 
and disk usage rate.

13 Q-controller Performance 
Information Collection

·  Collects system resource performance information, such as CPU usage rate, memory usage rate, 
and disk usage rate.

14 Disruption Type 
Management

·  Assigns and manages disruption codes for each disruption type.
·  Registers actions for each disruption type and performs disruption handling.
·  Disruption handling action examples:
  - Operator alarm, set alternate key relay route, no action, etc.

15 Disruption Life Cycle and 
Severity Levels

·  Classifies disruptions as alarms or faults and manages them.
  -Alarm: Disruption that requires life cycle management according to state changes.
  -Fault: One-time disruption information.
·  Disruption levels are divided into 6 stages and managed.

16 Disruption Information 
Storage/Check 
Notification

·  The controller receives disruption information from QKMS, stores it in the database’s disruption 
table, and notifies the operator. The operator uses a GUI to check the Q-controller disruption 
history.

QKDN, quantum key distribution network; QKMS, quantum key management system; QKDE, quantum key distribution entity; GUI: graphical 
user interface.
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4. Q-CONTROLLER

The Q-controller performs the overall management of 
a quantum cryptography communication network that 
consists of QKMS and QKD, and is responsible not only 
for managing the quantum keys generated by QKD within 
the quantum cryptography communication network, but 
also for managing the service keys generated by QKMS. It 
also manages the component devices and channel states 
that make up the quantum cryptography communica-
tion network. In addition, The Q-controller monitors the 
performance of each device to create a seamless quantum 
cryptography communication network, handles disrup-
tions that occur while managing the devices, and provides 
notifications about them. Table 4 lists the required func-
tions of the Q-Controller.

The Q-controller, which performs the functions in 
Table 4, is a device that allows for centralized management 
when creating a quantum cryptography communication 
network. It is composed of four modules, as shown in Fig. 
2. The quantum key distribution network (QKDN) man-
ager module manages its component devices and provides 
a live update function that allows state information to be 
checked in real time. It also performs functions that allow 

disruptions, performance, and key states to be checked 
when examining state information. In addition, it can 
set policies in the key management network, and check 
the current state of the network. The topology manager 
checks and manages the quantum cryptography com-
munication network’s topology state to allow for efficient 
key relaying by determining optimal routes when relay-
ing keys within the QKMS. To efficiently perform the key 
relay function, the key relay manager checks and manages 
the key generation states from QKMS, searches and gener-
ates relay routes, and generates alternate routes to handle 
relay route disruptions. Finally, the state manager receives 
notifications regarding disruptions, handles these disrup-
tions when they occur in the components of the quantum 
cryptography communication network, and receives key 
state and performance information.

The Q-controller consists of an authentication layer, in-
terface, and a graphical user interface (GUI) server in ad-
dition to the four main modules. Because the Q-controller 
is linked to the QKMS and users, only the authenticated 
QKMS and users should have access; the authentication 
layer checks this process. A GUI client is used to allow 
the administrator to easily access the Q-controller, and 
the GUI server allows the Q-controller to be operated by 

http://www.jistap.org
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Fig. 2. Q-controller structure. GUI: graphical user interface; QKMS, quantum key management system; QKDN, quantum key distribution network.
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sending and receiving messages.

5. SECURE COMMUNICATION ARCHITECTURE 
APPLYING QUANTUM CRYPTOGRAPHY

This section proposes a cryptographic communication 
structure that consists of the aforementioned QKD, PQC, 
QKMS, and Q-controller. The structure was designed 
based on a science and technology research network (Kim 
et al., 2018; KREONET, 2021; Park et al., 2010). In this 
network, a backbone section was designed focusing on 17 
regional network centers in Korea. Because each regional 
network connects to all users, it is necessary to create a de-
sign that improves the security of the connections between 
users to build a quantum cryptography communication 
network based on the science and technology research 
network. Therefore, a network structure that consists of 
the QKD, PQC, QKMS, and Q-controller was designed to 
build a quantum cryptography communication network 
based on the science and technology research network.

Fig. 3 shows the design of the national research 
network-based quantum cryptography communication 
network. The backbone sections and the sections between 
the backbone and the organizations are designed with the 
QKD, which is expensive but stable. The sections between 
the organizations and the users are designed with PQC, 
which has a lower stability and design cost than QKD and 
is able to use the existing network. The QKMS was includ-
ed to efficiently link the QKD and PQC and manage the 
keys that are distributed by the QKD. The Q-controller 

was included to organize the overall quantum cryptogra-
phy communication network.

If the quantum cryptography communication network 
is implemented as in Fig. 3, a centralized administrator 
can manage the network via the Q-controller, and quan-
tum cryptography communication can be set up. The Q-
controller receives the QKD, QKMS, and channel state 
information via each QKMS, and can manage disruptions 
in components. In addition, the Q-controller calculates 
efficient key relay routes, and relays commands to each 
QKMS to make long-distance communication possible.

For Alice and Bob to perform quantum cryptography 
communication as shown in the figure, the following pro-
cedure is carried out. 1) Alice sends a quantum cryptog-
raphy communication request to a nearby QKMS, and the 
QKMS relays the request to the Q-controller. 2) The Q-
controller checks the recipient of the message, calculates 
the route, and relays key request messages to each QKMS 
on the route. 3) The QKMSs that have received requests 
send generation request messages to the QKD, and the 
QKD generates the keys. 4) The keys are relayed along the 
route by the Q-controller, and the QKMS near Alice and 
Bob share symmetric keys. 5) The QKMSs perform en-
cryption via the PQC and relay the symmetric keys to Al-
ice and Bob. 6) Alice and Bob communicate by encrypting 
data using the shared symmetric keys.

6. SIMULATION

This section deals with the results of verifying the 

Network topology

Network layers

A

B

C
D

E

FAlice

Bob

Bakcbone

Service layer

QKMS layer
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QKD

A B
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D
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FD
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Fig. 3. Secure communication 
architecture applying 
quantum cryptography. 
QKD, quantum key distri-
bution; QKMS, quantum 
key management system.
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proposed quantum cryptographic network design. The 
simulation environment consists of one Q-controller and 
three QKMS nodes as shown in Fig. 4. QKD is replaced 
by a simulator because it is currently in the development 
stage (Ma et al., 2016). The verification scenario is carried 
out in the following Table 5.

The verification results are checked for each verifica-
tion stage as follows. First, Fig. 5 confirms the key gen-
erated by the QKD simulator in QKMS1 and 2. It was 

confirmed that QKMS1 and QKMS2 have the same sym-
metric key.

The next step is the function of the QKMS to reformat 
the received key for efficient use (Krawczyk & Eronen, 
2010). The reformat function confirms that 10 keys with 
8 length are generated with 80 length keys, and using 
the reformatted keys, QKMS1 relays to QKMS3 through 
QKMS2. After completing the relay, the QKMS1 and the 
QKMS3 synchronize and match each other’s keys to check 

Table 5. Verification scenario

Step Content Verification function

1 Key generated by QKD simulator received from QKMS (QKMS1-2, QKMS2-3) The function of key receives

2 QKMS reformat the received key (QKMS1-2, QKMS2-3) The function of key reformats

3 Key relay via QKMS2 The function of key relay

4 Synchronize keys on QKMS1, 3 The function of key synchronizes

5 Service key provided by QKMS1, 3 The function of key supplied

QKD, quantum key distribution; QKMS, quantum key management system.
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QKD
(simulator)

QKD
(simulator)
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Fig. 4. Simulation environment. 
SAE, security application 
entity; QKD, quantum key 
distribution; QKMS, quan-
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Fig. 5.  Key generated by QKD 
simulator in QKMS1 and 
QKMS2. QKD, quantum 
key distribution; QKMS, 
quantum key manage-
ment system.
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the relay result. The Fig. 6 shows a state in which QKMS1 
and QKMS3 have the same key as each other through a 
key relay.

Finally, it is confirmed that the symmetric keys of 
QKMS1 and QKMS3 are supplied to perform the role of 
QKMS. The Fig. 7 is the result of SAE1 and 3 confirming 
the supply to the security application entity (SAE) con-
nected to QKMS1, 3. It was confirmed that the two SAEs 
received a symmetric key.

7. CONCLUSION

This paper proposes a quantum cryptography commu-
nication network that consists of a QKD and PQC. The 
QKMS was used to overcome the disadvantages of QKD, 
including the 1:1 communication and distance limitations, 
and a stable quantum cryptography communication net-
work was constructed by substituting PQC for QKD at the 
user end, as QKD cannot be installed at the user end and 
incurs a high cost. The proposed quantum cryptography 
communication network uses the QKMS to incorporate 
networking into the QKD and to relay keys using PQC. 
The functions of the QKMS were defined and designed 
to manage the QKMSs that make up the quantum cryp-
tography communication network and set efficient key 
relay routes. The processes that constitute quantum cryp-
tography communication between users via the designed 
items were shown for each layer, and a stable quantum 
encrypted communication method was proposed. In fu-
ture studies, the QKD that is currently implemented in 
the simulator will be converted into an actual QKD and 
linked to the QKMS, and an actual quantum cryptogra-
phy communication network will be applied to a national 
science and technology research network.
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