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Abstract The International Maritime Organization, which is in charge of the international maritime environment and ship safety, has
rapidly promoted cyber systems for international dimension agreement and efficiency improvement and improved nautical efficiency.
Nevertheless, maritime cyber system attacks still occur every year, and in particular, the number of international maritime cyber security
incidents in 2021 appeared to increase sharply compared to 2020. This paper discusses the areas that should be taken into account in
order to reduce the increasing sophistication of maritime cyber security. To this end, we will look at typical cases of cyber attacks that
have increased sharply in 2021 and analyze the causes of the continuous occurrence of maritime cyber security incidents. In addition,
we present several cyber system proposals regarding the current state of maritime cyber systems and the solutions to the problems they

face, as well as the matters to be addressed for future maritime cyber systems that will be advanced.
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Fig. 1. Age distribution of the global fleet, share of the
global carrying capacity, 2012 - 2021.[1]
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Fig. 2. Maritime Cyber security cases in 2020 ~ 2021.
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