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Abstract : With the development of digital technology, the marine environment is expected to change rapidly. In the case of autonomous vessels,
technology is being developed in many countries, and the international community has begun to discuss ways to operate it. Changes in ships cause
changes in the marine traffic environment and urge changes to aids to navigation. This study aims to analyze the cyber security management awareness
of VIS personnel to improve the cyber security system for aids to navigation. To this end, the current status of cyber security management was reviewed
with a focus on VIS, and a survey was conducted on VIS personnel. The survey analysis used the IPA methodology, and as a result of the analysis, a
clear difference was observed in the perception of cybersecurity between those with experience in security and those without experience. In addition,
technical measures related to cyber-attack detection and blocking should be implemented with the highest priority. The results of this study can be used

as basic data for improving the cyber security management system for aids to navigation.
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Fig. 1. Survey participant.
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Table 2. Risk factors by security area

Security Area Risk factors in case of control failure
1 Raise awareness and train employees on how
to protect information
) Control the use of portable media (USB,
Administrative portable PC etc)
security i
3 Maintenance of S/W tools such as H/W,

S/W upgrades and anti-virus (V3, etc.)

4 |Establish emergency plans for cyber- attacks

Restrict and control access to network ports,
5 |protocols, and services (such as login password

settings)
Technical | ¢ Detect, block, and warn against cyber-attacks
Security through the system

Control remote and wireless access by using
encryption key (ex. WiFi)

8 |Support data backup and recovery function




Security Area Risk factors in case of control failure

9 |Set physical security zone and control access

Ban on carrying out any equipment,
10 |information and software outside without
prior approval

Phys1§al Ensure continuous availability (emergency
Security . :
11 |power supply, etc.) and integrity (sensor
connection, etc.) of equipment
Confirm removal of data and S/W license
12 |when discarding equipment including storage
media
Bl Fopd Fopy M ede IPA F4& Fd $AE
95 AP IPA EH S FL SH ) FLme} WEE 3
o] A¢AE W w7} ok (Martilla and James, 1977). 4] 9]
F8 &yo] AYHW UEXAE B3 oleE £y sn
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dit EG 2 xEFL £ FREC|, YEL £4e)
RERoh MEY At & Mo R FAue] o, |
AREE A FUE fAS7] A8 %19 welt Be
F ALFAGGolth, MR HY Y JHoT Fa
L SN Aabe 12 doolth AkEHEe A7
= & Fojoltt 4r}
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=]
-
sH4 23] Wil A4 AFH T

RIS

]
g
—
Quadrant 2 Quadrant 1
Possible overkill Keep up the good work
8
&
o
:
G2
=9
Quadrant 3 Quadrant 4
Low priority Concentrate here
2
-
Low Importance High

Fig. 2. The standard IPA chart.
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Table 3. Working area and Security working experience

E AT E IPA EA4S 9] VIS 1Yol Al Table 22
, 71eA, B2l ®Bete] ok Adacls dido=

ZAE 53 HEw

shel =&

Working experience
. Yes No Total
Working area

Center director 1 1 2
VTS Operator 2 17 19
Information protection 5 - 5
Facility 3 1 4
Total 11 19 30

(2 =27 +HEE

dE A, 71=A, B A Eopd Alelw K Hekd A
8219 73 55 ZASIGIT). Table 42 #-opd &
< Yepdth 8 5ol ot Ayb= Bk A
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Table 4. Implementation of cyber security vulnerability improvement

factors
Security work | No Security work
i experience experience
Security Risk factors pe pe
area Persons Rate Persons Rate
(%) (%)
Raise awareness 9 81.8 8 42.1
Portable media
Administr control 9 81.8 6 31.6
ative p—
security W, SW 8 72.7 8 4.1
upgrade
Contingency plan 6 54.5 7 36.8
Network control 9 81.8 7 36.8
Detection cyber
4 36.4 8 42.1
Technical attacks
Securit
Y | Wireless access 6 545 6 316
control
Data back-up 9 81.8 8 42.1
Physical security |10 1 909 | 19 | 526
area
) Access control 10 90.9 10 52.6
Physical :
Security | Secure continuous 7 636 7 168
availability ’ ’
confirming 3 27.3 3 15.8
removal
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