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A Study on Data Compliance Measures of Digital Healthcare
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Abstract ‘Data’ is the key component that leads Digital Healthcare. Most of the Healthcare
Data is personal information of data subject and includes Sensitive Information. It is very
important for companies to use data lawfully and safely during the lifecycle of data collection,
use, provision, and destruction. However, small and medium-sized enterprises(SMEs), ventures,
and startups, which account for 78% of the Healthcare Services Industry, have had difficulties
in performing tasks related to personal information protection. The personal Information
Protection Act's requirements depending on the purpose of using Personal Information are
different. Also, the requirements for each personal information lifecycle are varied. Therefore,
this study suggests six purposes for companies to use healthcare data. It examines the
considerations during the lifecycle in which personal information is collected to be destroyed.

Key Words : Data Compliance, Data Privacy, Digital Healthcare, Personal Information Lifecycle,
Personal Information Protection Act

1. M2 og o} A7 5 iAol Aulo] HSkE 7 o=
Ae oulaie), s BaelRyRe] A} ot
27 o]FolAA HAE AAYL 4T 5 Q=
o} sleislo] glosi, dole 24, $4, A4 7
SAE =L BRYAZE YERta QITH1L
AASAAA T AARE = A" AAA o] A
This paper has supported by the Commercializations Promotion Agency for R&D Outcomes grant funded by the Mini
stry of Science and ICT (2022, Local industry-connected university Open-Lab fostering support project)
Departmet of Healthcare IT Engineering, INJE university

*Corresponding Author: Departmet of Healthcare IT Engineering, INJE university (jinhong@inje.ac.kr)
Received April 11, 2022 Revised April 19, 2022 Accepted April 20, 2022

HAE daAols AAA 0] AR ICT(HESA
127t e85 7l A3 des Belske A
Yo, Hlolg 7Hte] bqAd daAo] g4l d
270 HiolgE 574, 5%, £4, &8sk HHNA

N




CIXE A0 AHIAS| CIOJH HE2f0|2A

gl2Af o wh=r, 202049 =i HAE dAA ] 4
o] miE R °oF 1£ 3,5009 ¥olH, 15 A5%
e MEIA(E&EEL AAA o Aujx, owd
B ZHE 5)7F 55.6%% 7P w2 HlES AASHA
oH2l.

OAE IAAE ol Sy 24E HolE o]
o d2A] HolHe dedezs ¥Y HolA A
dHAL SHEMA, FHE Ve HEa oot
Ak AEA Ao AR 2 ggtol ‘ﬂ}eﬁﬂ d
ojufar gler, 2tolzz(lifelog) HolE 2} 22
€ HelAE A2 DA HlolESo] A=l ‘3&
=% Aulaz 2R AR

Pl tform

@D>®

Big data
Healthcare Service
auﬁ
(Max ml.\)t turer, SW Sul

Lifelog data
Activity, Sleep, Steps
Biometric data :

Heart Rate, Blood pressure

&0
o sy m P 4
E¢ @ Health Information Medical Treatment i
& Healt Srvening
nformation
Smart Device Hospital & Public institution

O3 1. AA MHIA &
Fig. 1. Architecture of Healthcare service

gloleig APgol AARHL, AVt AES oEshe
59 WS} Qo AL R WaAe] Hol]
ML o2 FEIHE Aol HEEtT &
ck oIS El48 Bl Ayl 30 o
She WAl HoleE ojRE FRFAY el
o, lolel B4 A79nE Eec, A
w5y A23zol maEw, NAARE ALY, =
SE-AYY 719 s, 34 290, A4, 4
Sol T AR, 1 9to] Au FR|) AR BAS
Jolet 9247} Sl QAR 24, WAA] Hlojelo)
Fgho] Ee el AARE WrgRo] SR,
R Qe Qe o et BEE wo
Solsto] chjo} @k AL WEol et
QAn AR )2 W 4 AHRE 97
EAIE won|, Bxjo] GAH BeT AelEH

[s]

_‘?_
=
2
-

l-‘IHIFUIOL

.
=
%

%

L

o
ol

rl:l

b

o

Loty

He ao|majo2e z402 135

el

ot &7 - i

€ w7|sfoF eet4]. mebA, 7192 Hloly 4 3

o1&, AlF, 3]=e HlolE 2o]zAtolZ(Lifecycle)
B2t HlolelE 5ot QoA E-8ok= Aol ui-¢-
Z85}

U tAE AA 0] AJS Fa- WA, AFEY
o] 72%% TEES }x|3h=t|[2], 7ol K K5 oY

S7F AARE 20219 A Jﬁlﬁi Azl T2
W, 7199 el AFgle] /PR B gt &
942 A vehgdou 71949 vt ZopdeE
H HES g olal7t of¥h & S Hlgo] Eot

= &3S 2dblEE 1.

N

H 1 HOINEES AP T OH2ARRN%)
Table 1. Difficulties related to Personal Information

Protection(%)
- - 50~ .
Number of employees 5 | 5749 299 300
Complexity Qf proce;smg 474 | 108 | 426 | 510
personal information
Difficulty in understanding 358 | 337 | 302 | 266
the relevant laws
Lack of professional 294 | 321 | 305 | 240
personnel
Lack of prlyacy—related 051 | 296 | 344 | 244
skills
Budgetary deficit 256 | 186 | 11.7 | 55
Operation of personal
information protection 11.7 | 155 | 188 | 234
education program
etc. 95 | 10.3 | 106 | 182
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Table 2. Classification of Purposes of Personal
Information Use

Classification

Used for the
purpose of

Purpose

the provision of original service

operation of the|the advancement of original service
original service,

etc. the expension of original service

Used for new service development

purposes other [ provision of pseudonymized data

than original
service

providing and selling data to other
companies
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Table 3. Considerations of Personal Information use

Step Action
Have privacy officer and related department
|dentify minimum of personal
) information
Determine - -
) Verify whether user consent is
particulars !
required
o be Verify personally identifiabl
Cgllec collected Qr y per onally iden ”a e
tion information and sensitive
information
Draw the |Consent form for collection, use,
required and provision
document
up Privacy Policy

Use for purposes of consent and notification

Use Establish an internal management plan

Guarantee rights of user

Verify whether provision is
necessary

Prglxq/ls Provision Obtain user consent
i Encrypt data when transmitting
Outso Notify outsourcing personal

information processing
Manage and supervise the

urcing] Outsourcing

outsourcee
Destroy to the extent is not recoverable or
Destru revivable
ction Verify related statutes

Personal information validity period plan

ru

5 &
UAg AaAolg BEE oJzet ICTS §32 7
S3ieT glom, el AgwE Aula B AL
Ada A2 Agolet. Ee B njoldo]El7}
AgEicke, tAE WaAe] Aul2st At g
Furs] o]old Ao dpgEi, TAE Warol
o Wizl Hojeol WA} Hol E3elo]
QU] whgo] A3A BEIF FAO) AU BT
ot A FA Teilolof T,

£ ATolAE Wil HolHg A8sHs 7UE
o Aol HolEE B BAS % 7HA, )Y
Hpl2o] AZ, DA ABlso] IS, 3 AH|A
gL Q) AGTE A9 HATF AL A, 5)
719 A2l 5% vole AT, ORI Hold A3

9 woste A9 AXSGt 19T AdgEst
47, 018, A, I, sl eolmaole] g
AR SN £45 919 Tejslof sk ARRE 7
7 AwRor,

giet 7]9jo] Qg E B o] FHake oJBE 9
SE wol T4, Tt Rajshed, ol
Q4B T gAsl WA AT HAEAE 7]
OIYHEAE BT 0} Aekstel Heirg R
3}, A8Ate] Bol2 guleA SAMER, AHgA]
A Eoleke g guted QuEx|, Hel 24
S AR, BuFA] Al BT A9
BE guld] WA, 71ed Beld B
49 9] ojRg Seldih

web, 7]950] Waso] AulzolA Holeg &
83134 3 ), FRIIA SHe Falo] 2 elolq
AR oA 7119 B4 5 ol Aol gsHeA] &
QIS 7 BAo] BRol Tt WA 274 o3
3ol HQIgR. BolmAto]Z Bt Telsfof h AR
S& Fatt, 719lo] At AsH AR

=
£ 282 & 9 Aol 7kt
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