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Abstract

The main purpose of the study is to analyze the main aspects of
state regulation of the banking business in the context of social
and digital transformation. One of the key elements of the
functioning of the economy of any country are banks that ensure
the redistribution of financial resources and stimulate economic
growth. However, the banking sector, like other activities, is
dynamic and depends on the pace of development and forms of
technological progress that affect the forms and types of
information and digital technologies, as well as the globalization
and remoteness of banking services. Accordingly, the need for
effective implementation of the latest technologies becomes
relevant, which will not only help increase consumer satisfaction
with the banking product, but also ensure the development of the
country's financial sector. As a result of the study, trends in the
development of state regulation of the banking sector in the
digital economy were identified.
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1. Introduction

The concept of digitalization should be defined
as the practical transformation of processes or objects
that are initially (partially or completely) physical or
analog, into their full or partial conversion into
digital ones, that is, based on discrete signals. The
effect of digital transformation, in addition to
potentially increasing efficiency, is that it makes the
facility more adaptable and flexible to modern
conditions of technological development, which
allows increasing the level of customer satisfaction
and the availability of any services [1].

The latest elements of the financial system, known as
FinTech, are based on the widespread use of digital
technologies in the sale of financial services. In the
banking market, their activities and product offerings
include banking (including mobile payments),
personal loans (P2P), insurance, and even financial
advice, which have historically been considered part

Manuscript received April 5, 2022
Manuscript revised April 20, 2022

https://doi.org/10.22937 /IJCSNS.2022.22.4.10

of a comprehensive traditional banking service.
FinTech companies are focusing on three main retail
banking segments where there is an opportunity to
close the gap between customer expectations and
financial institution satisfaction. The development of
these business models is based on such basic
characteristics as accessibility, transparency, ease of
attracting customers, ease of use of financial
instruments and banking services, attractiveness to
the client, as well as compliance with the original
specialization [2].

Today, the financial industry is paying more and
more attention to the ideas of digital ecosystems and
platforms specific to FinTech. Relatively recently,
banks began to introduce the creation of financial
supermarkets, where a wide range of products and
services was presented to the client, not only banking,
but also offers of companies cooperating with the
bank. A certain approach will be beneficial and
profitable for all parties involved: for customers, for
the banks themselves and their partners, who were
able to scale the sale of their products at the expense
of customers of financial institutions. In addition,
banks have been able to reduce the costs of
traditional positioning of their own services and
customer service, as well as create additional sources
of revenue generation by developing new products
and modifying them in accordance with the modern
environment.

One of the forms of digitalization in the banking
sector is the creation of a financial ecosystem, which
acts as a logical continuation of the main activity of
the institution, and is also a method for solving
existing problems related to the efficiency of the
main activity of the institution in the traditional form,
through its transfer to the Internet. This is also
implemented using mobile applications, chat bots,
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online assistants, etc. Today, the transition to a digital
world has become a common trend for all market
participants [3].

Based on the above aspects of the modern
digitalization of the banking sector, an important task
is to study the main aspects and mechanisms of
public administration of the banking business in the
context of the social and digital transformation of the
economy.

2. Methodology

To achieve the goals and solve the tasks set, the
following research methods were used in the work:
systemic, scientific abstraction (in the study of the
essence, hierarchy and constituent elements of the
banking business system, effective interaction
between domestic and foreign banks), historical,
logical (in the study of the current state and genesis
digital transformation of the banking business and its
state regulation in the world, identification of
development trends), induction and deduction (to
identify the features and patterns of the digital
transformation of the banking business, obtain
conclusions and provide recommendations on
mechanisms and models for regulating the activity of
state regulation of the banking sector in the context
of digital transformation) , analysis and synthesis (for
understanding the integrity of the banking sector
system as an economic object, determining its
functions, principles and types), economic and
statistical (for assessing the development of the
banking sector in in the context of digital
transformation, tossing of regulatory instruments by
state bodies), tabular, graphical (for a visual
reflection of the identified trends, dependencies and
patterns of state regulation of the banking sector in
the context of digital transformation).

The information base of the study is the
legislative and regulatory legal acts of foreign
countries, EU directives, information and statistical
materials, other public authorities and
administrations, official reports and materials of the
International Monetary Fund (IMF), the World Bank
(WB), the Basel Committee on Banking Supervision,
monographs, publications of authors, scientific-
methodical and reference literature, materials of
banks, Internet resources.

3. Research Results and Discussions

The inefficiency of the banking activity is manifested
in the failure to fulfill the functions assigned to it and
causing economic crises. The state should prevent
such situations in the banking sector, both at the level
of individual banks and in the system as a whole.
Negative trends in the banking system of the state are
fraught with general economic instability.

The risk of such situations can be reduced due to
the implementation of consistent state regulation of
both the economy as a whole and the banking sector
in particular. Since overcoming banking crises cost
the governments of countries much more than their
prevention, therefore, in many economically
developed countries, preventive means of regulating
the banking system are preferred.

The banking system supports the smooth
functioning of the country's economy, servicing cash
and non-cash payments, storing funds of legal
entities and individuals, providing them with credit
resources and many other types of operations.
Banking is characterized by a high degree of risk,
because banks operate under the constant threat of
losing money and bankruptcy. Therefore, the fight
against risks is an important task for the entire
banking system, and ensuring banking security
becomes the cornerstone of the mechanism for
ensuring the financial security of the state [4]. The
existing problems in the banking system in modern
conditions are exacerbated as a result of the rapid
development of the information economy, which is
radically changing the payment landscape of entire
countries and threatening the existence of the
banking system as such in our usual sense. The
situation, which is objectively difficult for banks, is
exacerbated by the fact that the transition of the
economy to digital rails in the world is carried out at
a very fast pace, leaving banks with virtually no
choice. Those institutions that want to stay on the
market must quickly adapt to a fundamentally new
reality [5].

Thus, banks are forced to integrate into the
digital  ecosystem, including the  gradual
abandonment of cash transactions, the development
of new types of payments and transfers, the
introduction of mobile applications, contactless
payments, online lending, electronic money, etc.
Under the influence of these processes, the world is
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gradually merging "classic" banks and fintech
companies, because only such a merger in the future
can meet the growing requirements and rapidly
changing and transforming needs of customers.

Generalization of specialized scientific literature on
state regulation of the banking sector has made it
possible to establish that modern science highlights
certain indicators of the success of state regulation of
the banking business in the context of social and
digital transformation of the economy (Table 1).

Table 1: Indicators of the success of state regulation of the banking
business in the context of social and digital transformation of the
economy

M Indicator

ensuring a sufficient level of capitalization of the banking
system,;

2 ensuring its profitability and profitability;

ensuring liquidity of the banking system; ensuring a balanced
structure of national and foreign exchange assets and liabilities;

ensuring competition and financial inclusion; ensuring the
development of the e-infrastructure of the country's banking
4 system and new areas of the information economy in the
banking sector: cashless payments, electronic credit platforms,
the cryptocurrency market.

At present, the regulatory framework for
banking regulation, established at the level of
national legislations of countries, although they differ
quite a lot, at the same time have a common basis,
largely based on international standards. One of the
key areas of legal support for the transformation of
banking regulation was the introduction of
international standards recommended by the Basel
Committee on Banking Supervision, which were
gradually transformed from Basel I to Basel I11. [6-7]
An analysis of the regulatory framework, as well as
public declarations of world regulators in the banking
sector, allows us to identify the following goals [8]:

1) Ensuring sustainable development and stable
functioning of the banking sector as a whole and its
individual representatives in the interests of the
development of the national economy. As a rule,
providing conditions for the implementation of
efficient banking activities is achieved through the
regulation of its main aspects (for example,
requirements for the amount and quality of capital,
assets, and others).

2) Minimization of systemic risk, that is, the risk of
failures in the banking system caused by the
bankruptcy of one or a number of banks. The
theoretical propositions justifying the expediency of

state support for the largest banks experiencing
financial difficulties (the term “too big to fail” is
common in the English-language literature is too big
to fail) was developed by French economists J. Tyrol
and J. Sh. Roche. The authors argue that the spread
of economic stress from a troubled bank to its
counterparties through interbank lending can cause a
chain of subsequent bankruptcies (systemic risk),
which requires intervention from central banks and
authorized agencies.

3) Protecting the interests of depositors, creditors and
other economic agents.

4) Minimizing the risks of fraud, as well as the
involvement of banks in criminal activities, for
example, in schemes for tax evasion, laundering of
proceeds from crime.

New phenomena in the economy, including its
information support and the use of new technologies,
have a great impact on banking. The importance of a
strategic choice and the search for new priority
business development models, including those
related to the development of digital technologies, is
growing even more. By using better technologies,
banks are able to reduce costs and increase revenues,
and customers, in turn, often get better conditions
from their use than before [9].

As a rule, digitalization results in the creation of
new electronic services or digital platforms. One
example of such a platform is "challenge.gov", where
government agencies can report problems and expect
possible solutions from citizens. As studies on open
innovation portals show, acquiring this kind of
knowledge can be very rewarding. Another example
is the fixmystreet.com complaint system, which
allows people to report road maintenance depots
about potholes and other road maintenance issues.
This saves agency workforce, provides more
information about the infrastructure, and can provide
a faster response to a published issue [10]. Another
example is "peertopatent.org". On this platform,
citizens have the opportunity to view pending patent
applications. The reviewer may inform the US Patent
Office if the patent application contains already
patented or published knowledge. A third example is
Texas Border Patrol, which is a real-time Mexican
camera that asks citizens to report smuggling or
illegal border crossings to local authorities.

The rapid spread of digital technologies, often
referred to in the scientific and academic
environment as the “digital revolution”, is



70 IJCSNS International Journal of Computer Science and Network Security, VOL.22 No.4, April 2022

fundamentally changing the scope of banking
services. This transformation has existed in one form
or another for decades since the late 1950s [11].

The complex combination of technological and
competitive changes can only be adequately managed
if the specifics of the new financial activity are
properly taken into account. Many of the innovations
associated with digitalization and fintech cannot be
viewed through the prism of the traditional approach
to regulation, when the same requirements are
imposed on all entities in the same sector. This is
because many of the new activities, products and
services, such as those in the rapidly growing
payment market, have completely different business
models, interact with customers differently and use
different infrastructure.

Regulators and supervisors should only monitor

these technology issues and develop appropriate
legislation if their approach takes these new
platforms and services into account. Banks can
interact with new fintech companies in a variety of
ways, both by competing with them and by
collaborating. So, banks, on the one hand, can
promote their own methods and introduce
innovations based on a client-oriented approach, and
on the other hand, improve the efficiency of their
own business model, look for new profitable areas
based on cooperation with fintechs and adapt to
customer requests [12].
The transition to a digital economy, which is not
equipped with proper legislative support, also has a
significant impact on the transformation of banking
regulation. Using more advanced information
technologies, banks are able to reduce costs and
increase revenues. Modern technologies become
attractive to the client, who often receives better
conditions from their use than in cooperation with
banking institutions. Undoubtedly, the strategic
development of banking technologies can have a
positive impact on the development of banking
products and services [13-14].

It must be admitted that in the context of
digitalization or the widespread use of digital
technologies, the entry of any company into the
market of banking products and services complicates
the regulation of banking operations, and their
banking reliability can really get out of control.
According to a number of estimates, in such a
situation, banking regulation may weaken.

Taking this into account, the process of state
management of the banking business in the
conditions of the social-digital economy should
consist of certain steps (Table 2).

The issue of potential problems that may be faced by
the regulators of the banking sector has been studied
by a number of European experts. Thus, according to
economists, regulators that set the task of developing
new approaches to regulating the banking sector in
the context of the development of digital
technologies face the following problems [15]:

1) From the point of view of ensuring financial
stability, operational risks in the field of IT and
cybersecurity risks are one of the key vulnerabilities
for regulators. Cyber threats can cause enormous
economic damage, especially when the technology
itself is not secure enough. For example, automated
tools and services, such as electronic trading
platforms and robotic advisors, can increase the risk
of banking sector volatility and procyclicality in
stressful market conditions.

Table 2: The main steps of the process of state management of the
banking business in the conditions of the social-digital economy

Steps

formation of a system of information and analytical support, which is mandatory
for prompt and correct assessment of the level of financial security of the state,
forecasting potential external and internal threats for the unconditional fulfillment
of the obligations of the banking system

monitoring of the internal and external environment, during which internal and
external risks and threats appear. At the same time, possible threats should
2 include a decrease in the capitalization of the banking system, a decrease in its
profitability, a deterioration in its liquidity, an imbalance in the currency structure
of banking assets and liabilities, worsening conditions for competition, etc

forecasting expected threats and risks, determining measures to prevent them.

Timely identification of internal and external threats is a prerequisite for

organizing the process of ensuring the banking security of the state. At the same
time, the key measures to prevent internal and external threats include the

introduction of innovative technologies and methods for analyzing and
processing information in order to assess and ensure the financial security of the
state and an adequate level of control over the activities of management objects
(banks)

comprehensive diagnostics of the financial security of the banking system, which
is the basis for making managerial decisions that ensure the prevention of crisis
phenomena. The specified diagnostics allows assessing the overall efficiency of
the banking system, which results in obtaining conclusions regarding the current

4 level of banking security, key threats to the banking system and developing an

optimal model of its behavior. At the same time, the results of the analysis should
be unambiguous and understandable, exclude double interpretation, which will

avoid their inadequate perception and erroneous measures on the part of
management subjects

2) From a consumer protection perspective, the
application of new technologies also comes with new
risks. Expanding access to the use of personal data of
customers increases the relevance of the development
of regulations aimed at their additional protection. In
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addition, some risks arise from the greater use of
automated tools, even though they provide a greater
degree of control and monitoring of customer
relationships. The use of digital devices (mobile
applications) and cloud technologies increases the
circulation of personal data. Thus, it seems
appropriate for banking regulators to provide more
stringent security measures (for example, data
encryption methods), tighten requirements for the
geographical location of data, including issues of
international transfer of personal data.

3) Banking regulators also need to be aware that
digital technologies allow banks to increase their
efficiency: for example, reduce costs through scale,
simplify entry into the market, provide greater
resilience, speed of operations, flexibility in
interaction with customers, etc. For example, cloud
solutions offer banks many opportunities related to
flexibility and scalability in terms of data storage and
analysis.

4) Finally, regulators should ensure the integrity of
the banking system by keeping the behavior of
market participants within the existing regulatory
requirements. For example, the high speed of real-
time payments, high availability of funds, and
anonymity can attract attackers to carry out illegal
financial transactions. Thus, when digital channels
are used to receive and serve customers, new
challenges arise for regulators in the area of
combating money laundering and terrorist financing.
All the problems associated with the development of
digital technologies in the banking sector are not
fully covered by the traditional approach to
regulation, which is mainly focused on establishing
capital or liquidity requirements. In this regard, it
seems important for regulators to develop optimal,
balancing regulatory methods that would not hinder
the transformation of the banking sector.

Effective and safe development and functioning
of the digital financial space requires coordinated
activities at the level of all its participants, as well as
timely improvement of regulation, which will, on the
one hand, maintain the stability of the financial
system and protect consumer rights, and on the other
hand, promote the development and implementation
of innovative financial products and services. In this
context, it is worth noting that in foreign practice,
unlike in fintech companies become new participants
in the financial sector - start-ups in the field of

providing financial products and services that
compete with traditional banking institutions.

At the same time, the fintech industry, represented by
technology companies, is concentrated directly in the
banking system, where the banks themselves are
active providers of financial technologies.

4. Conclusions

Thus, in the conditions of an unstable
macroeconomic  situation, digitalization allows
banking business models to actively develop in the
banking sector and restructure their approaches in the
post-crisis period. In turn, the transformation of
banking business models is important not only for the
industry itself, but also for supervisory authorities.
While the focus of attention of banking regulators in
the past was often occupied with risk analysis in
terms of capital management and liquidity, it is
actively developing in the practice of banking.
questions.

State regulation of banking activity is the
application by the state of a system of measures and
instruments of influence on the banking sector to
achieve important public goals. At the present stage
of development of the banking system, the issue of
using new approaches to improve state regulation of
banking is extremely relevant. In the context of
deepening international banking competition and a
significant impact on domestic banks of the
consequences of the global financial crisis, state
regulation of banking requires new approaches to the
development and application of measures and tools
by government agencies to influence banking
activities in order to ensure the stability of the
banking system and economic growth.

The regulation of the banking system is under
significant pressure from the corporate interests of
commercial banks, their owners, therefore, constant
state intervention is necessary for the normal
functioning of the banking sector of the country's
economy. The systems of supervision and banking
regulation in the context of the global financial crisis
have shown a limited ability to provide full-fledged
lending to the economy. Therefore, there was an
objective need to adapt the system of banking
supervision to post-crisis conditions.
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