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[Abstract]

Recently, as the amount of data collected by drones has rapidly increased, it is necessary to support
cloud computing technology that can securely and efficiently store and process data. However, various
security threats such as stealing, leaking, or tampering with data communicated by drones can occur due
to attackers. Therefore, there is a need for security technology to provide secure communication of data
collected from drones. Among various security technologies, the KP-ABE scheme, which is attribute-based
encryption, is a security technology that satisfies two characteristics: data encryption and user access
control. This paper researched the KP-ABE scheme and proposed a secure data access control scheme to
the drone environment. This proposed scheme provides confidentiality and integrity of data communicated
in a drone environment and secure access control and availability. In addition, it provides a fast ciphertext

search and constant size ciphertext among the requirements to be provided in the KP-ABE scheme.
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I. Introduction
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Fig. 1. Security threats in cloud environments for data

communication collected by drones
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II. Background
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2. KP-ABE
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Fig. 2. Data access control using KP-ABE scheme

3. The need for KP-ABE in a drone-cloud
environment
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Fig. 3. Proposed Scheme Overall Scenario

6. Data Decryption

Drones
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V. Analysis of the proposed scheme

- dlolg] 712

dup 2274 2 Ak 71 &
39 §F £591 KP-ABES AHE3to] EAlsH= flolE| & &

.

=[Att, Atty, -, Att,]
2 53sto] glojElS
o] =204 449 Hlo]elE DSSY 4
Fsststo] HlolElg AdshY, 2448 71T 9

A=)

7}30}3} AAEE—F# SAIERR v]L7|e}F AR} S
FIYE v, £9 502 3G Aygaw Zatoc Ay
of Ey5H 2L A= &
UR|sHe PSS DSSolA H 43t} o]% DSSe=
TR HY R deEs %iz}o}oq tolgE &5
2~ Qlc}, ChA] Wofl, AARBE SEL]R] AL oI5
of Z3te £4S Wud FEF2S 7KL IR 2
DSSt dsies pAldole B35 a}— a0z 3y

4 gic}. olo] 2 Agt |8 e S0z RE gasiElo] §
sl gagd el 7184 2 B Aobl Azar
AT YA P4 L BY: B AN IHS FE?

o a

n

[T a,(are,), AHEAE A4S

st B3o) mate A wat 1. —o| [Ta (s, gp
i=1

3 St YE2 YA A
re e olEA £ B30 £43E 3 Gt YAlske
a2 sron 7] g2 449] st A of
of £ Ak e A2 YA A 240 o] FFS
WA 94802, B 19] 7159 KP-ABE 714} lmsio],

Table 1. Comparison of Ciphertext Search Operations between Existing KP-ABE Schemes and Proposed
Scheme
Yin et al. scheme Ameri et al. scheme Li et al. scheme Proposed scheme
Ciphertext index (n+4)Tp+(n+2)H P+(n+4)Ty
+6)T,+T,+2H
operation (n+1) T+ B+ni +5M (n+6) T+ Ty +(n—1)Ty+nH
i 2n+1)P+nT,
Ciphertext .search onP-+nE (2n+1)P+1E ( ) E 3P+ (n—1)Ty+nTy
operation +nTy,

P :Pairing operation; M :Multiplication operation; F :Exponentiation operation; n : Number of attributes;
H: Hash function; T Exponentiation in Gi T); Multiplication in G
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