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Abstract The aim of this study to analyze the effect of person and situation on digital privacy protection
behaviors. The research method design is a factorial design of volition and horizontality. The
measurement variables used in the investigation are digital privacy security awareness, digital civic
engagement, and digital privacy protection behavior. As a result, the volition had a significant effect on
digital privacy protection behavior, and it was found that influence of the high-volition-based condition
was greater than the low-volition-based condition. The horizontality had a significant effect on digital
privacy security awareness, digital civic engagement, and it was found that influence of the
high-horizontality-based condition was greater than the low-horizontality-based condition. In addition,
the discussion explains the suitable contents of information security usability based on these research results.

Key Words : Volition, Horizontality, Digital privacy security awareness, Digital civic engagement,
Digital privacy protection behavior

*This work was supported by the Ministry of Education of the Republic of Korea and the National Research Foundation of
Korea(NRF-2021S1A5A8069792).

"Corresponding Author :

Sung-ho Hu(powerrcy@hanmail.net)

Received December 3, 2021

Accepted April 20, 2022

Revised March 11, 2022
Published April 28, 2022



360 3$t=gdlatsli=2x| M13E M4s

1. M2

23] 47 HAHY AT Aste] IT, 1%, B4,
HZUL 9% SolA HAE 71%o] S, g4
AuE AFoHe AYHA] Il AR} ol
5} s o], Teln B ORRE Yolsh Het
VHOE Sk TR FHl AT 2 AAS AL
sp BeHL2L. EF, D42 714 Qg 4R Wt
ANSS 4 Sol= 2 FFES FusH Hek1,2). o
SA, Belst AR kA BAE mEage
Fgolo 51, A Yo ol F= FF PR
L UAY 2R2E JuY 224 gk A%l Hgt
[1]. B3, A JuE AT AdSA G99 a7
Yo U§HOT g AUMF fS gor, o
2 5o Rololxl /XA S8 Ao oar:

HAY iRl JERS AT WS @A Jl&ste
Glo] U AWl LEske AN BT
37 290) s} THHRA, B BRI
AR 831 HUTH3. ok, 1ol 29
U7t EYHEA, FEE BEE 7142 Aol A
#o UAE AY & AIBL WL, BYH ARNL
¥ 4 AT, ARENAA S F23t tAd )
ABEE7 SIS WS A4S © ol 2
oz, T4l HlwA A R SUstn
o 870 SgEch, B A7 E9A BolETe
FaA ek Sl 4% Y 249 24U
8} HIAE 7je) RE T} A vlEd AHel
BEZt BE Solun g AFolt1 3] 18nE
oA A9 ARREE AN 4 9 Hhato] we:
Y,

A% 5o, gAY A B AN EEA
P42 A4 Sistel 94D R FHEE P
AL dge SPse sAMsE <iFH
[13). T4 A9 Bet Q41 tiAd AARERT %
SREEEE R s R P
WHOR AR} ool Feleh S, of714]
oA 7jel 1gt elsjolek aclo] ofd 44 oe
PPN B 922 AFAE B9t G
ol% SA%, A sAel 1t ql4lo] Fold 4]
getold st AeHel B 54 236 Bk
G, BAE el PREE PFol 43| Hold R0
2 g1 31, th) oke AES sl et

Ao oo

Tk

rO

e Al FEAE Gl bqAE Al Bk ]l
Aol Hold 2oltd, A 7Rl JEES PFF2
Bepole ade 5% ok

3283 GAE ARJIPEESO] AT WA AR
Fee B HE, HAE AW Fojojaer Qlsto
2 ARE A QIR A2 AFEQ AEE EolA
Hore AME 4T 4 23] shealsolu 2%
YA = o] FFo] LA Ueral Qledl, 2
#HoZ fAg M FEHES P& FHA7E 9
Fe Holal . =2 HAE ATl Folejier Qlst
of AAR AFYsjop & A 22 A9 FEoll disiA 3
E w2 =U95E ol FA H1, 53], gAE 7l
HEED P55 AA|ohs Tafaso] J22E dde
7HAQA Hoh oAl WA, HAE AR Folefal2
HAE 7iR JEED P55 Aeehe AR #e7t 5
= 4%°] = Aol
gHd, ddoz fad @7o] Trohe 7heH, 1
Zholl A BAst= EAIA sS4 Wete] Tt A= vl
712 SA FGutoll =t AL ofyt. mEhA
AFoHE HAE 7leel $718ke 4% 014 b
g
=

XN o efb of

X

J39] jagtol Lt H8AE AL, HUst A7 A
g Aol 24T Wt HESS BT Aol

2. 0|2H HiE

2.1 MODE 2%

A7 reH E4 P9 BEZ AXIsHe ol
2 HE 2 35 3459 A5HAA 5442 AAS
gtet. olof §hall, Fazio(1990)7F AlQtehe RdE AT
HorEZ o, o] 7Md-2 g 7919 "Hx 9 P Aol
FFIZ A= F 7K 283 84 821 AlAsta
ATH4]. WA, 571 8202 JHJIEY a%lolH, {A
9] TR AA gQloj2tar A 4= Qi olof gt
A7l 821 F 9] QRlojojA] BARRE of| At
U= W qelety A 4= ltH4,5). o]2% SHE
=355t 47 MODE(Motivation and Opportunity
as Determinants) O]20|H, E o= Q9144
P mi7id HPoR 49 e 2Y 240 ol&
SFATHS].



CIXIZ 7§l HOt QA CIXE AL ROIQA0] CIXY i HEHS S0 OjX= I 24 ANy £E8S FMo2 351

22 Qizte] S71Y 24
W] ATHE mofel] FaHE 94 A
T2 29150 Y3oor 3k & ATAME U]
& Ao Faglon, $719 oz
olsfE 4+ ghol Aol Izt 5ol YL VA Ak
£3} oj$ DHT Aol Uk olF BAW, OAY
ol YRET APl AL B4 oAZY Truch
AAET F49) A2 284S FA5H Hetstn
Sl AFol AE6). ol olgE FAAY S
ol 5 S7 A131H 2 wola] B 7]
HBEE %] Yeh 51, Og A9l Juns
=7 o] Foj=EA JAL sjel Junsol 4g
oA A7) 2HH A\ 2R AFStE At
ZUER ) ol AL olge AULT
249 S 983 Adolzn ojsfE 4 9o
oA A9l 3uR o] IAHE 71ZAA olaf 1),
Qzhae] YA gejolety waE 4 el

23 X250 A7|H Q4

A WO 2 JHFL WAL 95A Goio Wg
£& 32 ot 22 gso] oy 2ol W 4 itk
th) Webe, o] a7 2old ZuS MAside
o, 248k 24 o] Folsli Gl Be 24
THYENA dFE £ 4 Uk A, IAE A
Hu R0 JolH Pro] BHH o 2 S|
Q= Hloleta ¥ Aehe 749 $20) fAd A

HRED MIBEL 44 AL ofFe 1A
24 35AL AFoR B4 2ARHE Sdslol
FHYSAA TAY A grRse] A% P2
AT Yok FES Hodtky T @ & ok
A7 WM 94 248 WG A9 A a9
Aoz ofafehs WL W Agste, A4t
TSR0 BRsH T AL W A o

TEY AL & S SITHTI

24 CIXIE MOl Hews

240 dolA] tAg Al ARRE Bl g
22E B AL Y Aneor 24 A
o WAEIQl AR s WA 87 g g
sfof @k oldl WYoIA Y o 4P 22
4P Qe o] o FrsheHBIL olft

o [

A Ao YAl g2 FE 2492 didolA T4
st 5719 $4& A=sty] dEelt. dAHeR o
A A HEED O] JRolA HAE A HeE 14
o] FEe MAES tivkr o] &2 54 H=ZoltH10].
J=Eg o] gAE 7l HEES] #d FHZ
FH|StAL At A oM fAlFoR Hiegks B
HaQl 4 FEe 71 dAE A Bt A4 A
Ak Aol

ArglzZolg S5AI7E Foke dAE Y HE
BT A9 F2 gA] HAE ARl Bt 4
Heste Aoz vpRraHA| Feth Ad24 7oA
OAE Ml FEHES O FA2Q] APz I
= A5 fsiME @AHeR A HE 99
OAE A9l Fojojajo] A om FIFofoF it
71 ol HAIE ARl Foloj wele AdA]l HAd
il HEE S FAAR] AHY T TS Alsdhke
sl AAe 4l a]lol7] wfFo|ch11]. whekAl
gt ARl 220|M [t L] HAE M FE
Hoo d#sEe B4 A2 AYs] AsM HAE
AR Fol o] Hele SEotthd, HAE A HH
H39 AHdYEe olsfohet A 2y R
A0 Wbt Agejshate TR AR Hofold] el
HAE 7iQd JEESOAM ZX1Ee FAE olsfst=t
o1Af ofF frofdt 4 wlolgtal Bk 4+ Utk

HAE Q] FHESY] A7 oA 4 ¥
HERS o, BHAQ 240N & TS 2= W
H= otid fARYE FESolth L= 549
FoEr ol 24dE 7ol "AE AL A
wopA FEs= F2 AMY FAHA FFE=S
eRlstke +3 dak= vl¢ S50 7]l IHH12].
o)l A7 Bkt PF ANtS RASH: dRHA
SHE0l89 MR Z2 & o, 23 S5AT
Frske gAE M HEES FH 299 Al
dade AFste 2AATFIMAE 93] FLt 97
< Fotal AH12,13]. &3 o2 AFolME o= D
4T HAolA Edde B AHdES VIEeR
sk Aals dAFoz: HFsihs Ql4jo] Zuf

#olct,

&

=1
T
A

3. AT 3

3.1 Sy



A2 £ i@% e 4 Oﬂ%L oﬂﬂiom XA}
AR YAl 2ollA O EAR4 e e
A1 e HIHER A ARES TH
e S 2w £ ARVBE st 3 ¥
H8-g A B39, FAAHQ] BAAA AES HAls)
Ack. I Ax, dA 149%(FBd AF 23.954), oA
1475 (B<t ei% 22.63M), & 296 (ﬂﬂmz A 23.294)

9 A=E Tl #stA, F 296709 +4
ARE @HL gl E-83t3ich.
32 EYc=7

£ AN = UEE Fof sidst= 7108 249
Ao dn FA JHo] sfdste 4FE 849
T84 MEeE F4E F 7HAY AP r FEsto]
WAQH crossed design)S EA5FTH14]. HAE
N AEESE Hristy] YsiA Hxd el Eet
4], gAE ARl Fofoja], b 7l JEE S PF

o0& WEolxl WSS ZASAT, 24T Bl 1)
FRH RFS PAt] N ZRELA, v,

ALY A 8

57 23EGolel

839t ohed, BHOINL 4E
SPSS 26.0& &-&5t3irh.

0

32.1 Aolg 84

AL Tlleris(2016)7F AFTE 7HAH 24:9] EA
I fAbotr, Hlw A Qg Rl WA 7] 84014 A4l
o] &3 WAl 571 ALolA P52 obrlske 3
T9 7|2 AT 4= Qirk 7iRlo] 5‘??“8 = YAA
£49] F5 vAYUZ] A-RFJgollA H
& -2 oA HITsh=AlE AR MR
°1EH13] SHEYE o|YAEF WAoln, U o'
B2 ob7] I8 AH o it olrh E3E, 7]
& AFE0ME WA 7] eFol 29, dAE
HE H359] ¥} AP o= Aol Yehvhs A2
2 Ho} oyt 22 7S AAekaltHI1,13,14]

2eheA &

A
24

H1-1. A7 Zofze] zpojdo] w0, fAg 7l
o} gl4jo] e,

H1-2. A ZofAe] zpojdo] w0, HAg ARl
Zojojalo] et

H1-3. 9 3ojzke] Zpejdo] o™, tAE 7<l

Huus 5ol Hot

2 Singelis 5(1995)°] A& A3
849 B} fARek, AT E4o] Izt 35

oA 55T JFEZ 7};(]% ATIE59 fgolztar
T 4= St} A 2Fo] Fok=
HAUZo] A-=5/d3} TAE % g
RGN FIH=AE AESH: BeE & 5 Ut
[7]. EFET2 o|gAHy |
A9 A Fx= vy £ oot oot e
FH 949 P& AR,
oAM= Illeris(2004)7}F
T25 Hol|1 il o
8% 238 EYj2
]UL goll EHA|A] 7]
= gxg 749l A

oleks thet e 7t

-
B
I
=
Jl)l'
rE
o,
L
i
olr
)
rlr o J
rE

HPO] =2 *JQ}OM ﬂi#ﬂl 7éﬂr
H H359] 57} G Eobd A
AE AAsEATH11,12,14].

H2-1. 947 Felde] S5 4o] Eou, tAd 7
13t Qo] k.

H2-2. AT Fole] 4ol Lo
Fojo|sjo] k.

H2-3. @7 Foelde] S5 4o] Eou, txd 7
HuBD YEol .

ro

I‘_EL

g

D)
e
>
=

ro

3.2.2 OXIE 7121 HOt 1A

oAd 79l 2t Q14 AQle] PAE Bl A

sl sl AYE] Bjel ooz el

I 9 o) 27k & 5 Urk o] B4L UAg
A9 6% A G e 3 4 g0,
A AR Feloldolt tAE A HREE BF
3} 2 FAHQ HE 9 F5) abo] oS mlch
T % 4 9IeH8 10, oleidt 71E A7 A7 Efz
cheat e M eI, 10,12,14]

H3-1. 97 Holate] tixjg Aol 2ot elajo] 0.
o8 Al BEHE Fgol Hr.

H3-2. 947 Holate] tixjg 7jel Het elajo] Eou
oAE A8l Feielo]

2 7340 A% Leach(2003)7F 48 B2 FJRES
£ A At HAE A%l #et W82 7IEAol



CIXIE 7HQ1 =OF QlAft CIXIE AR

EHojoMo| CIX|H iRl FHES WE0| 0Xl= HE 24

Kol gt

+mMe sMoz 353

FRHEAH10]. S =01, "W U AAFEE
ERQlOAl gtz 75t A o Ertal A% 9
1:!0]—;(131 ololole EASHT. QEstelch B B
S83 =7 39 AR EFoR Add " &4
tﬂ/\o]ﬂ AT 20| g Hsto] ARAZ A2te
oﬂq. ZJJ 37] 7x4 Eq;qE tﬂ—é] og % _&—ﬂou:] o]
SH o] F47t A% (Chrombach’ @)= 0.735 ©Jtt.

323 CIXIE A2l HOo]

OAE A9 Felogae txd BHH Aaw
ARIcke: ARYF] dhef Belsn U Hweta @
% 9tk o] B4 YAl T ih o T
WAL O 4 glom, st B Az 54
w3 9IeH8, 10,151, oleie 71& A é‘ﬂg E
chest 22 Hge HsHATHI0,15]

H3-3. A7 Zojze] fgAg Algl Zojoj4jo] o
gxg 719 AEHS g%so] =}

B 3Pgo) 4= Jones®t Mitchell(2016)°] 7435 &

2 PRES £ BHo| AT AL ol B L
F4.08 $4RIRCHIS). oI o, U 2ol

ol

T80l AP kA oy 0“3} o] EFAE 2
ghelolghs e YAIAIA EASHL, £330 & &
Aol 38 e 6719 AR £doE EE He
27 Wipoln], At 20 9| Hetsto] AEAZ At
Stk 374 271 74 IAE A oR A8FloH, of
Z2A 0] Bzt A= (Chrombach’ )= 0.897 otk

3.24 OXE 710 HEES SiE
UAg A9l HEEE PEo 7 AGHe
A HEES I FPseg uiditt o] E42 HAE
AlR19]4] At Aol M TR Wt & 4 2
£ 3HgollAl= Buchanan 5(2007)°] /38t 22 OJ%
= % A0 At A gl B3 HéS $4
FHEAYCH12]. A S0, U FARIES] HY
% F713 0z WA o EAE dAolER:
% AAIA EAJSHL, S0t & 240 5817t
T 319 AR 2oz Jidd Hix 4 Hgol,
Z74q] SHA Hebsto] AEAZ Asi. 54
37]% 774 YAE HRRloZ H8omw o] 2HLL9]
E@7t A= %(Chrombach' @)= 0.827 ot}

]x4 o]

nN rE

3.3 HPEX} L I
2 A7olAE gxg 7Y A
5o 29 anE AZST B 22| TA A
01 it 53E HESH| Y3 35AH 24 FuE Y
3 AR AR BE WSS BEIAYUT AT BHL o]
£3p7] giste] 5T ZARFS ol §dte] B 53
2 2783, olget AT 2RSS Bstel 4Ad A
AuR5 o] Y AREL ST o] AAE
3 A 7l HEESS] dojuh= EA7]0A £
H AHES 7L HAE ]l HRES ] §4
Q] &kAk _’é‘_jq»—— To|g] A3t Y QAL
T2 olgste Hes2 HAE
Sl J*—l ﬂ A AR Refeld, deEa gAE
HEES PFoe FEsIN, Bzl Erget
2 ARtstel 452 Aol
123 oo drgst 7H9L§ 7IHro 2 & ol A
e dHEEE T

2R5 i Folz

1%

st} EAgHtoITt

Determin Attitude-behavior

motivation

volition I

' !
HL1 H12| H13)
h 2 h 2

L]
digital privac: digital privacy
NPV 32| digital civie B33 '
|::> security protection
engagement .
awareness behavior

A
w2} 23’

¢ H3-1

opportunity w1t

horizontality [==f======

41 71 SA 2N Z
o] Aol HAoIH FA} FoljAse W B

e A, 584, 123 Aol A 7] gEo

4#01 gorstedet. A9 WRoIA 0.68% 5%

AL QAT S0 WRoIH 473% 42

WF AZEIson, 4ae] wRol 0.68% 4

of Bm A7} Yoth. AeAE, Buol P

22 DYRS 1, B0 BFY A=ekT B 5

1o H
rthLJ

o #N Az ﬁm

[

30
o



354 =8

Stel=gX| M133 H4&

Table 1. participants distribution

volition horizontality e S foralo total

low-horizontality 26(25.00%) 78(75.00%) 104(100.00%)
low-volition high-horizontality 14(31.11%) 31(68.89%) 45(100.00%)
total 40(26.85%) 109(73.15%) 149(100.00%)
low-horizontality 30(81.08%) 7(18.92%) 37(100.00%)
high-volition high-horizontality 79(71.82%) 31(28.18%) 110(100.00%)
total 109(74.15%) 38(25.85%) 147(100.00%)
low-horizontality 56(39.72%) 85(60.28%) 141(100.00%)
total high—horizontality 93(60.00%) 62(40.00%) 155(100.00%)
total 149(50.34%) 147(49.66%) 296(100.00%)
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(H2-1 A=)).

Table 2. ANOVA of digital privacy security awareness

variables SS df MS F
volition(V) 0.02 1 0.02 0.03
horizontality(H) 14.38 1 14.38 21.19%*

V x H 14.06 1 14.06 20.71%*
p € 0.01

Aol wels 294 Wele] 4THEL FAA
NZOR B v, IR O UERITHE(, 292) =
20.71, p € 0.01).

digital privacy security awareness

low-horizontality high-horizontality

low -volition high-volition

Fig. 2. Interaction on digital privacy security awareness
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Table 3. ANOVA of digital civic engagement

Zol g wQlof Al A-zkelg Akl tAE Ml HE
B35 %5 FFM = 4.28)0] -4 9] qZ]E‘
7HQl HEES P& FFHM = 3.48)ETt U] w2 O
2 yepgrt. a1 Al welo] bAE Al XJEE
S P Ho AFH oz wAE FFEL BAF 7|
Fo02 B uf, fo3t Foz YeERITHF(, 292) =
o 1)(H1 5 ).

53 x":u A 7H(d E
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Wolo] 4gHom R e 5AH 7
oz % v, §95A e Aow UeRITHE(,
= 1.68, n.s)(H2-3 7|Z).

Table 4. ANOVA of digital privacy protection behavior

variables SS df MS F variables SS df MS F
volition(V) 0.80 1 0.80 0.53 volition(V) 50.03 1 50.03 18.48*%*
horizontality(H) 39.24 1 39.24 25.62%* horizontality(H) 454 1 454 1.68
V x H 8.78 1 8.78 5.73* V ox H 0.04 1 0.04 0.01

* p (0.05 **p<0.01

Aol Welst 44 Wglo ABAES BAH /)%
ERFTHE(L, 292) = 5.73,

digital civic engagement

low-horizontality high-horizontality

low-volition high-volition

Fig. 3. Interaction on digital civic engagement
A, A 94 Al B8 AY B

P5(digital privacy protection behavior)oll 284
OF A= FFES ASSH| fsl A 84

*p € 0.05, ** p<0.01

Z4ol4 wWolzt LM wWolo AsALL EAF
71082 E o, f9sA] g2 Ao UEHTHEQ,
292) = 0.01, n.s.).
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Table 4. ANOVA of digital privacy protection behavior
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Table 5. Hierarchical regression analysis of
mediation model

step path beta

0 step( ¢’ path) DPSA—~DPPB 0.12%

a path DPSA—DCE 0.32%*

1 step
b path DCE—DPPB 0.21%
2 step( ¢ path) DPSA—DPPB 0.05

% digital privacy security awareness : DPSA, digital civic
engagement : DCE, digital privacy protection behavior : DPPB
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Fig. 4. Mediation model coefficients
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