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Abstract The government and private companies are endeavoring to help the digital healthcare
industry grow. This includes easing regulations on the big data industry such as the amendment of
the Data 3 Act. Despite these efforts, however, there have been constant demands for the
amendment of laws related to the medical field and for securing medical data transmissions. In this
paper, the Data 3 Act of Korea and the legal system related to healthcare are examined. Then the
legal, institutional, and technical aspects of the strategies are compared to understand the issues
and implications. Based on this, a legal and institutional strategy suitable for the digital healthcare
industry in Korea is suggested. Additionally, a direction to improve social perception along with
technical measures such as safe de-identification processing and data transmission are also
proposed. This study hopes to contribute to the spread of various convergent industries along with
the digital healthcare industry.
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FEFA7|eo] HEA EHsty 2L ICTY 2%
Sto] Al-7F Aloks SESH Hfet Y& AMAT 5
otdAl gAd AAaA 0] A GA] wi2A st
Atk 24 199 G4t A A7)ske E5] FEskL 9l
= OAE d2A 0] 32 YZH(telemedicine)Z
A, HAE 7|&S ol&sto] SAERE U o= o]
EE BAoke A= WroltHl]. thA sl Aeint
22 B9 Y gHolA "gAE 7171 Fl 4%
22 72 o7 Hlo|H(PGHD, Patients Generated
Health Data)[2]E Q& AE7IA H4sta dlolH
A4 W= Ao, F30= o] 7|¥eE fAd
Am7HA & 4= e = AHIA A vkdsks Aol
oo 49 Hlo|gg A4lstal fEst= HolH ol§
2435t gAo] FEHAL Qlrk

=9l B4 AARE 3371He SH2E IAA 0]
HlElo]g 7ol E/datE|loy, ofds] HE4H as
9] SA7E JSS AFste Jo3]. =y AL &
2A 0] A4 90% o1/ ol MR F7IS(EMR,
Electronic medical record)e] Eg%0] 9l& do|H
7t o E AL 9lom[4], 5G| =YL E QIH
U & 9 ANEE HFE 1918 9405k 5 HolH
£ SHsh=t 29 Qe S 250 Qlrt 11
U 37 9 JH 5 UAAPEE it Y=Y
tlolg 3¥o] H8d A% 97 Holg HF Al 37,
AAE 5 gARt 2A7E AREHIL Aok o] ZAE S
Zst7] s @A & Hloly AE Al EEA4Q, S
FE, 4% 419E 59 7I& A8 9= Holy &
& Al utAY 719 5 o] APA7E AP =S
T ye i Slok =y ok AE Q= oot B4, 2
I 5 FARQ BIE H717F olge dgold. o Al
A2 e ARd} vwsh R EE go] E85kal 9]
olA o7 Hlolg & Al WAYSH= HeF A7 A
A AAA vE2 28 X ERAE 93 Fd6t
7] ol Aol sf2d wigo] Fasirt
2 A7 5AL Holg 3Y 5 MAAGAHEE oF
MV HE ST} o] tloje Bl 8 WHE 94 A4

AE BA%T B3, kst tAE @AA o
OlHE &8 + U= A WS =5k o]
ATt 714 g8t tief AAlstaAt gt

- T
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2.1 ofle| CIX|E dAA X Hat

tAe daA0]9] 71ent AL 2jo] 2 Qlsf g
St FAIES siQlolME o] ARto|rt. Ao THEH
[5], 71& o2 A5 TI50] 8T T o A9
A7 HH(health information)ol ojtjoAE HLgh
= E sl Yt ol Health Information Tec
hnology for Economic and Clinical Health Act (H
ITECH), the 21st Century Cures Act(Cures) 5
OlzHof HES 5 ¥ §lo|k TR} A9 A%
AE AL 4 A=F WS st 1=y A%
BEE 2T A FH 719 EUXE EHAL
3}7go] A= oH, Health Insurance Portability
and Accountability Act (HIPAA)= 199699 A5 = H
o= 4l 7|&o] AEE7|7F o’k Agskal ok
&, guiof HE2 4l Ve FINT + . &
ZF9] /3 (right to access)& AEdh= A= A
H0k ofy gt A= Weto] FRsirty ZFxskal ok
o= "= JrEoJNE MIAFEAEZES A
St HREo R AR HT

9l dlojE &89 14 ¥islo] g ot A+
FRsk ok HiAo] w=H(6], #d AY9 o=
A AELE Onelondon Z2I3 AR E ABAE AT
Skal Qlek 7)o A= o FHE A=E AlFsH] sl
A A7 9 e g JE 55 2t olde ¥
o kAl sk Qltk. o & Awsty] flsf A% Hl
o|g] ARl et AFEEY Q14 HE 5 RARE 191
3, AE7HEGE ofy e} thEE UNIEE A7 A
A A=E A Ps7] Y AEE o8& o= qlofof gt
= ZAFEIP Ugth £33 IR E S Ang
AA 9 HASH= AL ATER Y FAZH Y- F
2FG7%T F27H29%)°] & HlES At & F
FE SIsiA AHAlel digt AEE Fh5k7] AsliA A4
oA Al 9 FAHo] lojof e [t k.
ARAH 0= A 174 HlolE= o TAAENA T+
sto] g 9 A5 8o Tiol= AL RE A4S
ShARE, HlolE7t 8H7] A= A= AlAF0] oF
Aotk AIFE Algstl &89 EYAS Al
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Table 1. Analyze representative laws related to digital healthcare industry based on data utilization factors

PERSONAL INFORMATION

identifiable data

serious damage to human rights and
privacy, it must be used with the
consent—Article 23

be used after the consent of the
patient or patient guardian —Articles
21,21-2

FEATURES PROTECTION ACT MEDICAL SERVICE ACT BIOETHICS AND SAFETY ACT
Subject Personal information manager Medical personnel, Medical institutions Human sub]e(;ts researcher,
Human materials researcher
Target Data subject Patient Human subject of researgh,
Donor of a human material
. . . Medical information such as medical Personal information, Genetic
Object Personal information . . . . ;
certificates and prescriptions information, Human materials, etc.
Personally identifiable information can | In principle, the provision of medical With regard to the provision of
be collected, used and provided with | information to third parties is personal information including
consent from the data prohibited—Articles 17,17-2,18 personally identifiable information,
subject—Articles 15,17 the Target must obtain written
Utilization of In order to provide medical consent and provide it after
personally If ‘health’ information can cause information to a third party, it must deliberation —Article 18,38(1)/(2)

Medical institutions should not
provide genetic information to
anyone other than the
patient—Articles 46(3)

Utilization of
pseudonymized data

If pseudonymized data is available, it
can be used for ‘scientific research!
purposes—Articles 28-2

Since pseudonymized data” is not

subject to Article 21, it can be used
in accordance with Section 3 of the
"Personal Information Protection Act,

Since pseudonymized data” is not
subject to Article 18 and 38, it can
be used pursant to Section 3 of
the "Personal Information Protection
Act,

Utilization of
anonymized data

Anonymized data® cannot be
regarded as personal information and
it is not subject to legal action.

Anonymized data® cannot be
regarded as personal information and
it is not subject to legal action.

Providing the Object anonymized?
after deliberation with written
consent from the target—Article
1838(1)/(2)

Data transfer
remotely

Data is transmitted in compliance
with the above provisions; it is
provided by securing safety such as
encryption pursuant to Article 17.

Transmission safely by taking
technical and administrative
measures necessary to secure
safety—Articles 21-2

In the case of telemedicine, facilities
and equipment must be
equipped—Article 34

N/A

Considerations

1) ‘scientific research’ can be seen
as research that applies scientific
methods such as development and
demonstration, applied research, and
private investment research; in
principle, it is interpreted that
scientific research will be possible
using individual bio-data.

2) ‘anonymized data’ is specified only
in the principle of Article 3 and
there is no definition, so a clear
interpretation is required.

1) There is no definition of
‘pseudonymized data’; there are no
regulations on the provision of
medical information for research
purposes in this act, so it is not
certain whether the company’s
progress can be considered scientific
research.

It is difficult to distinguish how far
to include in the scope of scientific
research.

2) There is no definition of
‘anonymized data’.

1) There is no definition of
‘pseudonymized data’, so a clear
interpretation is required.

2) 'anonymous' is defined in Article
2, so that anonymous data can be
used; even if it's anonymized,
written consent is required.
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Fig. 1. Concept of health data sharing platform
based on blockchain
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Fig. 2. Express the architecture and flowchart of the health data sharing platform
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Me BESHe] WA 22 Wk AE KsS dlold WA AESHL oW AR ol 28T 4 Ak
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g2, golge] BA7, i Al AAE A5 5 Bkt Astol Urkd 74 W o) Hejs ARas
2 FYHoR Tefstol BYYBIAE At oI B AT 4 UTG-2). I Hje Hue Fiolgnn
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Table 2. Comparative analysis of standards and existing studies based on the security requirements

Standardization Existing studies ]
. This
Requirements d
[27) [28] 7] [21] [22] [23] [24] | sStudy
Reflecting revised laws for data utilization in No Unclear” | Undlear® No No No No Yes
healthcare
Technology approach that complies with the legal Yes Yes Yes Yes® Yes® Yes Yes Yes
system
Ensuring confidentiality for data safety Unclear Yes Yes Yes Yes No No Yes
Ensuring integrity for data trust Yes Yes Yes Yes Yes Yes No Yes
Ensuring availability for data utilization Yes Yes Yes Yes Yes Yes Yes Yes
Actual applicability Unclear Unclear Yes? Unclear | Unclear No Yes Yes

(1) the legal content is not clear because it is standard
(2) lack of explanation of medical law
(3) a paper before the revision of the Data 3 Act

(4) announced at an academic conference in 2020 under the
‘KODA: Healthcare Data Marketplace based on Blockchain’

title of
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Fig. 3. Verification of the suitability and relations about the architecture that can utilize PHR based blockchain
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HA ZeAR ] 9 2 =EoA Aokt A
A AL 2A 3740t} AA, PHRO] gt 59 7|&2
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AEE= A disf 7 2 AAE FAHCE AA
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A&tz 22 PHRY oI5 % {5 oA 2F AR
AEAA Zoz}p F=EA] FYoHA F4(Data integrity
using smart contrasts)& & 4= Qlt} o]gt o|fE
tlolE &FAR] 7|91 o] 55 = HOlHE & & UL

o AHof tof A3 4= Qlc}. E3L, PHRY Y f6=
Apgtol= HQto 2 Al3d 4= ok shAYF PHRE 7l
o] Izt ABAHRE xFoll QlojA TE folHE
EEAQE B9l #80ks A2 AR Yot oo &
AQla} emAQloz LB &4|Ql(Responsibility
tracking and efficiency using on-chain)oll= Hlo|€
2FA9 Fo] AR}, Hlole A%t 52 7I5SHA
st 9I73sk 4= Q= PHRS @ =TA9)(Data confidentiality
and efficienty of data using off-chain)2& I=|3tct
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FEPEeA, omet 718 JEE ATW=A 5= 71F
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tiality of alias information using encryption), ¥&
tlolel=4 3], AEE 4 Q= AW o= HolHE
ABsHA =¥ HAQ 7hg JEEH HoH7] ook
old] TFUTE ol&sto] tloly EAsH|o] dg
43 7]&E -85t Availability of data using homo
morphic encryption). 7|&= Z717]9} 7j217]& o] &
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