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Abstract Online transactions are more familiar in various fields due to the development of the ICT and
the increase in trading platforms. In particular, the amount of transactions is increasing due to the
increase in used transaction platforms and users, and reliability is very important due to the nature of
used transactions. Among them, the used car market is very active because automobiles are operated
over a long period of time. However, used car transactions are a representative market to which
information asymmetry is applied. In this paper presents a DID-based transaction model that
guarantees reliability to solve problems with false advertisements and false sales in used car
transactions. In the used car transaction model, sellers only register data issued by the issuing agency
to prevent false sales at the time of initial sales registration. It is authenticated with DID Auth in the
issuance process, it is safe from attacks such as sniping and middleman attacks. In the presented
transaction model, integrity is verified with VP's Proof item to increase reliability and solve information
asymmetry. Also, through direct transactions between buyers and sellers, there is no third-party
intervention, which has the effect of reducing fees.
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Table 1. The size of the used car market
(Unit: 10,000 units)

Year 2016 2017 2018 2019
T::]SS';‘:; 2340 | 2280 2347 232.7
tr:f;‘:t‘zn 1440 | 1454 1423 136.8

Sum 378.0 373.4 377.0 369.5

Selling new cars 182.5 179.3 181.3 178.1
Multiplication
compared to new 2.07 2.08 2.08 2.07
car sales
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Fig. 1. Proposed Model Scenario

Issuer: example
Verifiable Credential _ Issue Date: 2099-01-01
- Expiration Date: 2099-12-31

Credential Metadata

Name: sonata

Registration_number: 739562

Claim(s —
(€) Mileage: 40,000km
Model_year: 2018
Proof{(s
R . Issuer’s Signature Info.
T RSA
ECDSA

Fig. 2. The components of VC
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Fig. 3. The components of VP
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Fig. 4. Proposed model flow chart
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1
2% "@context": [

3 "https://www.w3.0rg/2018/credentials/v1",

4 "https://www.korgov.example.org/context"

5 1,

6 "id": "http:korgov.example.org/credential/1234",
7 "type": ["VerifiableCredential"”, "KoreaGovContext"],
8 "issuer": "did:test:Vehicle Verification Agency",
9 "issuanceDate": "2021-01-01T20:00:00Z",

10 "expirationDate": "2021-01-01720:00:00Z",

11 v "credentialSubject": {

12 "id": "did:test:1234",

13 v~ "Car_Info": {

14 "name": "sonata",

15 "registration_number": "739562",

16 "mileage": "40,000km",

17 "model_year": "2018"

18 }

19 ¥

20 v *proof®::

21 "type": RsaSignature2018",

22 "ProofPurpose”: "assertionMethod",

23 "created": "2021-01-01T720:00:00Z",

24 "creator": "Vehicle Verification Agency",

25 "verificationMethod": "did:test:AAAA#Key-1",
26 "jws": "eyJhbGcieifweaobowbagkjgvbboewafda..."
27 }

28}

Fig. 5. Example of VC
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Table 2. A comparison between the existing system
and the proposed model

Classification Blockchain DID

Validation before data input X (¢}

Decentralized 0] 0]

Integrity (¢} (¢}

Availability o] o]
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Smart contract 0] 0]

To resac;l\\//renrl:;;:\;natlon 0 0

Possibility of false car data 0O X
Transaction fee Lowness Lowness
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