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Abstract At present, due to the rapid spread of smartphones and activation of IoT, malicious codes
are disseminated using SNS, or intelligent intrusions such as intelligent APT and ransomware are
in progress. The damage caused by the intelligent intrusion is also becoming more consequential,
threatening, and emergent than the previous intrusion. Therefore, in this paper, we propose an
intelligent intrusion situation-aware reasoning system to detect transgression behavior made by
such intelligent malicious code. The proposed system was used to detect and respond to various
intelligent intrusions at an early stage. The anticipated system is composed of an event monitor,
event manager, situation manager, response manager, and database, and through close interaction
between each component, it identifies the previously recognized intrusive behavior and learns about
the new invasive activities. It was detected through the function to improve the performance of the
inference device. In addition, it was found that the proposed system detects and responds to
intelligent intrusions through the state of detecting ransomware, which is an intelligent intrusion type.
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Fig 1. context-aware system
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Fig 2. intrusion context-aware inference system
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Fig 3. intrusion context-aware inference system
learning process
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Table 1. Reports of Ransomware Infringement

number of Average Damage Negotiations
year reports (per case)
2018 22 case $41.198
2019 39 case $84.116
2020 127 case $154.108
2021 55 case $220.298
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Table 2. CERBER ransomeware feature information

Inflow method Spam / Malvertising
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Table 3. Performance evaluation of the proposed system

Existing intrusion Proposal
[tem ;
detection system system
known intrusions detect all detect all
_ hew undetectable detect all
intrusions
tr_ansfo_r med some detection detect all
intrusions
engine improvement manual automatic
response time somewhat slow fast
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