Journal of Digital Convergence ISSN 2713-6434 / eISSN 2713—6442
Vol. 20. No. 4, pp. 397404, 2022 https://doi.org/10.14400/JDC.2022.20.4.397

4 R AN F=

ARAEE 54 B 9 &
2 1 dl
< =

n(*]
2
o
—
AC)
Me o
1

T ’
st BN AT w, Sedusta Wen el ek we

[IoT processing analysis model for improving efficiency and
processing time through characteristic analysis by production
product

Yoon—Su Jeong!, Yong—Tae Kim*
'Professor, Dept. of information Communication Convergence Engineering, Mokwon University
*Professor, Dept. of Multimedia Engineering, Hannam University

2 o 2
IoT AAE 4] Aol S22 thekat A7E5 xas)
A ARE B = A
AE] AN ARE 9A 1Ao7 AFste] ngAgon Aed Al
I[loT dlol8 4

A= Al 2%

Al Ak watk v)E Ak 3AS o 2 Aot nHlS $851] wie] 7]E A|2EFe] AA7}F dEsir)

il ru
2
jind
M

O
o
o
>

Ir
o
2
ol
i
o,
o%t
ox

b=}
=
oo
i)
ol
o
Ao
%
2
2
=L
)
(&l

il
X
[>
io
=
(m
o
[

AU

Iy
il
i)
%
%

o
o
f
il
i3
>,
o
(o
fu
34_14

o
-
%0,
i
I
4
1
He
td
A
o
o
tlo
-
02(21‘
ol
2

Abstract Recently, in the industrial field, various studies are being conducted on converging IloT
devices that combine low—power processes and network cards into industrial sites to improve
production efficiency and reduce costs. In this paper, we propose a processing model that can
efficiently manage products produced by attaching IIoT sensor information to infrastructure built in
industrial sites. The proposed model creates production data using IIoT data collection, preprocessing,
characteristic generation, and labels to detect abnormally processed sensing information in real time
by checking sensing information of products produced by IIoT at regular intervals. In particular, the
proposed model can easily process IIoT data by performing tracking and monitoring so that product
information produced in industrial sites can be processed in real time. In addition, since the proposed
model is operated based on the existing production environment, the connection with the existing

system is smooth.
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Table 1. Classification of IoT sensor use by industry group

o : Main sensor o : Auxiliary sensor

Classification FOOd, ?nd Healthcare &) Tran§portati9 " Energy Ocean Flight
medicine medical care and distribution
Temperature ) o ) o o o
Light (image) o ° o o o o
Pressure ) o o o o o
Pressure o o ) © ©
Speed and acceleration o o o o )
Gyro o ) o © ©
Gas o ) o ©
Ultrasound o o o o
Chemical o o o
Flow rate ©
Magnetism o
Electric current [e)
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Table 2. IIoT Property Information

| GID | ID |Auth.| Time| Rate | Data |

Table 3. Access Management Information

‘ ID ‘ Gmde‘ Time ‘ Perm ‘ Data ‘

Table 39| A A8 AR 5 IDe o T AR
XS onstal, Grade:= IIoT AR AP 5
25 [ToT ARE Auo A
24% A7 YERAY. Perm-2 1oT A X2 n|
A 3

ARE 9vstal, Datat [oT AMZEEH
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Table 5. Parameter values of algorithm

A @A A E HRE 485t
A& Google Colaboﬂ /\1 93
S AFESle] 435kt

Table 4. Simulation environment

Division Specification
[ON) OPNet simulation
VMware Workstation 15
VMware (O8] Windows 10 Professional
Workstation CPU 2 core
RAM/HDD 16GB/100GB
Language Python 3.9.7
Tool Google Colab
Library Scikit—learn, matplot, numpy, pandas, etc

=
2o 0T tlo]e] S F& to]E](train set)}
tlo]E(test set) 2 T8t F(LR(Logistic
Regresswn), MLP(Multi—layer Perceptron), SVM
(Support Vector Machine)) 2 8F5(KNN(K—nearest
neighbors), RF(Random Forest))ol] AFE-5 & &arg]
S5 AHESISITE AlQE Rl A= 2 dare]Ee

se}u| g kS Table 59 #th

Aot wele] A #2412 Table 69 2t} Table 6]
A AR RE2 HAl Fa7HolA BAEE SR
54 5 AYEE s ol uet
A7} [oT HoleE dAsHA &
1.5%~3% x}017} 2 =
&5 MLP(Multi—layer
n)v A Fa 7ol %‘—8 A5E HE

o
2
fin)
o
o
S
2
o

Algorithm Parameter Value
LR Regularization strength(C) : 5, 10, 15 Solver : lbfgs penalty : 12
MLP Hidden_layer : 50 Activation @ relu  Weight optimization : adam Learning rate : 0.001
SVM Regularization parameter(C) : 0.001, 0.01, 1, 10, 25, 50 Kernel @ rbf Probability : true
KNN Number of neighbors @ 3~5 Weights : uniform
RF number of trees : 50
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Table 6. Performance result

unit: %
CN 1 2 3 4 5 6
- A 80.92 83.25 82.14 84.87 83.78 85.04
LT 0.007 0.006 0.007 0.008 0.008 0.009
F1 81.12 83.26 82.37 83.59 85.31 84.85
CN 1 2 3 4 5 6
MLP A 90.12 91.23 92.17 92.39 91.63 93.54
LT 0.005 0.006 0.005 0.007 0.006 0.006
F1 92.11 90.43 88.28 91.17 89.85 92.19
CN 1 2 3 4 5 6
| A 85.66 87.19 86.34 90.87 88.65 87.86
: LT 0.007 0.008 0.007 0.008 0.007 0.006
F1 85.43 87.75 86.14 88.24 87.17 86.35
CN 1 2 3 4 5 6
— A 87.06 85.78 87.32 88.65 86.35 88.54
LT 0.004 0005 0.006 0.005 0.007 0.006
F1 84.54 87.33 84.67 86.54 84.27 86.17
CN 1 2 3 4 5 6
RF A 89.82 90.33 88.08 90.32 88.45 89.89
LT 0.003 0.004 0.004 0.005 0.005 0.006
F1 88.89 86.84 89.22 91.89 88.76 87.23
CN : The Count number of simulations LT : Learning Time A : Accuracy F1 : F1—Score
RF(Random Forest)&= 2H 4 $o] £& As5 v Fig. 2= AL @A AR A1 &84S +48)
Epdeh. 0T Wloe] £83e] b2 4% SHolAE 9k Fig 2] A9b) ASt 2 AT o) TIoT
IIoT dlo ]Ei FHEo] A&E SVM(Support Vector & AX|3te] ALt Al A Z2A| A7 F7FER
Machine) %38 Zo] 714 £& 452 ehllon], % afio] B 188% P4 2o FHk, o
IoT dlo8 o] ¥&4F MLP(Multi-layer 22 A ARl Ao A @Ak 075 AR
Perceptron)7h 744 %€ 44%5-& hepint. RA/H e ] e Azolth,
Aot mdlof A - H [oT AXE Table 74H
35 ToT A =58 55 Jus 43 43} 10T, w
- = 80 B—
sjdlole], 23, A4, Q1EAs, 2 Se] A1ge " - .
b aren, Wik w e ANEE AEdE § o«
. k5 50 ’\’\0—0—\
2o Avhe AL shepa 5 gl £
0 ——Previous Model
20 —=—Proposed Model
Table 7. The frequency of appearance 10
BN @ o o - ®
Ranking Keywords Frequency Number of process
1 loT 75 . . .
Fig. 2. Information Search Time through Number of Data
2 Big Data 58
3 Robot 55 - . —
; < - AlRE BellellA ToT FH A2 vf A8 5E dvoly
Sensor 5
Z Al 7S SR yass B3 Bl wslel o x|
5 Artificial Intelligence 50 %a ] == ToT & ] L/Ti ?_T':O]—Oq ]LO]—M ©
6 10T ~Cloud 18 7} A3}+= Fig. 33 2tk Fig. 337 IoTE ©]-&3 7
7 Communication 42 ‘?‘7]' 3%7{] ?i:]{’\%‘ oT_H?_D]' E{]O] Ei ﬂﬂ /\]Z_} ] géi!_
8 Security 32 14.5% ‘&%E]%U‘r. o] 2& A= Akg Aol A 2
9 CPS—Digital Twin 30 ]1‘: JE ] to 7 ﬂa oAl T']i—d 3]_7] mﬂ?ﬁ’ﬂ L}E]—
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- o Asolt),



913k oT A2l ¥4 &l

403

SPrevious Model

=Proposed Model

Process Time(ms)

N ~

2

Number of loT in Smart Factory

Fig. 3. Data Process time of Server thourgh Number of
Data

L)

-

i,

r4

>

fe 3

oWl N (L

o mr—‘dr ‘ﬁr;
mf—_'-aﬂg_lﬂrﬂ £

I e

[0 2 foir

3 r
ol
oz
1
(o
i
N
Auh
o
rir
23
R
ol
f
it
o
2l
[0 oX

i)

>
T
ol o

AA Fa7]00lA A
At dlolHE B8 1oT dlolg 7,
glol &5 Mgl 53], At
& 2k @Rl AMESEAL 9l EIER=0]
Beluch A @A AAEE AlE FRE HoT Al
SHE] Azt g 35k AlFE A ZEA| 2o g
7V Wk o) 2k Aol HAbEE 0 F B
S A ARE ARZS AAzEe R 24 9 mUEYo] 7}
Sekit), Aok male AloT =9k AW Atoldl] Sa-9-

4

2
R

2]

o I
e
rlo
N

n2
r]I,
2

e

-

[¢)

= 7S AHgsto] ToT Are] 54 9 78 Hds
A Adeiste] gl vAe FEE vl A A
A EEAdo] Bt 18.8% FAE AL, vlolE A2 Azt
< " 145% FEHAATE FF AFelA s & Al
A G Ais BEuE gt g @l 488kl Al
Qb 2ElS S WUt ool

REFERENCES

[1] Jeong Y. S. (2011). A User Privacy Protection Scheme

based on Password through User Information
Virtuality in  Cloud  Computing. Journal — of
Convergence Soceity for SMB, 1(1), 29-37.

[2] Kim K. 1. (2014).

A Exploratory Study IMS

Performance Mdodeling Using Information Systems
Success Model. Journal of Digital Convergence, 12(3),

127-140.

[3] Kim K. 1. (2015). The Effects on Improvement of IMS
Through  Corrective  Actions.  Journal —of the
Convergence Society for SMB, 5(4), 1—4.

[4] Kim K. I. (2012). Causes Analysis of Increasing
Revocation for IMS Certification in small and

Medium—size Enterprises. Journal of the Convergence
Society for SMB, 2(2), 7—12.

Kanungo R. N. (1982). Measurement of job and work
involvement. Journal of Applied Psychology, 67(3),
341-349.

[6] Babin B. J. and Boles J. S. (1996). The effects of
perceived co—worker involvement and supervisor
support on service provider role stress, performance

and job satisfaction. Journal of retailing, 72(1), 57—75.

[7] Shin S. S., Jeong Y. S. and An Y. J. (2015). A Study of
Analysis and Response and Plan for National and
International ~ Security Practices using Fin—Tech
Technologies. Journal of Convergence Soceity for

SMB, 5(3), 1-7.

[o e}

Jeong Y. S. (2016). A Study of An Efficient Clustering

Processing Scheme of Patient Disease Information for
Cloud Computing Environment. Journal of
Convergence Soceity for SMB, 6(1), 33—38.

D. Tlic, S. Karnouskos & M. Wilhelm.
comparative  analysis of smart metering data
aggregation performance. 2013 11th IEEE
International Conference on Industrial Informatics
(INDIN), 434—439.

©

(2013). A

J. S. Lee. (2017). A Study on the Effects of the
Cooperative  Philosophy  between SMEs to the
Cooperative Activities and Performance. Journal of
the Korea Convergence Society, 8(9), 301—309.

[11] Y. S. Jeong, Y. H. Yon & J. H. Ku. (2017).
Hash—chain—based IoT authentication scheme suitable
for small and medium enterprises. Journal of
Convergence  for Information Technology, 7(4),

105—111.
[12

A. Deshpande, P. Pitale, and S. Sanap, “Industrial
automation using Internet of Things (IoT),” Int. J. Adv.
Res. Comput. Eng. Technol., vol. 5, no. 2, pp. 266-
269, 2016.

[13] N. Choosri, Y. Park, S. Grudpan, P. Chuarjedton, and
A.  Ongvisesphaiboon,  “ToT—RFID  testbed for
supporting traffic light control,” Int. J. Inf. Electron.

Eng., vol. 5, no. 2, p. 102, Mar. 2015.

[14] H. Merchant and D. Ahire, “Industrial automation
using IoT with raspberry Pi,” Int. J. Comput. Appl.,

vol. 168, no. 1, pp. 44-46, 2017.

[15] Industrial Internet Consortium. (2019). I.—LC. Infinite
Industrial  IoT  Innovation 2014-2019. [Online].

Available: http://www.iotinfinite.org and



404 YADERFAT A209 A4S

http://www.iotinfinite.org. Commun. Technol., vol.
62, no. 2, pp. 151-159, 2015.

[16] M. Hossain, S. Noor, Y. Karim, and R. Hasan,
“ToTbed: A generic architecture for testbed as a
service for Internet of Things—based systems,” in Proc.
ICIOT, Jun. 2017, pp. 42-49.

[17] Y. Berhanu, H. Abie, and M. Hamdi, “A testbed for
adaptive security for IoT in eHealth,” in Proc. Int.
Workshop Adapt. Secur., 2013, pp. 1-8.

[18] S. Siboni et al, “Security testbed for
Internet—of—Things devices,” IEEE Trans. Rel., vol. 68,
no. 1, pp. 23-44, Mar. 2019.

[19] O. A. Waraga, M. Bettayeb, Q. Nasir, and M. A. Talib,
“Design and implementation of automated IoT
security testbed,” Comput. Secur., vol. 88, Jan. 2020,
Art. no. 101648.

[20] O. Nock, J. Starkey, and C. M. Angelopoulos,
“Addressing the security gap in IoT: Towards an IoT
cyber range,” Sensors, vol. 20, no. 18, p. 5439, Sep.
2020.

A & 9=(Yoon—Su Jeong) reRdl

- 19984 29 : HAFsta HARAAH
St (&- 3 8kA
20006 29 : 22usln Ax}A AN
EYCERRS
- 2008 29 ZEu)stw ARFAAFSH
)

=

[s)

- PlaEok L oT/AIoT/IoT, - 4§41 Beh AHR S,
¥ dlole], FehtE HFY

- E—Mail : bukmunro@mokwon.ac.kr

7 & " (Yong—Take Kim) FE-
- 1984 24 @ gt ALHEA
&t} (F-3HetA})

1988 24 s AL

20024 29 : 228l Ax}A Ak

shojst e e ol st a4
TRk L Eakd A2, HE B Al §) matd $
Al HQE
- E—Mail : ky7762@hnu.kr



