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Abstract In traditional criminal cases, there is a limit to information collection because information on
the subject of investigation is provided only with personal information held by the national
organization of legal. Surface web—based OSINT(Open Source Intelligence), including SNS and portal
sites that can be searched by general search engines, can be used for meaningful profiling for criminal
investigations. The Korean—style OSINT workflow can effectively profile based on OSINT, but in the
case of individuals, OSINT that can be collected is limited because it begins with "name", and the
reliability is limited, such as collecting information of the persons with the same name. In order to
overcome these limitations, this paper defines information related to individuals, i.e., equivalent
information, and enables efficient and accurate information collection based on this. Therefore, we
present an improved workflow that can extract information related to a specific person, ie., equivalent
information, from OSINT. For this purpose, different workflows are presented according to the person’s
profile. Through this, effective profiling of a person (individuals) is possible, thereby increasing
reliability in collecting investigation information. According to this study, in the future, by developing
a system that can automate the analysis process of information collected using artificial intelligence
technology, it can lay the foundation for the use of OSINT in criminal investigations and contribute
to diversification of investigation methods.
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Table 1. Workflow Figure

Explanation
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person
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Division
Basic information
node
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Information

node
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information node
Flow Line
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Fig. 3. Ordinary Workflow

Q1T AN A AN G B B A% An
B 9L 5 7] W] 7P WA D2 H9S Faf 1}
F917], 9710atel A 24, FHEw, B, He, Aw
(A}, 2% 5), AFCIE(SNS) T AuE gt <
Fig. 1. Celebrity(Politician) Workflow d91e) A9 7ol B AuE 7t £ F
QAT o= THE Afol= el A Hule) B A OR A
Fig 12 32919 “4%°g 7I91=s gapshe spga ¥ 7Fodel 7] el ST sl s
A3 e AAZR ol AABR) Saps g 0 o OFF @9 ses szl 27490 4
HE B AgdoR A7) 98] oxHow Ay £ T8t @2 A o7 AL E(SNS)O A4 A&
£0 242 oujith(o]at YABESHE Eai), oA A Rk AR AHE s B
Hx)0l0] Ao y|HmAoR Aw AR oy 9k 7} Az JHELS 7|HFO 2 Google W o] dol] 4& A
APk A0 A5 A AMAL) Q1 guh g VRS LR §AIE A AUAE olgsiel
A9 Be A% ARE £PT 5 o) g g IS e el T A ddA) ek Ao
WA D) e F PRSI, A7lastely B, oy AU A AP W A BT vl
S, S, A, ARG, 2% 5), AolE(sNg) B 6= IR A Hlaget sl RS 577 A
of A o] ZFselek, Afo]=(SNS) AR} Q= B oo
S ARIE(SNS) At F=F AFe] ve] @9l
P4 e el o 401E<5Ns>4 A9 An el b G (B 2
S}k, AJol=(SNS)oll o)< 81, Q1El1aa[g]o] g =
H 4 2=, 22d Zéi ‘3‘3 AXNE ARE Fal A (e ) e ] (e ]
A oA An 0 el gu o) sk BEsigel o\ 5 ]
HES % Fote Au[10], fF, vel Bmaf11]  Le) | e Ler]
£ Fa A4 % olnl FoaE 54T 5 AT olF @ |
o Bgow 9 Ao FPF 54 Y olge ¢ = -
7ko 2 Aol ESNS)H A olgale] 124 Q1
oAt Q¥ AY ARE T2 U S Qo R Y, ] ) o ) =
A91e] A9 2% W @A) 34 FAOA} EAT S ] =
Sths 4 olgslel @] B el HA = =] = o
Uz oy, A% el Fof Aus Fh ST S A
o,

[e)
Fig 2= ddRle] “A"8 719 = W=
A31E e 4aBE 3ol Aelelel A 71
24 e 93 drkn /b @

Fig 3_\(_2__ ohﬂ_o o) “/x]]:ré" \gl “)xﬁ:"ﬂig_ 7] 045E
43} A31E el 9)aEE g, o



by 371

5y

Z-

=

=

[e)

=

s

B

29 Abd A

3z

=

o

S

2] 73~ Google

ulo

BE!

3k

=]
i

1%0

b

=

=

295 7
AL Al

3L

=

p

pal

7t RS 9

o, ARl ¢

L =EolA] A
o

2 714 el

Ve

2 AHE 7]HEo F Google

Tor
ol

e
Hask

3

E
S

ato] 4

S

Q.

[¢)

71¥ko 2 Google
o]

H AR %o

I={Ke}
= =

10079] o

=

e

Google W

p

Fig. 4. Search results for 'ChoiOQ' in Google

Google

Fig 4

!
+o]
+ol

]

=

A
A
£3
5|

o

=

A&7}
3
o]

A
o

TR
A

=
p

o

=

o] Ardel ohd A

21, 74 Al

}
7d°l

]
pA

A=)
=
=

=

L

[e)

RIOR ol A,
12

Nz o

!
T
7}

]

A=)

=,

).

<
=
o

5

1

=
pal

& AHgAS] RS o]

AREAH

hyA
il

p

L

ok

3L

H8e )

=
7ol

A TEHE HAELI[12]3 AR E(SNS) 5ol 3
1)

N A o] vlolH
AKX el 7]y

L

[e)

=

9]
ST
7}

=

1

=

AFO]E(SNS) Uiell A

ek, oju dlelw] Yy
of u}z}
ted =
A
15]. ool w2}

Q)
4. AA

<
T

°©

d HasEse

a4

Sis

?_]:

oA Al

il
il

gl

Fig. 5. Search results of 'ChoiOQ" and affiliation
in Google

=55 gy dAske

3L

=

of w2} ¢1=1

©]E(SNS) W AA



372 OADEEFAT 2207 A4S

Fig 5% Google W ‘HOO'9} ‘OO4%S A

3k Axfo|t), TAE AAE U Ex H o|u|X] ARE

3 A2 gk 2% 719 Ul A ARe} om x| Hr
_i’__

AN
=3l 4= 9la I VEA R A% ARE

= O

o

e

At

4

Table 2. Person 1’s Information (1)

Division Explanation
Image

Job 1 OO Manager

Job 2 OO Company OO Team
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Fig. 6. Search results for 'ChoiOQ" in Naver

Table 3. Person 2’s Information

Division ul-&

Image
..|
N 2 h
Job 1 OO Company OO Team
Job 2 OO Team

Ab 1 OO University
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Table 4. Person 1’s Information (2)

Division Explanation
Image
Job 1 OO Manager
Job 2 OO Company OO Team
Job 3 OO Executive
Ab 1 OO University
Ab 2 OO Bachelor’s Degree
Nickname Qs
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Table 5. Person 1’s Information (3)

Division Explanation
Image
Job 1 OO Manager
Job 2 OO Company OO Team
Job 3 OO Executive
Ab 1 OO University
Ab 2 OO Bachelor's Degree
Nickname Quex
Username Vi
E—mail vix@naver.com
English name |Choix*
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Fig. 9. 'ChoiOQ"' Linkedin profile

Table 6. Person 1’s Information (4)

Division Explanation
Image
Job 1 OO Manager
Job 2 OO Company OO Team
Job 3 OO Executive
Ab 1 OO University
Ab 2 OO Bachelor’s Degree
Nickname Qe
Username Vi
E-mail 1 vix@naver.com
English name |Choix*x
profile address |https:/www.linkedin.com/in/s#s
E—mail 2 @R@skex ok com
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Fig. 12. 'ChoiOQ' Facebook profile
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Table 7. Person 1’s Information (5)

Division Explanation
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Fig. 14. 'ChoiOQ' birthday

Table 8. ChoiOQ’s extended information

Division Explanation

Image
Job 1 OO Manager
Job 2 OO Company OOTeam
Job 3 OO Executive
Ab 1 OO University
Ab 2 OO Bachelor’s Degree
Nickname Quex
Username 1 | v
E—mail 1 vix@naver.com

English name

Chot#*

profile address

https://www.linkedin.com/in/sss

E—mail 2

@R@skox ok com

Username 2

Anna_Chot

Image
_- i 3

Job 1 OO Manager

Job 2 OO Company OO Team

Job 3 OO Executive

Ab 1 OO University

Ab 2 OO Bachelor’s Degree
Nickname Qs
Username 1 | v
E-mail 1 vix@naver.com
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English name

Chot#*

profile address

https://www.linkedin.com/in/sssx

E—mail 2 @kR@skex ok com
Username 2 | Asx
Kakaotalk ID | v
Birth ik [ 2%
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Table 9. ChoiOQ’s equivalent information

Division Explanation

Nickname Qe

Username 1 vk

E—mail 1 vEx@naver.com

Chot#*

English name

Profile address |https://www.linkedin.com/in/#s

E—mail 2
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