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Abstract Metaverse, realistic virtual space technology has become a hot topic. However, due to the lack
of an institutional system to the metaverse environment, concerns are rising over the leakage of
industrial confidentiality, including digital assets produced, stored, processed, and transferred within the
metaverse. Digital forensics, a technology to defend against hacking attacks in cyberspace, cannot be
used in metaverse space, and there is no basis for calculating the extent of damage and tracking
responsibility, making it difficult to respond to human resources leakage and cyberhacking effectively.
In this paper, we define the scope of industrial confidentiality information and leakage scenario and
propose policy and institutional measures based on problems in each metaverse scenario. As a result
of the study, it was necessary to prepare a standardized law on Extra—territorial search and seizure
issues and a system for collecting cryptocurrency evidence to respond to industrial confidentiality leaks
in the metaverse. The study expects to contribute to industrial technology development by preparing
in advance for problems that may arise in metaverse technology.
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Fig. 1. Classification of Metaverse[7]
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Table 1. Meaning of Metaverse classification criterial 7]

5 71 A

Technology to stack new control and information
system layers over the physical environment
perceived by users

Augmentation

Technology that provides a virtual world that
mimics the socio—economic environment of
reality as a space for interaction between users
and objects

Simulation

Technology that provides information and control

External . .
over the outside world surrounding users

Technology that focused on expressing the
identity and behavior of users through avatars,
online profiles, etc

Intimate
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Table 2. Metaverse Use cases[7]

ol A

— Taking classes in a more immersive space
through education using virtual spaces in the
metaverse

— The Holocaust Museum, built in the Second Life,
creates a learning environment indirectly
experiences the situation during the war

Education

— The Chicago Museum of History maximizes the
experience of interaction and immersion with
users by reproducing museum exhibits using
AR/VR technology

Culture/Arts

— Implementing celebrity avatars in Metaverse(Ex.
SM Entertainment — Aespa)

— Provide individuals with specialized
communication opportunities with stars

— Sell products through partnerships with
companies

Entertainment

— Using XR technology to improve the efficiency
and accuracy of the production process, train
employees, and share tasks

Production/
Manufacturing

— AR/XR technology is applied in various ways to
cooking, healthcare, virtual travel etc

— KaKaoNavi: Smartphones that can use 5G provide
getting directions that combine augmented reality

Daily life
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Table 3. Assets and types of leakage of industrial secrets in the metaverse

Method of Asset Leakage

Asset . . . . . .
Reproducing things in the avatar and Moving objects in metaverse and Hack PC in Metaverse
metaverse avatar
. . — Working in an rnal
— Duplicate the same avatar to work in orking in an e?(te &
Avatar organization within the -

multiple spaces at the same time

metaverse by moving the avatar

— Replicate multiple maps embodying the
internal structure of the company and
transmit them to external organizations
within the metaverse

Facility structure

— Acquisition of facility structure
stored in internal PC through
hacking of institution’s PC in
Metaverse

— Outsider's avatar visits a map
embodying the company's
internal structure and leaks the
construction of the facility

— Replicating and leaking multimedia
recorded items such as photos and
drawings through avatar duplication

— Creating and leaking copies by duplicating
records between items

Item that can be
recorded in multimedia

— The avatar directly moves to an
external organization in the
metaverse, drives the item
together, and leaks it

— Obtained by hacking the PC in
the metaverse where recordable
multimedia items are stored
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Table 4. Status of international cooperative investigation
of cybercrime [14]
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Table 5. Status of Extra—territorial seizure laws by country

Nation Law Status
- — No separate regulation for Extra—territorial search and seizure
Korea Criminal Procedure Act . . . . . .
- - — Execution based on general search and seizure regulations stipulated in the Criminal Procedure
[15] Code §215
Act
. . — Provision of transborder access to data
Europe Convention on Cybercrime L . . . . ,
- — Provision of access to or receipt of computer data located in other countries with the person's
[15,16] Code §32 . .
voluntary consent authorized to disclose the data
America Stored Communication Act(18. | — Provision to issue remote search warrants even if the location where digital evidence is stored
[15,16] U.S.C. §2703) is unknown
- — Even spatially separated storage media can be searched
Germany Criminal Procedure Act P Y sep ase . L . .
- — Prevention of data loss and limited to data having meaning in criminal proceedings
[15] Code §110-3 S . . , . -
— It is impossible without the person's consent to be searched or without notice
- — It is stipulated that electronic records to be processed as recording media connected by
Japan Criminal Procedure Act Code Lo . : X : ¥
telecommunications lines can be copied to an electronic calculator or other recording media and
[17] §99-2, §218-2 .
then confiscated
— Judicial Police officers or Judicial Police Assistants may also search information devices located
France Criminal Procedure Act at search locations if they are relevant to an ongoing investigation
[17] Code §57—1 — Provision that the search may also be performed on other information devices if the information
is initiated by other information devices
— Provided that the investigator may use any electronic device necessary to access the
Australia data(include that are not in the place where the search and seizure warrant takes effect) at the
[17] Crimes Act 1914 3L search location described in the warrant if the investigator determines that the subject matter
may constitute evidence
— Establishment of basis for remote search and seizure through network
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Table 6. Status of laws on the scope of digital evidence collection by country[15]

Nation Law Status
— The object of search and seizure is defined as ‘fluid object’
- — Confiscation of evidence only if it is recognized that it is related to the case of the accused
— Criminal Procedure Act Code X B . . . :
§106—1 — If the confiscated 4ob]ect is an information storage med}um such as a computer dlsk, the
Korea courtlsl?all determine the scope of the stored information and print or reproduce it and
— Criminal Procedure Act Code submit it . - - o L . .
§106-3 * Howe\jer, if thelmlethod of printing or Quphcatmg a specified range is lmpOSS}ble or it is
recognized that it is challenging to achieve the purpose of seizure, ‘information storage
media, etc.” are confiscated.
— Federal Rules of Criminal — US Regulations on the Basis for the Collection of Digital Evidence
Ameri Procedure Code §41 — Provision of information submission orders to ISPs (Internet Service Providers) operating
merica cloud computing or servers — To prevent excessive information searches by investigative
— Stored Communication Act agencies and to enable investigative agencies to collect digital evidence

— The object of search and seizure is defined as ‘fluid object’

— If necessary, the court shall keep the electronic record or require the person who has the
right to use it to store the necessary electronic form in a recording medium or to print it
and submit it

— When executing a search and seizure warrant for digital evidence, the person executing the

Japan — Criminal Procedures Act Code warrant must copy and move the digital proqf to be seized to another storage medium, print
§99-2, §107-1, §110—-2, §111-2 it, and confiscate the original storage medium

— If the information processing device to be seized is connected to the network, it is possible
to copy the information stored in the connected storage medium

— When executing a warrant for search and seizure of digital evidence, it is regulated to
require the seized person to manipulate information processing devices and other necessary
cooperation

— The object of search and seizure is defined as ‘fluid object’

— Provision to preserve evidence necessary to the inquest

Germany — Criminal Procedure Act Code — A person in possessioq of g\'jdencg is ob}iged to submit and deliver upon request
§94-1, §95 — The concept of confiscating digital evidence includes software that can read digital proof and
passwords, so the seized person must provide the investigative agency with the information
necessary to decrypt the encrypted data
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Table 7. Logs that can occur according to the
metaverse industrial confidentiality leakage
scenario

Leakage Scenario Generated log

— Duplicate avatar to work in
multiple spaces at the same — Avatar space movement
time history (map visit history) log

— Move avatar to work in an — Chat and transaction logs with
external organization within other avatars
the metaverse

— Duplicate an internal company | — Avatar log who visited the
map and send a copied map map

— Invite outsider avatars to — Avatar space movement
internal company history (map visit history) log

— Duplicate and move item that
can be recorded in multimedia

— Reciprocal replication of
records between items that
can be recorded in multimedia

— Multimedia history and
changelog of items
— Changelog of item owner

— Network access log in
metaverse

— File modification, change,
deletion log in metaverse

— Avatar log who accessed PC
in Metaverse

— Acquisition of information
through PC hacking in
Metaverse
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