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ABSTRACT

As security threats caused by cyber attacks continue, security control is mainly operated in the form of a service
business with expertise for rapid detection and response. Accordingly, a number of studies have been conducted on the
operation of security control services. However, due to the research on the resulting management, indicators, and
measurements, the work process has not been studied in detail, causing confusion in the field, making it difficult to
respond to security accidents. This paper presents ISMS-P-based service management methods and proposes an easy
outsourcing service management method for client by checklisting each item derived from the mapping of 64 items of
ISMS-P protection requirements through business relevance analysis. In addition, it is expected to help implement periodic
security compliance and acquire and renew ISMS-P in the mid- to long-term, and to contribute to enhancing security
awareness of related personnel.
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Table. 1 Security Control System

System name System function
DDoS Detecting and blocking DDoS attacks
Firewall/WAF External/internal communication control
IPS Prevent harmful activities

Spam system Blocking harmful emails

Intelligent persistent malicious behavior

APT system analysis/blocking

Virus system | Malicious code detection, treatment, deletion

SIEM System log monitoring
A% QR BokA g e] Ao g ul A2, Bak
A2Ro) F1A, A, Be vlel, T1X), el whel 1
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Table. 2-a Work Relevance Analysis

System

Client

Outsourcing

Report policy, filter policy,

Traffic/session monitoring,
event monitoring, system

DDoS ACL policy, user policy, resource monitoring,
patch/backup/recovery | current visitor monitoring,
policy, log linkage policy | raw data analysis, patch/
backup/restore
Fllt:r pﬁ ficy, ltChI;bPOEEy,/ Traffic monitoring, allow/
Firewall/ usrisz)(;ecyélri)j Clo aI(; nkp block policy check, raw
WAF store potey, fog data analysis, patch/backup/
policy, interface network
policy restore
Event rule creation and
Report policy, filter policy, change a.nd r‘eportmg,
ACL policy, user policy. event monitoring, system
1PS ’ ’ resource monitoring,
patch/backup/recovery . .o
licy, log linkage policy current visitor monitoring,
poliey, raw data analysis, patch/
backup/recovery
Report policy, filter policy,
ACL policy, user policy, Spam email content
Spam patch/backup/recovery | monitoring (normal email
s FS) tem policy, virus scan policy, | is confidential, so it is not
Y system policy (sending | possible), patch/backup/
time and retries, bulk mail, restore
bulk mail)
Report policy, filter policy, .
ACL policy, user policy, }ilslf;:k ﬂlf:;l? Z;zcltlg;
APT | patch/backup/restore policy, R 4
. . . results, check system log,
system | system interworking policy, erform patch/backun/
attachment /malware P P P
download restore

Table. 2-b Work Relevance Analysis

System

Client

Outsourcing

Virus
system

Report policy, ACL
policy, user policy,
patch/backup/recovery
policy, agent policy (OS,
software, distribution
policy, threat detection)

Agent status monitoring
(policy, OS, software,
threat detection),
patch/backup/recovery

SIEM

Report policy, ACL
policy, user policy,
patch/backup/recovery
policy, log linkage policy

Monitoring interlocking
device logs, creating
important log event rules
for each device,
performing
patch/backup/restore
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2.1 Policy, Organization, and Asset Management

2.2 Human security

2.3 Outsider security

2.4 Physical security

2.5 Authentication and Permission Management

) 2.6 Access control
2. Security measures requirements

(64 items)

2.7 Encryption Enforcement

2.8 Information system introduction/ development security

2.9 System and service operation management

2.10 System and service security management

2.11 Accident prevention and response

2.12 disaster recovery

Fig. 1 ISMS-P Security Measure Requirements
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Table. 3-a Check List

NO
(write down
the reason)

Check Item YES

—_

.Does the user actually supervise when
working on patches/backups/recovery?

. Does the backup comply with the period
and retention period? (Backup work is a
outsourcing/data storage is a client

. After backup, was it stored in a
physically separated place through a
designated storage medium?

When recovering a backup, does the
outsourcing make a request through a
statement of reason and approve it and
take out data from the client?

W

. Does the outsourcing prepare management
documents such as patches/backups/
recovery, and review and store them by
the client?

. Is patch update management and work
carried out by the outsourcing and the
patch file storage by the client?
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Check Item

YES

NO
(write down
the reason)

AT AELf ALE] o] A S eAlE

oo}

B7] 3} ISMS-P 2ot @A) S ah AjuteE] 9

the outsourcing establishing the environment
such as virtual environment and vaccine
in the PC?

Table. 3-b Check List

outsourcing conducts analysis after prior
report, and the client checks the PC
when the analysis is completed?

NO
Check Item YES| (write down
the reason)
12. For malicious code analysis, the

13.

In the event of a DDoS accident, the
outsourcing requests detection/blocking
and cooperation from ISP companies,
and the client requests internal related
departments, reports to higher agencies,
and detours from shelters?

. When using the spam blocking system,

the outsourcing monitors and checks the
spam status, and other tasks are working
at the client due to the risk of internal
confidentiality and personal information
security accidents?

15.

Is the confidentiality pledge and personal
information protection pledge managed
and kept by the client, and the outsourcing
is familiar with and complying with the
contents?
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- o] AHe 1) 20] AAe] AELke] APAL 1 3
7. Does the administrator's account only o
connect to the designated PC? (PC in O HojEoh
charge of the client)
8.Is the administrator's PC physically ISMS-P Security measures requirements Scenarios
separated from the outsourcing? 2.1 Palicy, Organization, and Asset Management 8
. 2.2 Human security 1,10
9. Are log monitoring efnd packet downloe.ld 33 Outsider security 1,10
done by the outsourcing, and are the main - -
. . L 2.4 Physical security 2
settings, policy application, user account
settings and privileges restricted by the 2.5 Authentication and Permission Management 9
client when requested? 2.6 Access control 1.2
R R . 2.7 Encryption Enforcement -
10. Is the outsourcing suggesting addition or - - - -
exclusion of the blocking policy, and is 2.8 Information system introduction/development security -
the operation carried out after the client 2.9 System and service operation management %‘ ??: g’
review and approval (including permission 2' 7' 3
approval for system operation)? 2.10 System and service security management ‘8, ’9 '
11.1s the client conﬁguring the PC and 2.11 Accident prevention and response 4,5 8
network for malicious code analysis, and 212 disaster recovery 458

Fig. 2 Relation between ISMS-P security measures

requirements and scenarios

ISMS-P Security measures requirements C[]i‘:fk
2.1 Policy, Organization, and Asset Management -
2.2 Human security 7,14, 15
2.3 Outsider security 14, 15
2.4 Physical security 3
2.5 Authentication and Permission Management 7,10
2.6 Access control 7.8 14
2.7 Encryption Enforcement -
2.8 Information system introduction/development security -
2.9 System and service operation management 15’ 29’ 31* 04’
. . 1,5, 6,
2.10 System and service security management 1112
2.11 Accident prevention and response 11,13
2.12 disaster recovery 11

Fig. 3 Relation between ISMS-P security measures

requirements and checklist
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ISMS-P Security measures requirements

;2.1 Policy, Organization, and Asset Management
y 2.2 Human security
“‘“ 23 Outsider security
.‘"‘“‘ 2.4 Physical security
/" 25 Authentication and Permission Management
26 Access control

27 Encryption Enforcement

L - T, T SR PO R,

28 Information system introduction/ development
N security

N\
= 29 System and service operation management

W e N W B W N —

" 210 System and service security management

o

212 disaster recovery

Fig. 4 Comprehensive conformity mapping diagram of
scenarios, checklists and ISMS-P security measures
requirements
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