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ABSTRACT

This paper describes the hardware implementation of elliptic curve cryptography (ECC) used as a core operation in
elliptic curve digital signature algorithm (ECDSA). The ECC processor supports eight operation modes (four point
operations, four modular operations) on the NIST P-521 curve. In order to minimize computation complexity required for
point scalar multiplication (PSM), the radix-4 Booth encoding scheme and modified Jacobian coordinate system were
adopted, which was based on the complexity analysis for five PSM algorithms and four different coordinate systems.
Modular multiplication was implemented using a modified 3-Way Toom-Cook multiplication and a modified fast reduction
algorithm. The ECC processor was implemented on xczu7ev FPGA device to verify hardware operation. Hardware
resources of 101,921 LUTs, 18,357 flip-flops and 101 DSP blocks were used, and it was evaluated that about 370 PSM
operations per second were achieved at a maximum operation clock frequency of 45 MHz.
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ARLFRL P-521 ERITALS: 2] Ape] Adolw,
4 )2k o) oldrh. o, biz BHelA sheta]g o],
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Table. 1 Comparison of the number of point operations
according to PSM algorithms

R4BE ML MML, R-L, L-R
PA 261 520 521
PD 522 521 521
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Input:k,P(x,),(0 < k < 24),n = [51]
b; € {0,+1, 2}, Booth Encoding of k
output:Q = k- P

01: (byy—1, byy—2,***, b, by, by) « BE(k);
02:Qy < 0; QL «<0; Qp «P;
03:fori=0ton—1do

04: Q1 < 20Qz;

05: if b; = 0then

06: Qo < Qo +0;

07: elseif b= 1then
08: Qo< Qo+ Q2

09: elseif b; =—1then
10: Qo < Qo — Q2

11: elseif b; = 2then
12: Qo < Qo+ Qu;

13: elseif b; = —2 then
14: Qo < Qo —Qu;

15: endif
161 Q2 < 2045
17:end for

18: Return Q = Q,

Fig. 1 Pseudo-code of PSM using R4BE algorithm
o} @A-12 7] ZF kS Booth 9131 3}¢] signed digit b,
= AARITE TA 2004 2713k DRt Fl n-2] 2] vE
& Arks &3l PSM Z3h7E dofRich okl =71 L
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n=(L+1)/20]t}. o5 Eol, A Z7]7} 521-H]EQ]
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e} PS QIARS: Mol x-Z )M} PA GlAto 2 FRlE
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ol =& AT, 7] gre sy o e whE FAd ¥
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2.3, 2FA
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Al whet kA QAke] BT Eebink Al
A &3] AR 224 (2,y) oF (affine) HEAIS
283 A Ak HEe el (e e dY) o
Abo] EGEER SFEgo] -3 A] &8 Alo]E 19
A o vl g Aotk J Aike B 2aA| = Hels|

Table. 2 Comparison of the number of modular multiplications
according to PSM algorithms and coordinates

Coordinate R4BE ML MML, R-L, L-R
Standard 9,918 13,532 13,546
Jacobian 9,396 13,530 13,546

Chudnovsky | ¢ 396 13,011 13,025
Jacobian
MIEaEE 9,135 14,048 14,067
Jacobian

A QAlsHH, BEY HY dAito] AAEER st
ool felato] wo] AL of2) 7hx) Feje] o
H7A 7 A6k, dxZoz2 & £ (standard
projective), AFZH|QF (Jacobian), A ==X A7| X} H|
¢} (Chudnovsky Jacobian), =A% &3 H]2Kmodified
Jacobian) 374 5-©| 1} [8].
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Input: Py (X,,Y1,Z1,aZ1), Py(Xs,Ys,Z4,aZ5),a
output:R = P, + P, = (X3,Y3,Z3,aZ%)

01: Ay « Zy X Zy;
02: 43 « Z1 X Zq;
03: 47 « Ay X Xq;
04: Ay <« Az X Xy;

05:4, « Ay, X Zy; Ay < Ay —Ayg;
06: 43 « A3 X Zy;
07:A4, « Ay X Yq;
08: 43 « A3 X Y,;
09:4g « Ay X Ay; As < Az — Ay;
10: A1 « A X Ay;
11: A3z « Ay X Ap;
12: A3 « A3 X Ay; Ag « A3+ Aq;
13: A, « A5 X As; Ag « Ay + Ap;
14: Ay « Ay X Zy; Ag < Ay —Ag;
15:4, « Ay X Z1; Ay « A1 — Ay

16: A « A5 X Aq;

17: Ay « Ay X Ay; Ay « Ay — A3;
18: A3 « Ay X Ay;

19: A3 « a X Ag;

20:ReturnR = (Ao,Al,Az,A3)

Fig. 2 Pseudo-code of PA using modified Jacobian
coordinate
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Input: Py (X, Yy, Z,aZ3)
output: R = 2P, = (X3,Y3,Z3,aZ%)

01:D, « X) XXy; Dse<Yy+Yy;
02: D3 « Dg X Yy; Dy & 2Dy + Dy;
03:D; « Dy X Xy; Dy Dy +(aZ);
04:Dg « Dy X Dy; Dy < Do+ Dy;
05:D3 « Dy X D3; Dy & Dy — 2Dy
06: D, « Dg X Zy; D3 « D3 + Ds;
Dy « Dy — Dy;
07: Dy « Dy x Dy; Dg « D3 + Dg;

08: D3 « Dy X (aZ{); Dy « Dy — Dg;
Dy« —Dy
09: Return R = (Dy, Dy, D,, D3)

Fig. 3 Pseudo-code of PD using modified Jacobian
coordinate

ng, shtel mEe FAo] 29EE $o 28] vE
o S el st

32, 2=0 o
H L=H0o] ECC ZEAAE= 2EY HAl (modular
multiplication; MM), 2E2 9 (modular inversion;
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(modular subtraction; MS)9] 47}%] &7 AR XA
]_

o}
Shz 257 S M gelo] TRsIgLon, Hr BALS
3-Way Toom-Cook (3WTC)A 4> HA1S =73 m3WTC
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ZoF QW ES 52101 FAle HstEs A

7F Axkgo
Me Bad Ao v or diteug, vf E
A Atel 1/3& Fohs AAkS WhEshs 22 Hja
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Cook (TC) = Q1 7S #-8-5F3Art TC =] Q1] &
A2 et S 7 TC =9l 4] glolEl 73
?-, A= TC Zv|}lof] EARtthE Aot wahA
TC Zr Q& 488 7 1/3& Foh= At 714o] o
82 gror, 3 gdake] A2} vpAaellA 242 TC &=
Q1 v =g 2} 2fufj =g Atto] Eghe .

37 wghe] a3t wEd 9 ik "

S

double plus-minus ©]% & ¢ &drz]Eo] A8 x5
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| RegFile (521-bx24) |

i i Fs21 fsat Jozd] | ( i 2y 52 FF;'\U1
—l 1—
Selector I
§525§5254525  §s5254525F525  §sa5§sasfses  fare fi7s
ADD (525-b) ADD1 ” ADD2 | ADD3 | MUL |
(525-b) (525-b) (525-b) (178-b)
fszs so1
ri | | . ’ } ) FFAU
| Reg (525-b) ! 3 4 1 RN G
MAS 521 Ti7a T174 J354 EE] T3s6
— ¥ ¥ 1 3 ¥
RegU RegV RegS RegT RegR
(174-bx3) | [(174-bx3) [ |(354-bx3)| | (356-bx3)| | (356-bx5)
Cntl_FSM T T T T T
1 | |
R |
I
S

\

Fig. 4 Architecture of ECC processor
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5. REMAPPING TC domain remapping
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Fig. 5 Processing steps of ECC processor depending
on operation modes
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NIST P-521 E}2I=3ME X|l5l= 1AlS ECC Z2AM|M
Hardware space
ADD1 (525-b) ADD2 (525-b) ADD3 (525-b) MUL (178-b)

[R(Dy < 2+ Uy + U, [ [rDe v +vh + 1 T TN |
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[rcm-osr@) || [ emt R -5, ||| [r =15+ 05r@ —05r(-1) | To ADD1, ADDZ, ADD3

¥
(Szu, Tow} + (Sau, To} + T3 + €12 |

+ + +

81| [memteon [|[5:=s:+cr5+cr6 |

i i
| Re-grouping of Multiplication result words (making H,~HH,) |
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¢ 3
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step

Fig. 6 Space-time mapping of sub-operations for MM onto FFAU
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FPGA Verification of ECC Processor

Elliptic Curve Operation
Prime field. Pseudo-Random1 (P-521) ~ Point operation : @ ECPSM O ECPD O ECPA O ECPS

1.Generation (Modular) 1.Generation (Point )

Modular operation : O MM O M O MA O Ms 2.Calculation (Modular) 2.Calculation (Point )

Modulus | IFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFT

Verification Result ‘The public keys computed by H/W and 5/W is on curve and are matched !!!

EC point operation

Px | CE858E06B70404E9C DIE IE CBE6239584429C 6481 39053FBE21 FE2BAFBIEB4D30BAA 1485
E7IEFE75920FE 1DC 12742FF A8DE3348B3C 18564429BF97E TE31C2E5B066

Rx

Py [ 11639295A789438 CO045C8A5FE42C 70 18D 936F 5444367964460 1 7AFBD | 72739E662CS7EET Ry

2A05EF4Z640CS50B301 3FADOTE1 353C T086A272C 24056BE 4760FD 16650

Key [ 195 3546743645440 4F22D 950960 E337 | 9604ESOC42CF C TR ASOSFD 2498798 1EC 1 5DF 1632 ‘

915B0EFDY35CE TOFEABEG240431 AE 37262E62BDB0F AFCOG0CE3G9F 35221

Hardware result Software result

1 FFE003E 262D 4E E 34 AE 933ACE3C 3A23E TDB 1 AZE0CES4 1 ESCIAC2BAAGR2TECBCBBEEFC | SAX | 17FBON3E262DAEE 34AE J93AC53C3425E 7DB 1 APEDCH841EBC3AC 2B 44022 TECBCEBEEFC
BSDOBDA4DEES0E 3A3F 63552 20860 6F 353C 8738 840F 329F SBBNT7AB20538B4 BSDDEDA4DBSS0E 343FE3552C 208606F 359C 8738 840F 320F 5B B0774AB20538B4

HOx

HQy [ 1295791 4797C 6207DC 4258FCE81FOEEIBC4443347AFB0A4TEBBBCFBIBEDBTB2AD206BF | SQv | 129E791A4797CE2D7DC AZ58FCER1FOEE 38C 44433ATAFB044 7E BABC FROBEDETE23D 2068F
B9E1192C0C43D51FB3IBC 16724EF07661381 76D486E673268F D 11125804658 89E 1192C0C43D51FB3BC 16724EFN7651361 760 486ER73280FD 11126804648

Modular operation
A

H/W
result
B S/W
result
BAUDRATE @ | 115200 - COM PORT : COMB = CONNECT DISCONNECT COME Clear

Fig. 7 Screenshot of FPGA verification result for PSM operation

i Eol oF20% Wk &7 [12]9] Ableb Hlastd, VI, H =

B =8o] AAL LUTE oF 3uf © @o] Ahgshx|at

DSP+= 65% A A= o, A4 Eo] oF 1.44) 47| E ECC Z 2 A A% NIST P-521 E}arAl 49]
Aoz ettt £3 [13]9 A= A ste 8717 dalmes xdshy, d ~zet 348 93]

Tﬂoi ?LEH AHLE 9oL, dAtA S0l B =HOECC R4BE 415, 74 nE5Y ZA1S 93 m3WTCS}

ZZAA7} k5 B] ot ZE2F o7 B =FOlECC  mFRed OPJIE] =, 4= double plus-minus ©] % 2&

IZRAAL 1145 ECC dato] Q3 S8 Hofo] 2 7 oY d1aE 8|7 A E xp3uor JEAS A
513 Ao 7 BHrE T _Q_zﬂ-oqu HAA| A LZoA HASES o=tk
Table. 3 Comparison of ECC processors XczuTev FPGA ‘:]H}C’]ioﬂ TFdst] AeS HU1sH A
Design [11] [12] [13] |Thispaper| 2 i &2 Ful= 45 MHzo|H, PSM 14k
FPGA device | Virtex-5 | Virtex-6 | Virtex-7 | Xczu7ev 121,419 £ Alo|Z9] -/'\——9—5]01 23 °F 370 2] PSM
EC P-521 2 QA = Qe Ao FriEGY 2 =RoAs
LUT | 908k | 329k | 3k 102k Smolo] B4 A=S oja] FPGA T]ufo]2o] T3le}

Area FF NA NA 4.6k 18.4k

Gouk e o) Hek WEA] FYO ARste] 150

DSP 0 289 |8 BRAM 101
. S MHz & Zu}dg Z2A)7|H, 29 1,000 0|42
requenc
(I&HZ)Y 172 100 184 45 PSM-& 4Fel 4= glo] A-&-3) Apaate] B4l Bt}
Latency 332 3.91 133 2.7 S AQlE SIe Rl SoCof B4 = of ECDSA, ECDH,
(msec/PSM) ECIEC 5 ECC 7|4F Hot 22 B2 0] st=go] -39
Throughput S Al = =
(PSMson) 301 255 75 370 HA P2 AME-E 4 Qlch
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