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ABSTRACT

Due to the increasing proportion of cloud and remote working environments, various information security incidents are
occurring. Insider threats have emerged as a major issue, with cases in which corporate insiders attempting to leak
confidential data by accessing it remotely. In response, insider threat detection approaches based on machine learning have
been developed. However, existing machine learning methods used to detect insider threats do not take biases and variances
into account, which leads to limited performance. In this paper, boosting-type ensemble learning algorithms are applied to
verify the performance of malicious insider detection, conduct a close analysis, and even consider the imbalance in datasets
to determine the final result. Through experiments, we show that using ensemble learning achieves similar or higher
accuracy to other existing malicious insider detection approaches while considering bias-variance tradeoff. The experimental
results show that ensemble learning using bagging and boosting methods reached an accuracy of over 98%, which improves
malicious insider detection performance by 5.62% compared to the average accuracy of single learning models used.
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Fig. 1. Process of malicious insider detection
using ensemble learning
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Table 1. CMU CERT r.4.2 dataset fields

File Fields
logon.csv id, date, user, pc, activity
gon. (logon/logoff)
. id, date, user, pc, filename,
file.csv
content
http.csv id, date, user, pc, url,
content
id, date, user, pc, to, cc, beec,
email.csv from, size, attachment_count,
content
device csv id, date, user, pc, activity
‘ (connect/disconnect)
employee name, user_id,
email, role, business_unit,
LDAP functional unit, department,
team, supervisor
psychometric employee name, user_id,
.CSV O, C, E A N
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Table 2. Extracted list of features

Features Working hours(07-19)
1)Number of logons
(2 Number of logoffs
logon.csv

(4)Total number of PCs accessed

(1)File access status
file.csv (2)File access after working

(1)
)
(3)Logon after working hours
)
)
)

hours

(1)Number of visited websites
(2)Visting a job searching site
(3)Number of wikileaks.org visits
)
(5)

http.csv (4)Downloads a keylogger

Visiting sites after working

hours

Number of total emails sent
Number of internal emails

email.csv

Emails with attachments

(1)

(2)

(3)Number of external emails
(4)

(1)Connection after working
hours

(2)Number of connections in the

device.csv s
month before quitting

(3)Markedly higher rates than
their previous activity

(1)Role
LDAP (2)Month of service

(3)Whether quitting
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Table 3. List of algorithms used for detecting
malicious insiders

Baseline K-Nearest Neighbor
Voting KNN, LR, SVM, DT
Bagging Random Forest
Boosting Gradient B.oosting, AdaBoost,
XGBoost, LightGBM, CatBoost

o+ Gradient Boosting, AdaBoost,
XGBoost, LightGBM, CatBoostE AH&3lsit}.
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w3k F1 score, ROC(Receiver Operating
Characteristic) =4, AUC(Area Under the
ROC Curve)E F7I3td AlAlge}t. F1 scorew
Aawel AL Z39F(harmonic mean)ol
sldsled o= doly Fulovl E4¥E o, A=
Hig o] §sl= AR HAFE A F 9lo] mdY
o= AEsHA H71e 4= 9lk. ROC FAlL o7
Azl sl FPR(False Positive Rate)3}
TPR #tel® #AE epdict. FPR¥} TPRE
ROC FAdA 72 712, AR2F5ed o-g¥ich
AUCE ROC F419] HwidS AR ghold, £+
< BdAdFE 1o 77k ghe] =EHc)

Aeeuracy — TP +TN
A = TP L TN+ FP +FN
Precisi n:L
ecisio TP+ TP
TP
Recall = TPAFN
F1score =2 X Precision X Recall (2)

Precision +Recall

A= 87%, F1 scored 85%=S 2Algc). o]¢}
vkl S o oabE g b mdle] Har AEE
9

= 94%, F1 scores 91%%

K

oo
X
o,
=)
bt

1A o= KNN, LR, SVM, DT} %
N 7|AE: daeEEY v wek A JAg-3
Ab ko]l BF 2% olstE S o]fth HTAHL
2 (radient Boosting® LightGBM ¥ =d
o] HE-W-AF gho] 71 ol fojHl A} &

=

2
g}2}v|e] (hyperparameter) el w2 Agw W3z
vepdith Fig.3.(a)¢F (b)+ M¥E =d KNNI
SVMe] A& FAleln, Fig.3.(c)¢t (d)E s
< 719 29 random forestet LightGBM<]
A% FAeld. AZS A ¥ A (training
score)®t A% H4(cross validation score)=
57 2} #Z(5-fold cross validation)S £3)
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Table 4. Evaluation results of single classification models and ensemble models

Algorithm Accuracy | Precision Recall Bias Variance F1 AUC
KNN 0.915 0.73 0.71 0.062 0.024 0.72 0.85
LR 0.945 0.88 0.78 0.065 0.009 0.82 0.96
SVM 0.94 0.93 0.83 0.016 0.005 0.87 0.89
DT 0.935 0.91 0.89 0.016 0.012 0.89 0.93

Voting (KNN,

R svM. D | 093 0.91 0.91 0.064 0.003 0.91 0.98
R;ii(;n 0.98 0.94 0.94 0.008 0.007 0.94 0.99
gzz:;er?gt 0.995 0.95 0.92 0.005 0.003 0.93 0.99
AdaBoost 0.985 0.92 0.95 0.011 0.009 0.93 0.99
XGBoost 0.995 0.95 0.99 0.009 0.005 0.96 0.99

LightGBM 0.995 1.0 0.95 0.004 0.003 0.97 0.99
CatBoost 0.99 0.94 0.99 0.010 0.007 0.96 0.99
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Validation Curve with KNN Classifier
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Fig. 3. The validation curve of the algorithms used
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Table 5. Accuracy and precision comparison Table 6. Data sampling with KNN
with previous studies
KNN Prec. | Recall Bias Var.
Performance Baseline | 0.73 | 0.71 | 0.062 | 0.024
No. | Reference | Algorithm Metrics SMOTE | 0.74 | 093 | 0.058 | 0.019
JAce. | Prec ADASYN | 071 | 0.89 | 0.071 | 0.027
LSTM

1 3 0.90 0.97 SMOTE-

(3) Autoencoder P 0.76 | 0.93 | 0.064 | 0.017

2 (15) GCN 0.945 | 0.97

Random 0.99 0.86 Table 7. Data sampling with Random Forest
3 (16) Forest
______________________________ A NN097 052 Random Prec. | Recall Bias Var.
Forest
Random 0.98 0.94 -
Proposed ____F_qlf?_s_? _________ U Baseline 0.94 0.94 0.008 | 0.007

4 Approach Gradient 0.995 | 0.97 SMOTE 0.97 0.95 0.05 0.006

LightGBM | 0.995 | 1.0 S%/([)?nTeE’ 0.82 | 0.98 | 0.032 | 0.002
4.3 A EFE o2 Y MS H
Table 8. Data sampling with LightGBM
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j/]; _LH;FH}E_ et 2 = ] ‘IT TH]J 1 LightGBM Prec. | Recall | Bias Var.
el FAHE TR Iejage] TSP Exst Baseline 1.0 | 095 | 0.004 | 0.003
7 gl el ol Sl 292 el SMOTE | 092 | 099 | 0.01 | 0.003
Sk S olet. Fels vige] WiE EdRed | ADASYN 0.92 0'99 0 615 0.003
<> HE2 S Adsle ANCERE 2de A : : : :
st} old wdle] Ao meisly] ojzith ol TNOTE 091 | 0.95 | 0.012 | 0.007
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