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Abstract

A network QoS model for the joint integrated C4I structure!’ was proposed for the integration of network
infrastructure and network operations(NetOps) for NCOE. Detailed QoS requirements process of the joint integrated
C4I systems are needs in the Multi-Domain Operation Environment(MDOE). A process is proposed for identifying
QoS requirements and establishing in the MDOE using JMT(Joint Mission Thread) reference architecture and
solution architecture. Mission analysis identify JCOAs(Joint Critical Operational Activities) and related activities
based on JMT & System architecture's OVs, and Information analysis identify QoS attributes using System
architecture's SVs. Identifying QoS attributes will be registered at PPS Registry by pre-regulated process, and will
be set-up by NetOps. MDOE QoS requirement Process will support efficiently MUM-T and smart defense platform
users under the future uncertain battlefield circumstances.
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Fig. 3. GIG queuing design overview

1) ITU-T Recommendation Y.1541(2011), Internet Protocol Aspects
- Quality of Service and Network Performance
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Table 5. SV-6 IER format

Info | System | System | Data !
Exch | Data | Interface | Element| Content i b Data Standards
D | BxchID | Name/iD | Name Type | Tywe
Target W3CSOAPv1.2
MCS | Target | oo WACXMLLOG thed)
IER | SDE | linkto |arcamap SOAP Electro- IETF SRD 2616 1.1
020 | 021 | MBeN | segment segment nic !
LAN | request boundary [ETF STD 7,991
4 length IEEE Std 8023 2008
Target | TOPO map MIL-PRF-89037A,5/99
DTSSlink| area | segment MIL-STD-2401,1/94
MR TE | oMBN | TOPO | cemeed | TFTP |FM | IETESTD 33702
LAN map | on Target [ETF STD 5,991
segment | coord IEEE Std 802.3 2008
IER | SDE |MCSlink ITIffge‘ Target | gp | Electro-| MIL-PRE-89037A,599
01 | 03 | 1oDISS reqﬁgg{ Tmage no. nic | MIL-STD-2401,1/94
IER | SDE |DISSlink | Target | Imagery Electro-
0| 02 | oMCS | Image | Daa | TP | g | STANAGTOSS
ordng Pecenno) T | %00 | icaly Peroity imenes| Troughout
MCS
ngl:/IS-T MAPS A;léogl::fd request “Get | C | Asneeded | <10s | 6req/min
4 Target Area”
MCS target
MAPS MgMMT Argtsomlzll;:d areamap C | Asneeded | <155 | 4req/min
po request
MCS
MgXAS'T Imagery Alrl(t:on;ast[ed request “Get | C | Asneeded | <ls | 8req/min
a Target Image”
Imagery Mg[l;/éT ﬁg;gg;:d lrlr\l/ﬁlcgggqieetst C  |Asneeded | <1.5s | 6breq/min
3.23 AMEE 22 2 % QoS Table =
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SV-6, SV-42] AA 7%, TV-1S o] &3Fe] Table 63}
2ol QoSet FHE AH|Z, Port 5 AttributessS 2
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QoS Specification Tabledl|A] X E TV-1, Protocol &
52 o] &sto] AHAE AT 5 GIGH FeA%E
A FFE 72 QoS EH(RHolA AAH QRS A
83to] DSCPE A%k § Table 77 o] QoS Table
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Table 6. QoS attributes
V-1 PORT Protocol
W3C SOAPv1.2 80 | Messaging Framework
W3C,XMLLO("d)
[ETFRFC2616 1,1 80 | HTTP
RFC1112(Host Extension for IP multi-casting)
[ETF STD7,9/91 RICISPEN
RFC6093(TCP Urgent Mechanism)
%]2)(])5 RFC6528(Defending against Sequence No. Attacks)
RECT91(IP)
1| RFCT92(ICMP)
[ETF STDS, 9/91 32 | REC919(Broadcasting Internet Datagram)
RFC922(Internet Standard Subnetting Procedure)
RFC1112(Host Extension for IP multicasting)
IEEE Std 802.3 2008 Ethernet
MIL-PRF-89037A,5/99 | 90 | DTOP(Digital Topographic Data)
MIL-STD-2401, 1/94 | 45 | WGS84(World Geodetic System)
[ETF STD 33, rev2 69 | The TFTP Protocol
RFC1112(Host Extension for IP multicasting)
IETF STD7, 9/91 RPCHRSPECR)
RFC6093(TCP Urgent Mechanism)
%]2){5 RFC6528(Defending against Sequence No. Attacks)
RECT91(IP)
1| RFCT92(ICMP)
[ETF STDS, 9/91 32 | RFC19(Broadcasting Internet Datagram)
RFC922(Internet Standard Subnetting Procedure)
RFC1112(Host Extension for IP multicasting)
IEEE Std 802.3 2008 Ethernet
Table 7. QoS table
Su | ou | (00| PORT oy T foood | psc
80 FO W3C SOAPv1.2 Message 2
192. | 212.
16| 70| %0 FO | IETFREC26161,1 HTTP
1112 111515 | FO EIFSTDS FCT92(ICMP)
R FO RFC919
%0 FO | MILRE-89037A, 599 Togggféﬁifgfw) »
192 g5 FO | MILSTD2401, 194 | OSSAWord 1oy
79. | 168. Geodetic System)
111515 1112 69 FO IETF STD 33,rev2 | The TFTP Protocol
1 FO FCT792(ICMP)
" 0 IETFSTD 5,991 pr—
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Table 9. Evaluation of QoS process

° . Miitery Proposed
218 Za1ste] PPS(Port, Protocol, Service) dlA|~E Domain Top Level Conoept TICN Téggsc Process
gel T5er) PPSE V)& “XE, ZREZ, AH| (D Quality of Organic Information - | — —
2rEhs e R AFEEHAEE T %‘”H A%} DoDI () Degree of Networking A © ©
8551.011"19] A3= DoDIN(DoD Information Network)l Quality | ©® Net Readiness of Nodes A | © ®
;(45:5].‘; ] E]_iﬂ?:] = u7] iﬂ ]_e_ EH)E}' o8 TZE Netw%frking @DegreeOflnfOI'mation“Share-ability” ® ® ®
®Oudli — -
Zo] Alaw} PEl2 FeE sl SEANE 74 >5< Quality of Individual Infomtlon ® ® ®
18,19] (6 Degree of Shared Information ® ® ®
Bhar Qs Cognitive and Social Domain
(D) Quality of Interaction O] O] O]
. ® Quali ivi
Table 8. PPS(Port, Protocol & Service) format Individual & Quaty of Individual Awareness © 1 ©® ©
Information (©) Quality of Individual Understanding | © ® ®
Info. Sys g NETWORK PERIMETER ‘ ; — —
NeiiE Version| DESCRIPTION ENVIRONVENT IP Address P Address 9QuahtyoflndmdualDeasmns O] O] O]
192.168.100.024 | 192.168.100.1 e %,1\ Degree of Shared Awareness . ©) @) O]
, 192.168.100.024 | 192.168.100.1 Informaton | 2 Degree of Shared Understanding ©cl1O0 | ©
bI\Aas(ég (1;1 192.168.100.024 | 192.168.100.1 @ Degree of Colllak')oranve Dec151?ns O O ®
Mes the Kemel On 192.168.100.024 | 192.168.100. Whegreeof DecisionSyne. Physil | oo | @
(Mamed | Rel, | Cuard Security 192.168.100024 | 192.168.100.1 O
Unmamned | No.o | System that SIPRNet Syne, | (5 Degree of Action/Entities o o ®
maned |NoLO |Gy D 192168100024 | 192.168.100.1 Agilty | Synchronized
Sysen) gd:gilcit?ei 192.168.100.024 | 192.168.100.1 Eﬁwﬁeness 02 Agility Al ol o
p 192.168.100.024 | 192.168.100.1 T Force Agil Al ol o
to battlefield. orce Agility
192.168.100.0124 | 192.168.100.1 (1 Degree of Effectiveness A o ®
192.168.100.024 | 192.168100.1 Comprehensive Evaluation A O ®
Date of  [Approved|  Application IP 3 PORT [PORT (Legend : @ very good, O good, 2 normal, X bad)
RMF| Register | No. | (Data Senices) |PROTOCOL| V& | () | (H) € vE £
2020-10-14 | 8111 Message TCP Target Area 30 B o wae o )
2001014 | 8111 HTTP UDP | maosegment| 80 H7hdas AR, Individual  Information}
2020-10-14 | 8111 | FC792(CMP) | TCP Request [ Shared Information @ <j¢] 37] =dlo] tjst av= &
20-10-14 | 8111 | RFOO9 UDp 3 A3t o1t Quality of Networking %1¢] Degree of
DTOP(Digital . . - .
2020-10-14 | - 8111 Topograp(hiég[l)zm) TcP : % Networking™} Net Readiness of Nodes&-=-o|l A Military
arget area
aotota | s | VassNord | e ToPo 5 Traffic Class¥} A|QtE o] 43t 7o 2 7=l
Geodetic System) amp . s edod T -
2020104 | 81T | The TFTP Potocol| TCP | Seament | 9 ™, Quality of Interaction*s *‘er. Syne, - Agility - &
01014 | 811 | FCTO21CMP) | UDP " Effectiveness®d 91 9] (€2, Force Agility 2 Degree of
2020-10-14 | 8111 RFC919 TCP E) Effectivenessel| A #|QFst R dlo] 943 so= 37}
2020-10-14 | 8111 UDP 5060 | 5061 9t} ol FAFE ¢ _‘?_oﬂ 7]4F8l MDOE Process
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