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[Abstract]

In this paper, we propose a machine learning model that can prevent fraudulent transactions in
advance and interpret them using the XAI approach. For the experiment, we collected a real data set of
12,258 mobile phone sales posts from Joonggonara, a major domestic online C2C resale trading
platform. Characteristics of the text corresponding to the post body were extracted using Doc2vec,
dimensionality was reduced through PCA, and various derived variables were created based on previous
research. To mitigate the data imbalance problem in the preprocessing stage, a complex sampling
method that combines oversampling and undersampling was applied. Then, various machine learning
models were built to detect fraudulent postings. As a result of the analysis, LightGBM showed the best
performance compared to other machine learning models. And as a result of SHAP, if the price is
unreasonably low compared to the market price and if there is no indication of the transaction area,
there was a high probability that it was a fraudulent post. Also, high price, no safe transaction, the

more the courier transaction, and the higher the ratio of 0 in the price also led to fraud.
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I. Introduction
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II. Preliminaries

1. Related works
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Table 1. Summary of the prior studies on Fraud detection area

Purpose Technique Ref.

To speed up supervised learning Iﬁau;goinioodriZt [8]

To classify fraudulent posts MLE, Term Frequency [9]

To detect abnormal financial transactions Sequential Pattern Analysis [10]
To classify fraudulent posts Clustering, Sampling [11]

To classify fraudulent posts SVM, ANN [12]

To classify fraudulent posts LDA, XGBoost [13]
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2. Theoretical Background
2.1 Doc2vec
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2.2 LightGBM(Light Gradient Boosting Machine)
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2.3 SHAP(SHapley Additive exPlanations)
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IIl. Proposed Fraud Detection Model

1. Proposed classification model and structure
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Fig. 1. Research Model

2. Data Organization and Preprocessing

2.1 Data Organization
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2.2 Data Labeling
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2.3 Data Preprocessing
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Table 2. Data Conversion

2ri{14]. TRl J1AS W Asisic JhAe Ho)
APE 2 7S O ARstgon sHAs) AAlH
7120 ElRUglo] AL g 9 R Lig gl
Vg THA sz AR
A TolRT 220 et 2xie] 42
w20] Zloj2 Ho|»7|g Eakslo] AL WEele]
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H|AZ o[ 83 4 9low AN 1 oo Wujxiet
Hol2 AL

sjguhge TojRpE ALES TojrlolA] este uhy
02 guwa] Ao e Wsto] A, el
B, eatelds, Jjete Eaect dauEe o 1
W ol (el ARy, AR S ANsHe A9t
a7l -3 AU szols wlguhto] FREQ

=n)
=

sh4uo] Betol ALt Bkl A1y Aztsteb 2ol
2ol 9k B9E JlEkR AeshRich

Syt AAZE 23 o HUlAPE A1 foiE
Ho s A 2 Aoz A % A7 k(o
0l0-Q QAMI-T7I7A} Z 1lA7] ojH TRy} Soj=
WE 22 0, A B A2 ARSSIR| YoReR] ohdA|
& 2T 09) 8122 714 § 0] 18 vlg= et
702 AP] ARXZL 09 B]g0] &g Holeh= 715t
W52 Asioct wolkle] ojujde AAlZo] Bl
oQrAg Eoich Aagiqo] med HY ARs At

Data before conversion

Data after conversion

Market price(ex. 140,000) - Price(ex. 160,000)

Max(Market price-Price, 0) (ex. 0))

Kakaotalk ID (ex. *****x5213)

Kakaotalk ID(Revealed 1, Otherwise 0)

Duplicate number of posts(ex. 2)

Duplicate number of posts(ex. 2)

Mobile phone model(ex. Galaxy Fold 2)

Manufacturer(ex. Samsung)

Transaction area(ex. Pil-dong)

Whether to reveal the transaction area(Revealed 1, Otherwise 0)

Price(ex. 230,000 won)

Price(ex. 230,000)

Number of letters(ex. Galaxy S9 Urgent Sale)

The number of letters(ex. 18)

Product status(ex. Unopened)

Product status(ex. Unopened)

Payment method(ex. Naver pay remittance)

Payment method(ex. Safe payment)

Delivery method(ex. Direct transaction)

Delivery method (ex. 1:

Direct transaction, 0: Delivery transaction)

Phone number(ex. 010-4325-7112)

Whether it's masked or not (ex. Masked 1, Otherwise 0)

Price(ex. 20,000 won)

The ratio of O(ex. 80%)

Mail(ex. ***xx62@naver.com)

Whether e-mail address is revealed(ex. Revealed 1, Otherwise 0)

Writing date(ex. 2021-8-19)

Writing day(ex. Monday)

Writing time(ex. 15:29)

Writing hour(ex. 15)

Comments(ex. I buy it for 200,000 won)

Whether there's a comment or not(ex. Yes 1, No 0)
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3. Doc2vec: Sentence Vector Extraction

© Ao Doc2vecs ARESHA AAIZ 2wl 9
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IV. Model Construction and Evaluation

1. Data Preparation
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2. Data Sampling
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3. Feature Selection
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4. Analysis Results
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Table 3. Variables after Feature Selection

Feature

Description

Feature

Description

The ratio of 0

Percentage of zero in price

Writing time / 4am

Whether the posting time is

4am(yes/no)

indi - . . . Whether th ti ti i

Whether to I|nd|cate the Tiindicated, Othidden Writing time / 8am ether the posting time is
transaction area 8am(yes/no)

Duplicate number of quber of dupllcgte pos.ts Writing time / 12pm Whether the posting time is
posts during data collection period 12pm(yes/no)

i . . ti ti i

Payment method / Safe Whethgr secure payr.nent is Writing time / 21pm Whether the posting time is
payment available(1:yes, 0:no) 21pm(yes/no)

Payment method /
Direct payment

Whether direct payment is
available(1:yes, 0:no)

Writing day / Friday

Whether the date of posting is
Friday(yes/no)

The number of letters

The number of letters in the

Writing day / Thursday

Whether the date of posting is

post body Thursday(yes/no)
Whether there's a T:comment made - Whether the date of posting is
’ M
comment or not 0:not made Writing day / Monday Monday(yes/no)
Product status / Almost Whether the product is in . Whether the date of posting is
. . Writing day / Sunday
new like-new condition(yes/no) Sunday(yes/no)
Product status / Whether the condition of the Writing day / Tuesda Whether the date of posting is
Unopened product is new(yes/no) 9 day y Tuesday(yes/no)
Product status-feeling Whether the condition of the Whether the cell phone
) Manufacturer 00 .
of use product is used(yes/no) manufacturer is 00(yes/no)

Positive number
only(Market price-Price)

Max(0, Market price-Price)

Courier delivery

Whether the item is delivered
via courier delivery(yes/no)

Whether the item is delivered

The 3rd element of the PCA

Online delivery ) pca3
online(yes/no) vector
Writing time Oam Whether the posting time is pcad The 4th element of the PCA
Oam(yes/no) vector
Table 4. Performance Comparison among Predictive Models
Evaluation indicators
Predictive Models
Accuracy ROC-AUC Recall F1 score
LightGBM 0.912 0.755 0.592 0.206
XGBoost 0.881 0.703 0.518 0.144
LR 0.737 0.630 0518 0.070
SVM 0.737 0.630 0518 0.070
RF 0.954 0.649 0.333 0.219
Table 5. The result of Doc2vec AloA= KAl EXIO] Qw2 AMmH7] ¢
LightGBM Before Doc2vec After Doc2vec 8H’ %78 /,\j_ 7%101]}\1 Kﬂ 1% %7855 E%%}O:] EGE]%
Accuracy 0.877 0.912 =Y 3 EA Qv S Amdoltt 73 2= SHAPQ] @
Recal 0518 0.92 A2 el ek $EM02 245 S0l A1 A
F1 score 0.140 0.206 2 230

T3t Doc2veco g BIAE WS wullshkho] X7I5H
Zlo] RS XSRS sk f1sl Doc2Zvec A
8 A3}t 3 AN L0| 2o S W] WYY TF2o] &
Doc2vecH & it & wEldsol kol Hojzct, Ol .
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V. Conclusions
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