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Abstract As IoT devices are used in various ways in an edge network environment, multiple studies are
being conducted that utilizes the information collected from IoT devices in various applications.
However, it is not easy to apply accurate IoT data immediately as IoT data collected according to
network environment (interference, interference, etc.) are frequently missed or error occurs. In order
to minimize mistakes in IoT data collected in an edge network environment, this paper proposes a
management technique that ensures the reliability of IoT data by randomly generating signature values
of IoT data and allocating only Security Information (SI) values to IoT data in bit form. The proposed
technique binds IoT data into a blockchain by applying multiple hash chains to asymmetrically link and
process data collected from IoT devices. In this case, the blockchainized IoT data uses a probability
function to which a weight is applied according to a correlation index based on deep learning. In
addition, the proposed technique can expand and operate grouped IoT data into an n—layer structure

to lower the integrity and processing cost of IoT data.
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Fig. 1. Autoencoder Operation
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Fig. 2. Network Model of Proposed scheme
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Table 1. IoT Data Features Extract and Selection
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Fig. 3. IoT Data Link Information for Asymmetric
Processing

Fig. 3= 0T dloJEle] A7 %13} IoT HioJHE RHIE
FEE A& AASHE 3A-S vehlaL Aok Fig. 35
&3l IoT dlo]Ele] A9 AR 3h2 A &=
o [oT Hlo|H&= HE FE|E Bk A 3hs s
t}. olu), IoT dlole= vl A& 33317 wlEol
IoT HloJele] M|E AR5 o vlal A d;° ¢
WA WE el jAA WE Abojellq AAl AW RS
)\1 (1) ﬂ?j = o}zﬂr

s 1 IoT "lo|E7} A= njgj3 4o
2 Awsle] 1EEE T RN A (2) HY A
y = wr+pf (2)

o714, we 7heAlE ovlstal g BE s v

&

A}t 712 it oz A2 A A2 d oT H
82 S5 ARl b3 4] AlS S &5
AJNez Freth o, Ak e vt Ao n
sHel ToT ©lolejel 4 (3)3 22 & 5 483}
IoT H°|HE At welgict.

]

n

. 1, 1
E(B")=— Eglogﬁzmgn (3)

i=1

o714, n& IoT Hlo|8 & oJv]stL, ie
wo| iwA X2 ojujata, zi= vgiH A
o IF QlElxghs ofu] gt

3.4 ToT dlolg A &agls

At 71l A AHEE= [T tlolE Ay daeE
IoT dlelEl9] #lo]E f-Fol we} g5 FTH7} D‘a‘rx
t}. Aok 719 [oT dlolE Aol w} odd/eveno =
35 7 ToT dolele] A W9} npx|glto] F7}3}1e
IoT dlo|8E 25 ez 94 2glsh7] wjiel IoT H)
olEj9] 2] &&Alo] =Tk Table 2= IoT HlolE g
= SI8lA At 7IReA AR EE daelFelth

Table 2% IoT g2 A A== dlolEl& &
o= A W [oT vlolE] x| Tl wah 245w
eSS ARS-E T Table 25 IoT 228 A
A317] f181A 1oT =] E57(E2), oT F=| Bk, IoT
FA E= 2 Fd golgE 4g3it) [oT &9 (train)
dlolE= ToT A F5ol w}a‘rkﬂ‘:ﬂ A=, Xz
A ARE 12 FAE AR ¥ AHE 007 ¥
AlgHe}, 10T dHlolEl= 57 (features)d (o8 )
2 Byste] Rdg FHss b AL8F) Table 25

53] mdo] A Bl o]F& [oT & o]&3 &

7%} lEs Qe 58 o &3ttt B2 6|52 oT oy



AN VESZ & A%

o 49 7Nk 28

A9l ToT dlolg A2l 71 329

7 A SAUE TR ek Qe s Sel AeE
th ToT ®lolEf9] glo] &l ute} Bdlo] EFuw o<
< 10T dHlo[E|e] 72| B &5 F3xdl| we} dFo] o] F

o171,

Table 2. IoT Data Process Distribution Algorithm

Input: IoT Data, IoT Device Type Information
Output : Optimized IoT Data Processing Classification Model

7, }.
2: ToT data types are input, such as T—{tl, c b b

m

1: ToT data is input like I={%, %y,

vy

3t Features and labels are initialized using IoT data(]) and type
D.

F= {fl’ f2 fn}

L=Al. &, . 1,2}
4: ToT data is sequentially mixed using the shuffle() function.

I=shuffle(I)
10T data (I) is optimized using a MinMaxScaler () function
according to the state of IoT data.
if(function ==1)

I = MinMaxScaler (I)

o

else
I = StandardScaler()
end if
6: Repeat while finding a type suitable for IoT data among IoT data

types.
for t & T of IoT data do
7: 1oT data is generated by combining loT features and labels.
I=F+1L
8: If the IoT item (Label) is the same as the IoT data, the IoT item
(Label) is designated as 1, otherwise it is designated as 0.

for I € L do
ifl =t
l=1
else
=0
end if
end for

9: The model ( RandomForeset(), KNN_Regression()) is

determined according to the processed IoT data state.

if status = 1
Model = RandomForest();
else
Model = KNN_Regression():
end if
10. The model is optimized using features (F) and items (L) of
IoT data.

Model.fit(F', L)
11. The IoT data processing model is determined.
Select Model
end for
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