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Abstract Mobile malicious apps are increasing rapidly, and Android, which accounts for most of
the global mobile OS market, is becoming a major target of mobile cyber security threats.
Therefore, in order to cope with rapidly evolving malicious apps, there is a need for detection
techniques of malicious apps using machine learning, one of artificial intelligence implementation
technologies. In this paper, we propose a selected feature method using feature selection and
feature extraction that can improve the detection performance of malicious apps. In the feature
selection process, the detection performance improved according to the number of features, and
the API showed relatively better detection performance than the permission. Also combining the
two characteristics showed high precision of over 93% on average, confirming that the appropriate
combination of characteristics could improve the detection performance.
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Fig. 1. The difference between APK and ABB
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Fig. 2. A simplified workflow of proposed method
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A(ANOVA) FHA EAZH(F-value), Wrapper 3
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Table 1. Selected feature among the top 10

permissions where D stands for duplicate

Permission

1 | SEND_SMS

WRITE_HISTORY_BOOKMARKS

ACCESS_LOCATION_EXTRA_COMMANDS

DELETE_CACHE_FILES

READ_PHONE_STATE

o OB |Ww (N
NN NN W | w | O

READ_SMS

Table 4. Selected feature among the top 20 API
where D stands for duplicate

API

1 | android.telephony.SmsManager

android.os.IBinder

android.telephony.gsm.SmsManager

createSubprocess

Ljava.lang.Class.getCanonicalName

Ljava.lang.Class.getDeclaredField

Ljava.lang.Class.getResource

2
3
4
5 | HttpUriRequest
6
7
8
9

Ljava.net.URLDecoder

10| onServiceConnected

11| ServiceConnection

12 | TelephonyManager.getDeviceld

13| TelephonyManager.getLine 1Number

NININININ NN INININD NN IN] WO

14| transact

Table 2. Selected feature among the top 10 API HEH o Addd SAS o] Add SAA =
where D stands for duplicate 38 BA(PCALE &3 EA(feature extraction)
I D S Table 59 221 o|F 7|Ask59] gh5sto] <
1 | android.telephony.gsm.SmsManager 2 }\c_)] (%E %};q }\6]"5‘ E‘l 28 A] ]"% H]i’— %ﬁé}%q
2 | android.telephony.SmsManager 2
3 | createSubprocess 2 Table 5. Result of selected feature
4 | TelephonyManager.getDeviceld 2 feature method
5 | transact 2 f(1) | Selected feature among the top 10 permissions
f(2) Selected feature among the top 20 permissions
Table 3. Selected feature among the top 20 f(3) | Selected feature among the top 10 API
permissions where D stands for dup"cate @) Selected feature among the top 20 API
Permission D f(5) | Combination of f(1) and f(3)
1 | ACCESS_LOCATION_EXTRA_COMMANDS 3 (6) Combination of f(3) and f(4)
2 | READ_PHONE_STATE 3 f(7) | feature extracted from f(1)
3 | READ_SMS 3 f(8) | feature extracted from f(2)
4 | SEND_SMS 3 f(9) | feature extracted from f(3)
5 | WRITE_HISTORY_BOOKMARKS 3 f(10) | feature extracted from f(4)
6 | ADD_VOICEMAIL 2 f(11) | feature extracted from f(5)
7 | CONTROL_LOCATION_UPDATES 2 f(12) | feature extracted from f(6)
8 | DELETE_CACHE_FILES 2
9 | GET_ACCOUNTS 2 =
10 | HARDWARE_TEST 2 4 AEI%{ e yéﬂl.
11| INTERNET 2 4.1 Jél@ %g
12 | MODIFY_AUDIO_SETTINGS 2
13 | READ_HISTORY_BOOKMARKS 2 Q%JO" §]'—9—'5]' %"H‘H %01— AMD RYZEH 5600X
14 | WRITE_APN_SETTINGS 2 CPUSt 32GB Hixelg 7Idtos 7MRHg(VMware

Workstation)®] 6 core CPU?} 4GB 922, 200GB
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Table 6. Experimental environment

Specification

(6] Windows 10
CPU AMD Ryzen 5600X
RAM / SSD 32GB / 1TB

VMware Workstation 16

oS Windows 10
VMware
Workstation CPU 6 core
RAM / HDD 4GB/ 200GB
Language Python 3.9.8
Tool Jupyter Notebook
Library Scikit-learn, pandas, numpy, matplot, etc

42 2 714

3 d 9476709k oM A 5560702 THE F
15,036709] dlolEl(raw data)E 8:29] H&E &
HlolE(train set)?} BIAE Ho]E(test se)E T3]
Aot E3t EHATF EFFT HlolEEe 2 HES
WE 5 loug YrolE(raw data)] 84 At o
3 9] H&63% 1 37%)= < Hlo|ES} HAE T
olFo|= FUsHA A dt 4 dY Ble= FAIsH
of A

LR(Logistic ~ Regression), ~MLP(Multi-Layer
Perceptron), SVM(Support Vector Machine),
KNN(K-Nearest Neighbors), RF(Random Forest)
9] 7|AIeks darElEe] 127H4] AdE B3 235t
o] mEle At

Sk A] "hu|E](Parameter)@2 SVMO] 4% C
mretE S [0.001, 0.01, 0.1, 1, 10, 25, 50, 100]
o2 Wt Al BHOoRZ 108 Y 7 F2 452 B
o 10& st o KNN 73 029 7i4(K 7H4)
ouEE [3,5,79]12 B71 Al BHHoE 78 AAY
= 4 7P £2 H5= Ho 7E A5k U A
7ASE E1EEY HEnEEs Alo] 713(5Cikit—
learn ver.1.0.1)9] 7|2 mhu]EZRS ARESHS
Table 73} Zt}.

o o

lo

Table 7. Parameter values of machine learning

ML Parameter values

Regularization strength(C) : 10

L solver : Ibfgs, penalty : 12
MLP Hidden_laygr 1QO, activation : re.lu
Weight optimization : adam, learning rate : 0.001
SUM Regularization paramgter(c) 210
Kernel : rbf, probability : true
KNN Number of neighbors : 7

Weights : uniform
RF Number of trees : 100

Exog 7} 7] 74]»;;}_); Et—ﬂo" oby of EH7]

0% YR oMy 9 oleky WaR A F 44 o
4 Bl Aot 1L F3p0 o)W 2R 45 3
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o A B 5ol 24 Aol S S48 09
75} AUt APLE 2 ) %, 249 o 5%
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Table 8. Precision (mean of 5 times, %)

T ] 1@ | 1 | 1@ | 6 | ©
83.50 92.28 83.81 90.03 86.38 93.26
B0 [ 1 | 1@ | o | an | 2
79.75 91.14 79.78 87.88 82.49 89.33

W | @ | ® | @ | 1 | ®
ILE 81.04 93.04 84.67 95.03 88.18 96.54
) | 1® | f@ | fao | an | 12
80.96 93.27 84.25 93.38 87.85 95.56

W | @ | @ | @ | 1 | ©
81.00 93.50 84.65 94.19 88.26 96.05
M6 /e | 1@ | o | fan | 12
80.49 92.91 84.60 89.93 85.60 92.44

M | @ | 1 | @ | 1 | ©
84.09 81.78 84.66 90.69 88.11 94.98

"W | we | @ | w0 | an | fa2)
76.28 88.80 84.60 91.18 87.84 94.07

W | @ | ® | @ | 1 | ®

- 81.10 93.34 84.65 94.65 88.14 96.41
) | 1® | f@ | fao | an | 12
81.02 93.31 84.65 94.37 88.07 95.83
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Fig. 7. ROC-AUC by Multi-Layer Perceptron
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