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Abstract

Avionics Full-DupleX Ethernet (AFDX) is a next-generation avionics network interface technology that is widely
applied in the latest aircraft to replace ARINC429 and MIL-STD-1553B. However, the criteria for authenticating an
avionics network consisting of AFDX are very scarce. Using AFDX Protocol Analyzer developed by the Korea
Electronics Technology Research Institute and AFDX Tap developed by the Korea Aerospace University, we proposed
a technology of certification practicality that can verify the normal functioning of avionics equipment with AFDX
network interface. Our proposed technology provided the ability to collect precision packets, to verify AFDX
specification compliance, and perform automatic tests to reduce the time and cost of authentication of AFDX avionics
devices.

E

&34 o4l 7]% AFDX (Avionics Full-DupleX Ethernet)i= ARINC429¢} MIL-STD-1553BE A& A
715 g7 AEHa Qs AAY Feda dEYSA AEH o]~ 7]l A% AFDXE 4
Fd UMEAAE fﬂzo}ﬂ A EFALS g B AFolt. E =22 FAATEA T LA
S AFDX ZR2EZ #2A7|9 =gt 7iist AFDX Tap= ]—g—oH AFDX Ul E <= ol
Cal %ZH??P FA g7 ARHow TlssteA ATE F v AT A8st Mes Afsth
AFDX 23 w9 7I5& A5 F =S 4y 7 F3, AFDX 117 qt;;** A%, A5 HAE $
& 7% o% A &3] AFDX ﬂ?ﬂﬂxlq o1 A 7h H) RS wEAZ = 9l

& o?L'
O e
ol mlm

O

Key Words: Avionics (3-8 7% A}), Ethernet, AFDX, ARINC664 (&38 <] 4l), Certification(2]15), Protocol
analyzer (L2 EF #4]7]), DO-178, D0O-254 (15 X ZA|x)

1. M = A7), a4 FF7)e g FF, A%, THAATT

M Jd Folt o]o] g AFA = L Axp FA=

©_ =3l o =R 5 AE Wl g o] A}8&o] A3l

S dTaRlel A%A was 2 gy A L) {Hjjﬁtf ;;z§*M1L ;}ﬂiﬂ;xﬂ}; Zol Eﬂj

9 EAY FNE AN TELT/) PHATVAY, oL b o] dslng des Eoha ali
N R ARTH, AR AW, BERF AF 1 a0

& A, AT WS 5 BAA BAAE AT el wersta wul 9w e KTl o

FA Folt AAGH AFE A= 2 At P F#7), T-50 1% Fd7), FA-50 A&A7], KUH

o] At =3 Ul Uir|dE X3 T FA A

(Korean Utility Helicopter) 3138 7]% &7] & o

Received: Dec. 15,2020 Revised: Dec. 14,2021 Accepted: Dec. 14,2021

T Corresponding Author
Tel: +82-31-739-7507, E-mail: pusik.park@keti.re.kr
© The Society for Aerospace System Engineering




2 WA SO TS

] T8 FFUE ANLEte] £9sta o 7§ FF . Fue) A$olx= LAHOl A& oz AFDX -9
7] AEE ol Ax FFd Egd Juia & = )¢} &2l LRUS AFDXE AZ3d dole S wds)
th ololl W] W4 7] ok obF] HWE Aol I ot} Fig. 29 Z=2 AFDX 34 HEYA7} 28
=45 A eke Aol 4915 28 3E 7] KC-100& H gda7iEoltt [4].

n| = AWElE A (FAA, Federal Aviation Association)

o = FEWFF dF3A (BASA IPA)S AA

A =g Hxe wErieln o& 7] (KT- sgs

10002 Mxste] FarolA &&= o) [2]. sFA|vF

T A 129 EQJEAARE AF7AE FAA

<2 EASA (European Union Aviation Safety Agency)
2 5 158 33 A8 Jd5s 55K B3 9F

& se =l

sl Wl
371 At ¢

AlAsEA DO-178C9F DO-
g A A T2 A= Folh
gy HWE7] KFX 71 A2 LAH (Light Armed
Helicopter) B¢ AFY 25 LRU (Line Replaceable
Unie9 58 @37 AAZA E5 970 &37] <9
5 4@%]*—2— AR F&3tn W8 Folr},

B =Rl A fz}%ﬂﬂ oqe] 84 Ve F
H] 7H tlo]E A3 AHEEE FETE
AFDX™ 7] Hf:a LRUE a33o=z 9%

< AltskA

7(1—}\] 713 Y=

=
R

A
[<]

an

rlr

@7
R

Hr S
=

yul

rlr [UIO o

=

ud

90 dd] $wk ol ulx} TCP/IP 71¥ke] Qe
Aol doly B47|ES Fagd we A€ 714
I g HEe] 545 gl A&7 g AA
) ADN (Aircraft Data Network)e] 7§2ro] A] =t o]

¢

T A3 Airbusell 93] AFDX 7]<o] A3809 F=
Aol Aol AR E AT AFDXE obefl 193 ol
AFDX Z$]Aol ofe] d= Alxglo] AZH= XAE
Tx HEYA Yot
A380 7]F AdFHoz AHEH AFDX 7|&se
70 2

ARINC 664 W}E 702 %F3}¥ 3 Airbus®} Boeing

o] AugustaWestland®] 3] ¢]
A g ZRA 481 3

-g7]

Olﬂ

* ARINC664 AFDX Communical tions Ports  § - ARINCES3 Communications Ports

- Sampling Port
Queueing Port - Queueing Port
- Service Access Point Port

Fig. 1 General AFDX Network Architecture.
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i AFDX Ethernet, VLID: 12, NetworkID: @, EquipmentID| @, InterfaceID: @, SEQ: 1

#AFDX IPv4, VLID: 12, NetworkID: @, EquipmentID: @, [PartitionID: @
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Sequence Number: 1
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Fig. 11 Packet browser and 3D modeling.
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Fig. 15 Legacy ICD message analyzer.
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Combolex Type List Dsta Field List Data Type Lst
| No. Nam tength || No.  Namz Type  Length  Add ~ || @ Basic
0  GPSSemsorMode I3z 32 cxoll|| & DasicAmy
1 GPSDats 12 1 GPSUTCofTime M.. Floats2 32 cxocll| - Enumerstioas
2 e of c4 &4 P ii- Extersions
2 GPS UTC of Time M... Flaatsd 64 Cx0(
3 GPS Datz (Day) Int32 32 Cox(
4 GPS Dat2 (Morth) Int32 32 [elod
5 GPS Dat2 (Year Int32 32 x0(
6 GPS Altitude Int32 32 Cx0(
7 GPS Grounc Speec Flat32 32 00
8 GPS Vertica Velocty Float3z 32 Ox0(
9 GPS N-S Velocity, T.. Flaat32z 32 w0
10 GPS :-W Velocty. T.. Flhat32 32 ox00
" GPS Track Angle. Tr.. Float32 32 x0(
12 P Padd 32 o0
13 GPS Pretent Positio..  Floatsd 64 Cx0(
14 GPS Orecent Positin  Fhathd 64 [ 308
< s || ¢ >
Add Remove up Down Clear us Lown Remove >> | << Add

Fig. 17 Example of User-defined ICD Design.

=-GPS PVT 1Hz: 204 bytes

Reserved: 00200000

FS1: NORMAL_OPERATION (3)

FS2: NO_DATA (@)

FS3: NO_DATA (@)

FS4: NO_DATA ()

=-GPS PVT DS1: 196 bytes (1568 bits)

GPS Sensor Mode: 1
GPS UTC of Time Mark: 583
GPS UTC of Time Mark (Fine / Fractional): 588
GPS Date (Day): 14 ¥
GPS Date (Month): 12 &
GPS Date (Year): 2019 =
GPS Altitude: 1008 m

Fig. 18 Example of User-defined GPS PVT ICD.
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Table. 2 Peformance evaluation test matrix.

Parameters Description
TxStartTime 21 A& AI7E
i EA 8 A7
TxPacketsOp T,;SS::{:;E %‘/‘;} 4 u}o}li}
TxPackets AT 9 =
AutoResult &2 9FEA] Pass
RxStartTime A A Z AIZE
RxEndTime FA EFT AT
RxDevice =l tinfo] 2~
RxFilter e sf7ls g9 Uy
RxCountOp RxCountMin Falglor & 7 HA NS
RxCountMax Faldor & H 71 Hol A5
Echo gk e Al of
TxDevice AN Al FA1 Tiufo] A~
RxEvents 441 Al 7} Operation &%}
RxStartTime A AR AITE
RxEndTime FA EFT AT
RxDevice E SR N
Filter FAE S Zle 919k dE
RxJitterOp — _
RxBAG Falg sZle] AE At ALEE BAG
RxJitterMax Falsfof 3 wzle] Aol e
Echo Falgk Rl Al of
RxEvents FAl A F7) B
TxStartTime A A2 A ZE
RxEndTime FA F8 A7
LoopbackOp TxDevice 41 fnpo]
RxDevice AR RN
Packets AT 97 m=
ComplexOp Operatoins &F9] Operation ==

oj29 G4 WY )
Aol~E A3 }: H2E Auj¢t DUT (Device
Under Test)7} A A

Fig. 19& HEA A Znls A 32 714 "=
& °|

Rx TestCase Tx TestCase

TxPackets RxFilter

TxStartTime: 5 :::Et:dr}r.‘r,‘::
TxPacketsOp —»| DUT
TxEndTime RxCountMa RxCountOp DUT

TxDevice RxCountMil
RxDevice

(b) Test case to verify the DUT
transmission

(a) Test case to verify DUT reception

Forwarding TestCase

TxPackets
TxPackets TxStartTime —y

I/
RxStartTime- H TxEndTime
H TxDevicel 1~
RxEndTime LoopbackOp i but
TxDevice

TxPacketsOp

AFDX Redundancy recovery TestCase

butT

v

RxDevice TxDevice2

(c) Test case to verify DUT forwarding (d) Test case to verify DUT redundancy

recovery

Fig. 19 Examples of test case configuration.
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23] TAld Ha1F o2 AFDX #HH o]F3 A
e}, 8la DUTHA olFst 559 AdsE g
stozX olFst BT Ves ASTE A

Complex TxPackets RxCount Loopback Rulitter TxEntry RxEntry
TuPackets Operation List @ 3 | Loopback Operation View
No.  Name StartTi... | TxDevice |No name - Network adapter ‘intel(R) Gigabit ET Dual Port Server Adapter' on local host v | 8

0  Loopbackop 0 0 RxDevice  No name - Network adapter ‘Intel(R) Ethernet Server Adapter 1350-T4' on local host vig

TxStart Time (ms) [0 [ ReRemit Time (ms) [1200 2
TxPacket List O ax
No. Device Time Interval VLID  Source Destination [
0 rpcap:.. 0.0000. 0 02:00:00:00:00:00 03:00:00:00:00:00
1 rpcap.. 00000.. 0.0000.. 0 02:00:00:00:00:00 03:00:00:00:00:00
2 rpeap.. 00000.. 0.0000.. 0 02:00:00:00:00:00 03:00:00:00:00:00
rpcap.. 0.0000.. 0.0000.. 0 02:00:00:00:00:00 03:00:00:00:00:00
4 rpcap.. 00000.. 00000.. O 02:00:00:00:00:00 03:00:00:00:00:00
5 rpcap.. 0.0000.. 0.0000.. O 02:00:00:00:00:00 03:00:00:00:00:00
6 rpcap:. 0.0000.. 0.0000.. 0 02:00:00:00:00:00 03:00:00:00:00:00 >

% Frame New: 1514 bytes (12112 bits) ~
% AFDX Ethernet, VLID: @, NetworkID: @, EquipmentID: @, InterfaceID: @, SEQ: @
& AFDX IPv4, VLID: @, NetworkID: @, EquipmentID: @, PartitionID: @

% UDP, Source Port: , Destination Port: @

03 00 00 00 00 00 02 00 00 00 00 00 08 00 45 00
05 db 00 00 00 00 40 11 00 00 0a 00 00 00 €0 CO
00 00 00 00 00 00 05 c7 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
,,,,,, 00 00 00 02 02 00 00 00 A0 0D 0O 02 08 02 00 00

Fig. 20 Example of operation editor.
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