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Abstract Recently, with the change of the intelligent security paradigm, study to apply various
information generated from various information security systems to Al-based anomaly detection is
increasing. Therefore, in this study, in order to convert log-like time series data into a vector, which
is a numerical feature, the CBOW and Skip-gram inference methods of deep learning-based Word2Vec
model and statistical method based on the coincidence frequency were used to transform the published
ADFA system call data. In relation to this, an experiment was carried out through conversion into
various embedding vectors considering the dimension of vector, the length of sequence, and the window
size. In addition, the performance of the embedding methods used as well as the detection performance
were compared and evaluated through GRU-based anomaly detection model using vectors generated by
the embedding model as an input. Compared to the statistical model, it was confirmed that the
Skip-gram maintains more stable performance without biasing a specific window size or sequence
length, and is more effective in making each event of sequence data into an embedding vector.
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Fig. 1. A Simplified Workflow for Proposed Anomaly
Detection Methodology
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Table 1. Data Groups in the ADFA-LD Dataset

Data group Type of traces Number of traces

TDM Normal 833
VDM Normal 4372
Adduser 91

Hydra-FTP 162

ADM Hydra-SSH 176
JavaMeterpreter 124

Meterpreter 75

Web-Shell 118
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