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Abstract Recently, due to the increase in the use of Internet of Things (IoT) devices, the amount
of data transmitted and processed to cloud computing servers has increased rapidly. As a result,
network problems (delay, server overload and security threats) are emerging. In particular, edge
computing with lower computational capabilities than cloud computing requires a lightweight
authentication algorithm that can easily authenticate numerous loT devices.In this paper, we
proposed a key-agreement protocol of a lightweight algorithm that guarantees anonymity and
forward and backward secrecy between IoT and edge devices. and the proposed algorithm is stable
in MITM and replay attacks for edge device and IoT. As a result of comparing and analyzing the
proposed key-agreement protocol with previous studies, it was shown that a lightweight protocol
that can be efficiently used in IoT and edge devices.

Key Words : Cloud Computing, Edge Computing, Internet of Things, Authentication, Cloud Security,
Lightweight

1. HE 121, 712e) 34054 FASE B3 B30 [oT

AFOLAE © ol o4 B3] B % Sick. B2l

[T Aldh 8 71717k Ak SOl 3% L yio gare aesmts dold 4e Sos 4
3 S B9 AR M I D g G o) e Compuring 84
SR S S AT A, SALE AN US40} 570 g1g0) 5] 7T Uk o) BHY
€ AHEE AU FO S AV $A BRR AT o jgstun aues BHRS BHe HAPAY
YA R AT AL B2 W ENE 1451 o) 15 9O 2 dolEigt Heke

"Corresponding Author : Jeong-Hee Choi(heebest@daum.net)
Received December 15, 2021 Revised January 20, 2022
Accepted February 20, 2022 Published February 28, 2022



24 LINE=2X| 127 H2&

AolHA] YA EL}F BT HEES WHOR Q5|
JHEMo] 251 (3], 10T TAolA o]71%9 thek
371715 YEYT @AA U g BRE} 27}
6 sl ol FA4l Y 34 A 37l
MITM 534, Replay 52 121 Impersonatings
b el EAUHLLL B3 oloHel Faxe
HAGE QF0= 7]7] 7t FA4lo] o] FojZIthH, oA

#9 o Yol 1A F9E 7BY Aado] 2
9ol BET) 72 2AOE AEY WA o
A ToT &4 & % Vwﬂ—J as4

*FOIHJQJO*; HE] 5 EIoTL0 = AR
<7b §aL, M2 FFst gaejse] dasith

2 e AYHeE @—2‘5}% [oT 7171} 9
A A ZF skl 587 152 A%t 7] 59 ==
BT A Aot HAMITMR AdE 54,
g stet FIF HBARA) AR AT P
A At ZREZA = 10T} oA FAl= oA
AW 2RE Fojtt2 7MY DS} 749 28 SiA] &
49t XORC.& QIF 87sL, oA A¥ =R short
term keyg Fo{@or AA7|2 ARGttt & =29
FAL &3} Zth 23 AL oA AEE EX} V)
£ 470 thsto] Lohieh 3ol ML o7 AFY T

Table 1. Edge Computing Characteristics
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Edge Computing

Description

Layer 1 - Smart devices, smart vehicles, smart home appliances, and various smart sensors are located
in the loT device layer[4,15]

Middleware layer between loT devices and Cloud Computing as Edge Computing layer([1]
Layer 2 - Distributed data processing

Structure - Processing high-level operations that loT devices cannot process[15]
- Cloud computing layer.
Layer 3 - Processing high-level operations that edge computing cannot process
- Storage and processing of data collected from edge computing
Reduce Delay - Achieve response time with reduced network delay[15,16]
Reduce Cost - Network cost reduction due to data transmission[15]
- Reduce storage and processing costs for Cloud Systems[15]
" - Edge computing devices that allow storage and analysis functions to be placed closer to end
Advantages Scalability users than configuring a data center[16,17]
Reliability - E.ven when the dgta cente.r is interrupted, the Edge computing device basically performs an
important processing function[17]
. - A small amount of data moving through the network[14,17]
Security - Distributed storage and processing
Data Loss - Edge computing analyzes and processes only the necessary data created by processing[11]

Problem - The source data and incomplete information are discarded

Data Hacking

Disadvantages Problem

- With the addition of the Internet of Things (loT), network connection devices, and built=in
computers, malicious attacks through multiple devices increase[4,16]
- Hackers infiltrate and increase access to important data[16]

High-Performa
nce Hardware
- Then the cost increases.

- Large edge computing requires more local hardware[4]
- Various equipment is needed for data processing
- Need hardware to process computing processes
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Fig. 2. Registration process loT
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