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Abstract  Supply chain attacks target critical infrastructure, causing large amounts of damage and
evolving into a threat to public safety and national security. Accordingly, when establishing
cybersecurity strategies and policies, supply chain risk management is specified to enhance security,
and the US Biden administration recently issued the Executive Order on Improving the Nation’s
Cybersecurity, SBOM was mentioned as part of the guidelines for strengthening software supply chain
security. If the government mandates SBOM and uses it as a security verification tool for supply chains,
it can be affected by the domestic procurement system in the future and can be referenced when
establishing a security system for domestic supply chains according to the progress of policy
implementation. Accordingly, in this paper, countries that are promoting the SBOM policy as a way to
strengthen the security of the software supply chain were selected and analyzed with a focus on related
cases. In addition, through comparison and analysis of foreign SBOM policy trends, methods for using
domestic SBOM in terms of technology, policy, and law were considered. As the value of using SBOM
as a supply chain integrity/transparency verification tool is expected in the future, it is necessary to
continuously identify trends in the establishment of international standardization and policy
development for SBOM and study the standard format.
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Table 1. SBOM Baseline Attributes[3]

Baseline Description

author of the SBOM

Author Name

Timestamp date and time when the SBOM was last updated

name or other identifier of the supplier of a

Supplier Name component in an SBOM entry

Component

name or other identifier of a component
Name

Version String | version of a component

T N
Component cryptographic hash of a component
Hash
Unique additional information to help uniquely define a
Identifier component
Relationship | association between SBOM components
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Table 2. Mapping baseline component information to existing formats[3]

Attribute SPDX CycloneDX SWID
Author Name (2.8) Creator: metadata/authors/author <Entity> @role (tagCreator), @name
Timestamp (2.9) Created: metadata/timestamp <Meta>
Supplier Name (8.5) PackageSupplier: ;uﬁiliaeerr (software(?rggttétr)/y;bﬁgglei), @name
Component Name (3.1) PackageName: name <softwareldentity> @name
Version String (3.3) PackageVersion: version <softwareldentity> @version
Component Hash (3.10) Packzﬁge{@hec}(sumi ' %Ias{a <Pay10ad>/A:/<Fil'e>
(3.9) PackageVerificationCode: alg @[hash—algorithm]:hash
(2,5) SPDX Document Namespace bom/serialNumber

Unique Identifier (3.9) SPDXID:

<softwareldentity> @taglD
component/bom—ref

(7.1) Relationship:
DESCRIBES
CONTAINS

Relationship

assembly/subassembly and/or

(Inherent in nested
<Link> @rel, @href

dependency graphs)
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<Softwareldentity
xmins="http://standards.iso.org/iso/19770/-2/2015/schema.xsd" name="ACME
Roadrunner Detector 2013 Coyote Edition SP1"tagld="com.acme.rrd2013-ce-sp1-v4-1-
5-0" version="4.1.5">
<Entity name="The ACME Corporation" regid="acme.com" role="tagCreator
softwareCreator" />
<Link rel="license" href="www.gnu.org/licenses/gpl.txt"/>
<Meta product="Roadrunner Detector" colloquialVersion="2013"
edition="coyote" revision="sp1"/>
<Payload>
<File name="rrdetector.exe" size="532712"
SHA256:hash="a314fc2dc663ae7abbbbc6787594057396e6b3f569
cd50fd5ddbad1bbafd2b6a"/>
</Payload>
</Softwareldentity>

Fig. 1. Example SWID SBOM[10]
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Table 3. Software Bill of Materials — Perspectives and Benefits[2]

Perspective on Software

associated risk

Benefit Produce Choose Operate
Cost Less unplanned, unscheduled work | A more accurate total cost of ownership More efficient administration
Faster identification and resolution.
Security Risk Avoid known vulnerabilities Easier due diligence Know if and where specific software is
affected
. . antify and man: licenses an . . More efficient, r respons
License Risk Quantify and manage licenses and Basier due diligence ore efficient, accurate response to

license claims

Easier risk evaluation. Identify
compliance requirements earlier in
lifecycle

Compliance Risk

More accurate due diligence, catch
issues earlier in lifecycle

Streamlined process

Make assertions about artifacts,

High Assurance
sources, and processes used.

Making informed, attack—resistant
choices about components.

Validate claims under changing and
adversarial conditions.
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