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[Abstract]

In this paper, we propose an extension method of the BR2K technique for enhancing the robustness of
blockchain application services. The BR2K (Blockchain application, Replication & Recovery technique using
Kubernetes) technique was recently developed to support the robustness of blockchain services through
service replication and rapid restart. The proposed technique extends the existing BR2K technique to provide
a state version, which is meta-information about the service state, and a method for safely managing it, and
use the state version to determine the timing for service state recovery. Also, the technique provides
systematic service state backup for service recovery and joining of new service nodes by utilizing the version
information and the service registry which acts as a service recovery center in the BR2K technique. Based
on this, it is possible to support new service nodes to join the replication service with consistency. As a
result, new service nodes can be quickly added to the BR2K service in operation, enhancing the robustness
of the BR2K service. In addition, the extended method is applied to the pilot blockchain application service
and tested in a Kubernetes environment composed of virtual machines to confirm the validity of service

replication consistency and rapid service recovery in the event of node failures.
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I. Introduction
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II. Background Knowledge

1. Ethereum and Smart contract
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2. ETCD
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III. Replication in BR2K
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Fig. 1. BR2K service
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ETCDo] A&E]o] 7t Aui7} ALgAL @38 olctx] ]
SIRH=A12 LR LPIo} BR2K Au]20] ZJA1 Ajs]A AF
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Table 1. Pseudo code for state version up

PROGRAM STATE-VERSION-UP
1:  Stop receiving requests

21 Wait until all alive followers are in the latest
service state

31 Notify followers to start the state backup
(SSI = -1)

4: Back up the current service state and snapshot
ETCD to off-chain storage

5 Store the state-backup-log in the service registry

6 Clean up the replicated requests related to the
backed up state

7 Increase the SV and the SSV of leader server

8: Notify followers to end the state backup
(SSI = 0)

END

[line 4 in table.1] State version up @AofJA] AMu]A
JEiC] Ui AP 2Y AH Y] A3 o Sl 2
JHI, Q5 AEL 22ja AulA ARRo] tigt s|AEE] &
Aof| 2o0]= ETCDO| A¥sHSnapshot) Tlo|E}E Q1A
9l AEZX|(Off-chain storage) AAsl= 7Zlo|t} @&
AlRI2{16] E5AIY o]eof o8 E4 AR A|o] &%
tlolEE 715ste WAoot S5ARI0 &3 HolEE
s AR W AR Blgo] A ] o], 2F

FH BRZK 7|HoM = euAQl ARR|S o] &gt

[line 5 in table.1] AH|A AEfQ} ETCDQO] AWHAO]
QuARlI AELX|O] AFEH 25 Av o]} A
Aol ot 2791 e W) = E(table. 2,

State-backup-log) A/dstil, ol vt d=ste] &
71l 712 (Public key) o]-&sfo] tagfstr}. 2] 5o}
g o] 3% olffalg EZAIY 719te] AulA ZA|AE
2]0]|($2.3) A%gsto] Eamsgte}, Au|A R|AE=]o] A|7F
g 27 olfalg E5AIE Mtk BE kTo] &
AlE]o] 11 81} o] ojtfe]g S5AIYS sk ofT
gh oo FIotoeks 7tAE o~ ok &g oig 2
= QA BR2K AH|AJ} A 835 8] 7] 2(Private key)

|y
e we) 208 wset & 4 9lol, Qo] ZAV} S 2
0% HEsiojet AHRY 4 itk

Table 2. State backup log

Attribute
Start Time of backup started
End Time of backup ended
State version of BR2K service when
performing state back up
Server ID list in BR2K service
Alive server ID list in BR2K service
Meta-information of ETCD snapshot
(size, type, owner, creation date, file
storage path, ...)
Meta-information of service state

Description

Version

Members
Alive members

Snapshot meta

tat t . . .
State data (size, type, owner, creation date, file
meta
storage path, ...)
Meta-information on back up storage
storage [off-chain]
9 (access location, authentication,
authorization, saved form, ...)
. ID of the leader server performed the
Subject

state back up

[line 6-7 in table.1] A{8]A ZR|AEz]o] AlE] ¥l
270 gighk A4 Arlo] heEH, 2JH] Ad= ETCDE
o] gsto] B AHY] A3 LE2 SAIH & AMRAT &
g} oot AAE wE el gFS AMAsh], BE ARY =
EOo] 852 gHsIt) T2)1 25 AJAIQ] AlgY - Eoj
thsh 27 AfEf A9l SSVeF BR2K A{H]A0] AFEf WA
< U= SVE 1 Z71A174, BR2K AJH]A0] F]|A1 AJE)
of tigt ¥A& Arllo|Estt.

“A” service with
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Table 3. Test notations

Sign Explanation
Tservice Total test time
Tdowntime Service downtime
NPfrequecy Frequency of pauses on execution nodes
NPnumber Number of pauses on execution nodes
REQnul/ Number of request§ that have only been
replicated
REQsuccess Number of requests successfully processed
REQpause Number of requests paused while processing
SR Service replication

Table 4. Test results

results
Tservice about 83min
Tdowntime about 16min
NP frequecy 30~120sec
NPnumber 67
REQnul/ 10,193(0ut of 50,000 requests)
REQsuccess 39.805(0ut of 50,000 requests)
REQpause 2(0Out of 50,000 requests)
SR success
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